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Trends in healthcare require innovative solutions

Consumers increasingly 
engaged in their health

Shift to value-based 
healthcare will reduce 

waste, increase access and 
improve outcomes

Care shifting to lower 
cost settings and homes

Connectivity and digital shifting value from devices to software and services
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Increased connectivity
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Transformation brings challenges

• New technology

• Increasing 
complexity

• Big data collections

• Interconnectivity

• Collaboration 

– B2B 

– B2C 

– B2G

• Supply chain risk

• Multiple 
stakeholders

• Liability 
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Threat Landscape
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Medical world
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Regulators increasingly address 
‘the lack off’ security/privacy Fast response
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Security researchers
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The effect of the increased sensitivity for 
security and privacy (enforced by law)

• Hospital IT departments are becoming (more) involved in the 
medical device / medical IT procurement process

• Shift risk to suppliers:

–Master Security Agreements

• Restricting access to patient data:
– Limit usage of removable media 
– Limit physical access to patient data
– Increased pushback on remote access

GDPR, NIS & many others…
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In control
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Major stakeholders

• Efficiency care and cost

• Compliance with regulation
Hospital Administration

• Best diagnosis, treatment & overall care, fast workflow

• Health-affirming and cost-effective outcomes
Caregiver

• Treatment, resolution, Prevention

• Affordable, Quality, Privacy
Patient

• Confidentiality, Integrity & Availability

• Transparency
Security & Privacy

• Best-in-class medical systems and healthcare IT

• Safety & effectiveness, security, privacy, innovation, 
value, IP protection & customer satisfaction

Manufacturer

• Regulating under law

• Safety & effectiveness (starting to include security)

• Affordable
Government & Regulator
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Common factors for most incidents 

• Forgetting the fundamentals

• Not considering best practices

• No attention to maintenance

• Lack of awareness 

• Lack of knowledge 

• Lack of attention and focus
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NIST SP800-160 Systems Security Engineering 
Considerations for a Multidisciplinary Approach in the Engineering of Trustworthy Secure Systems
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ISO/IEC 80001-1:2010 Revision afoot!

• Usability & Lessons 
Learned

• Focus on Key 
Properties: Safety, 
Effectiveness, 
Security

• Health Software

• 31000 vs. 14971
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Many applicable Security Standards
Just a few listed here:
• ISO/IEC 15408; Information technology - Evaluation criteria for IT security

• ISO/IEC 27000 series; Information technology – Security techniques, 
e.g. 27002 – Code of practice for information security controls

• ISO 27999; Health informatics - Information security management

• IEC 62443; Industrial communication networks - Network and system security

• ISO/IEC 62304; Medical device software - Software life cycle processes

• IEC-80001; Application of risk management for IT Networks incorporating medical 
devices

• ISO/IEC 29101; Privacy architecture framework

• ISO/IEC 29147; Vulnerability Disclosure

• ISO/IEC 30111; Vulnerability Handling process

• Many applicable NIST standards such as NIST SP 800–33, SP 800-82  and specifically 
SP 800-53 and the recently released SP 800-160

• AAMI TIR57; Principles for medical device security Risk management
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Coordinated Vulnerability Disclosure

Launch of the Coordinated Vulnerability Disclosure Manifesto at the 
EU high-level Cyber Security meeting on May 12th 2016 in Amsterdam



17

Coordinated Vulnerability Disclosure

Launch of the Coordinated Vulnerability Disclosure Manifesto at the 
EU high-level Cyber Security meeting on May 12th 2016 in Amsterdam



18

Coordinated Vulnerability Disclosure

Launch of the Coordinated Vulnerability Disclosure Manifesto at the EU high-level 
Cyber Security meeting on May 12th 2016 in Amsterdam



19

Questions?

Security Fast response

Control Minimized risk
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