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Threat Actors are making the news
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Real capabilities – Telegram Takeover
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https://forbiddenstories.org/story-killers/team-jorge-disinformation/

Speciality in campaign manipulation “33 presidential campaigns, 27 of which were successful”
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Tracking threat actors – Fink Telecom

• End 22-23 : Using 50+ SS7 & Diameter entry points in 7 countries

• Switzerland, Sweden, Namibia, Russia, Turkey, Italy & UK

• Even registered as an official operator in CH & SE

• Using GT leasing makes it complex to trace and to identify attackers

• Up to 80% of critical attacks in some operators

• Relying on a full ecosystem, many MVNE, MVNO supporting
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From 2018 to 2023



Attack methods from Threat Actors

• Information Gathering
• The first stage for spyware companies (Pegasus, Predator…)

• Phone numbers, IMSI, IMEI

• Location Tracking
• Permanent gathering of Cell-ID & Triangulation phones in real-time

• Interception SMS, Call & Data
• Used to intercept 2FA SMS on Telegram & Co

• For calls, various methods, from 2G to VoLTE calls 
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Further Support from Autorities

• Discussions with autorities is sometimes complex

• Subject gets quickly technical, often the actors are international

• Idea for the future: Creation of a “reporting” framework for misusage of 
these surveillance technologies by ENISA / Europol

• Wild competition is this sector, means multiplication of malicious actors

• Regulations might help but inteligence coordination is the key to take 
down these actors
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Threat Intel published

• Check the GSMA T-ISAC MISP events: 
• 3752 Synchronised Diameter & SS7 Location Tracking attempts from Limitless Mobile

• 3751 SS7 Information Gathering campaigns on Mobile Networks

• 3689 Tykelab GTs targeting SS7 infrastructures via Location tracking & Info Gathering

• 3565 Fink Telecom (FTS) GTs targeting SS7 networks (Interception/Info Gathering/Location Tracking)

• Advice: Block the GTs and nodes of these actors
• If possible ask Carriers to not route anymore trafic from threat actors towards you

• Today FTS is way less active and companies started disconnecting it
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If you are not monitoring, you are one of their target.


