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About us

• EU Institutions’ own CERT

• Operational support for the internal IT teams

• Supports 60+ entities

• Defense against targeted cyber threats

• Single point of contact



Other EU “cyber bodies”

ENISA

• Europe-wide mandate in cyber security

• Supporting best practices, capacity building and 

awareness raising

EUROPOL EC3

• Europe-wide mandate in fight against cyber-crime

• Operational cooperation between police computer 

crime units
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Institutional framework

• Inter-institutional nature

 Mandate approved by EU Institions SGs

 Staff secondment by main institutions

• Commission decision 11/9/2012

 Permanent nature

 Provision of infrastructure and services

 Minimum staff contribution

• Additional funding from SLAs

 Up-front flat rate funding for “Extended Services”

 Additional capacity from income



Constituents

• Located in many different countries

• From 40 – 40.000 users

• Cross-sectoral

 Government, foreign policy, embassies

 Banking, energy, pharmaceutical, chemical, food, telecom

 Maritime, rail and aviation safety

 Law enforcement (EUROPOL, FRONTEX, EUPOL) and justice

 Research, hi-tech, navigation (GALILEO), defence (EUMS, EDA)

• Heterogenous infrastructure

• Seperate legal entities

• High-value targets
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Announcements (News)

• CERT-EU WebPortal

http://cert.europa.eu

 2500+ Sources

 Automatic news scraping on threats and vulnerabilities

 Clustering / RSS enabled

 CERT-EU white papers

 Private webportal emmp (1000 additional sources)

 Cyber News interactive map

 MobileApp on the Appstore (soon)
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http://cert.europa.eu/


Announcements (News)
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Web Portal
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Cyber News Map

http://cert.europa.eu/BigScreenMap/
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Constituency - Prevention

• Annual conference

• White papers
(http://cert.europa.eu/cert/newsletter/en/latest_Publications%20and%20Newsletters_.html )

 Data protection guidance

 DDOS mitigation

 CISCO IOS risk mitigation

 Golden Ticket

 Handling of Potentially Malicious Emails

 E-mail Sender Address Forgery

• Green paper

 Detecting lateral movements in Windows

• Awareness raising sessions

 Constituents

 Peers and partners

http://cert.europa.eu/cert/newsletter/en/latest_Publications and Newsletters_.html
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Alerts

• Source of alerts

 Clients 30%

 Other CERTs 20%

 Automated sources 50%

• Nature of alerts

 Malicious emails

 Compromised systems

 Vulnerable systems (SQL, XSS)

 Leaked usernames / passwords

 DDOS
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Incident response

coordination

• Support for coordination in « critical » incidents

• Provision of "internal" expertise to the constituent

 CERT-EU expertise and tools

 « On call »expertise in the constituency

• Liaison and coordination with third parties

 Other CERTs

 Specialist IT companies

• On-site support if requested

• Constituent remains fully in charge



Peers

• Core group

 Very frequent contacts

 Incident response and 

sharing

 Automated feeds

• Extended group

 Disemination IOCs

 Specific cases
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Partners

• Bilateral NDAs

• Access to privileged 

information

 Campaign reports

 Telemetry

 Threat repositories

• Automated feeds

 100+ feeds

• Incident response



Targeted Attacks
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• Adversary’s persistence

 They know what they want and they pursue their goal

 They will repeatedly try to get in

 Once they’re in they try to stay

 When you throw them out they will try to come back

• Initial infection very difficult to avoid

 Spear-phishing e-mails 

 Social engineering to trick the user into running malware installers

 Watering hole attacks using known exploits

 Watering hole attacks that rely on social engineering 

• Take control over the infrastructure:  10’ -> 48hours

• Detection: average 229 days (or never)

• Remediation: 1-6 months



Motives
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Traditional

• Geopolitical, Espionage

• Strategic / Military

• IPR theft

Upcoming

• Financial

 Direct

 Indirect

• Commercial

• Extortion

• Terrorism



Actors
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Traditional

 Advanced nations’ intelligence services

Upcoming

 Nations’ subcontractors

 Rogue nations

 Traditional criminals

 Industrial Spies and Organized Crime Groups

 Hacktivists

 White collar criminals

 Terrorists

 Mafia



Methods

• Open source research 

 Passive collection

 EP elections, new Commission

 Ukraine, Russia (political developments, gas pipeline, EU 

sanctions)

 Scottish referendum

 “EU Restricted, releasable for internet transmission”

 G20, meeting of central banks

• Spear-phishing e-mails using current themes as lures
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Methods

• Open source research 

 Passive collection

• Spear-phishing e-mails using current themes as lures

• Vulnerabilities and exploits 

 Unpatched vulnerabilities

 0-Day (Zero Day) application vulnerabilities 

• Credentials 

• Exploitation of trusted relationships 

• Social engineering to trick the user into running malware installers

• Watering hole attacks using known exploits

• Watering hole attacks that rely on social engineering

• Poor security practices / configurations 

• Lack of end user education

• Lateral movements inside the infrastructure
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Impact

• Extremely stealthy

• Difficult to detect (little to no footprint in the file system)

• Try to remain under detection radar

• Very little or Zero overhead to systems

Many organizations operate for years, without 

knowing they are breached!
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Examples

“Prosecutor’s General’s Office has established a connection with people’s deputies of 

Ukraine militias”



Examples
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Examples



Vulnerabilities

Recent developments

• More advanced Automated discovery of vulnerabilities 

(fuzzers)

• Many critical vulnerabilities in OS and SSL since years

 Heartbleed, Bash/Shellshock

 MS14-064, MS14-066 and MS14-068

• Rapid development of exploits

• Market for vulnerabilities 

 Vupen, Endgame etc.

 Community

• Involvement of nation states

 Non-disclosure

 Risk of disclosure
25



• CVE-2014-6332

• Windows OLE Automation 

Array Remote Code 

Execution vulnerability

• Disclosed publicly on 

2014-11-11

Unicorn bug
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• CVE-2014-6332

• TOP 50 BG website

• One page infected

• Redirects to RU site with 

exploits

Unicorn bug



Unicorn bug
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“APT3 has quietly continued to send 

waves of spear phishing messages over 

the past few months. This actor initiated 

their most recent campaign on November 

19, 2014 targeting multiple organizations.

The attacker leveraged multiple exploits, 

targeting both CVE-2014-6332

and CVE-2014-4113. 



Vulnerabilities
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Vulnerabilities Market
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NSSLABS 2013

LinkedIn



Scanning for vulnerabilities
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Scanning for vulnerabilities

Download : https://zmap.io/download.html

Internet-Wide Scan Data Repository : https://scans.io/
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Campaigns
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Group Compromised organisations include

Ke3Chang/Vi

xen Panda/

Metushy waves of attack 2014. Spear phishing email attacks in 

relation to the G20 meeting and central bank meetings in the 

context of G20. Part of a broader, continuous campaign.

Cybercrime Target, Home Depot, K-Mart  and more than 1000 other 

businesses in US, some in Europe as well. POS malware.

APT18-CN Community Health Systems, data of more than 5mio patients in 

the US was stolen, linked to Heartbleed.

Darkhotel Targeted attacks on visitors of international hotels, using the hotel 

Wi-Fi infrastructure.

Regin High profile victims, telecom operators, international 

organisations, research



Campaigns
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Group Compromised organisations include

Snake / Turla Ministeries of Foreign Affairs, Defence, Embassies. Banks, 

travel agencies. Defence, aviation and electronics industry.

Miniduke / 

Cosmic Duke/

Onion Duke

Governments of multiple countries, research foundations, think-

tanks, healthcare providers.

Energetic Bear / 

DragonFly

20.000 victim IP addresses. Energy and manufacturing sector, 

research organisations, public sector, industrial control 

systems. Gathers information about connected controls 

systems (OPC).

Sofacy/APT28 Governments of multiple countries, think-tanks, opposition 

groups.

Black Energy/

Sandworm

Ukrainian regional government departments, European 

government agencies, NATO, 0-day, ICS.



Recent developments

• Cybercrime becomes more sophisticated

 First APT against banks (https://www.fox-

it.com/en/files/2014/12/Anunak_APT-against-financial-institutions2.pdf)

 Citadel -> password stealing

• Mobile Malwares are a reality 

• Emergence of attacks against ICS

• Threats are Increasing 

• Threats become more sophisticated
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https://www.fox-it.com/en/files/2014/12/Anunak_APT-against-financial-institutions2.pdf


Final Words

• Threats increase and become more sophisticated

• Inherent vulnerabilities are systematically exploited

• Pace is increasingly challenging

• Early detection and rapid incident response 

• Cooperation in post-Snowden era
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Thank You

http://cert.europa.eu/

http://cert.europa.eu/

