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QUALIFICATION OF TRUST SERVICE PROVIDERS

In order to facilitate access of administration® and national critical operators® to highly
efficient and trust cybersecurity and cyberdefence services, France has established a
challenging and efficient process allowing the qualification of “trust service providers”.

Based on the savoir-faire of expert qualification bodies accredited by COFRAC? and licensed
by ANSSI*, a rigorous evaluation process allows the qualification of candidate providers
meeting the adequate security requirements. Candidate providers can apply for one or all
services covered within the scope of the evaluation.

As of today, several trust service providers for IT security audits — listed below — have already
been qualified while several others are being evaluated.

While their technical requirements are currently being elaborated, including via public
consultations, qualified trust service providers for incident detection, incident response and
Cloud will be soon available on ANSSI’s website.

! Article 9 of ordinance n°2005-1516 of 8 December 2005, Référentiel général de sécurité.

2 Article 22 of the Military Programming Law, n°2013-1168, 18 December 2013

® France’s National Accreditation Body.

* ANSSI (Agence nationale de la sécurité des systémes d’information) is the French cybersecurity agency. It is
France’s authority for network and information security and cyberdefence.



STATUS OF THE QUALIFIED TRUST SERVICES PROVIDERS ROADMAP

TRUST SERVICE PROVIDERS FOR IT SECURITY AUDITS

SCOPE OF THE
EVALUATION

TRUST SERVICE
PROVIDERS (FR)

TECHNICAL
REQUIREMENTS (FR)

EVALUATION BODY

SONNNNN

Architecture audit

Configuration audit

Source code audit

Penetration test

Physical and organizational audit

http://www.ssi.gouv.fr/administration/qualifications/prestataires-de-services-
de-confiance qualifies/prestataires-daudit-de-la-securite-des-systemes-
dinformation-passi-qualifies/

http://www.ssi.gouv.fr/uploads/2014 /12 /RGS_PASSI_v2-0.pdf

LSTI - 10 avenue Anita Conti, 35400 Saint-Malo, France.
Tél: +33 (0)2 72 88 12 45 - site : www.Isti-certification.fr

TRUST SERVICE PROVIDERS FOR INCIDENT DETECTION

SCOPE OF THE
EVALUATION

TRUST SERVICE
PROVIDERS
TECHNICAL
REQUIREMENTS

EVALUATION BODY

Events, management

Incidents management

Alerts management

8 trust service providers for incident detection applied to participate an
experimental procedure.

http://www.ssi.gouv.fr/uploads/2015/01/PDIS_ referentiel_v0-9-1.pdf (version
published for comments)

3 qualification bodies applied to evaluate trust service providers for incident
detection through an experimental procedure.

TRUST SERVICE PROVIDERS FOR INCIDENT RESPONSE

SCOPE OF THE
EVALUATION

TRUST SERVICE
PROVIDERS
TECHNICAL
REQUIREMENTS

EVALUATION BODY

Incident response manager

System analyst

Network analyst

Malware analyst

6 trust service providers for incident response have been selected to be evaluated
through an experimental procedure.

http: //www.ssi.gouv.fr/uploads/IMG/pdf/PRIS_Referentiel_d_exigences_anssi.pdf
(version published for comments)

2 qualification bodies have been selected to evaluate trust service providers for
incident response through an experimental procedure.

TRUST SERVICE PROVIDERS FOR CLOUD

SCOPE OF THE
EVALUATION

TRUST SERVICE
PROVIDERS
TECHNICAL
REQUIREMENTS

EVALUATION BODY

v’ Available

SaaS Software as a service

PaaS Platform as a service

[aaS Infrastructure as a service

8 trust service providers for Cloud have been selected to be evaluated through an
experimental procedure.

http: //www.ssi.gouv.fr/IMG/pdf/cloud_referentiel_exigences_anssi.pdf (version
published for comments)

3 qualification bodies have been selected to evaluate trust service providers for
Cloud response through an experimental procedure.
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CATALOGUE OF
TRUST SERVICE PROVIDERS FOR IT SECURITY AUDITS



QUALIFIED TRUST SERVICE PROVIDERS

PHYSICAL AND

PROVIDERS AREHITECTURE CenreUaen SolRcecors PENETRATION TEST ORGANIZATIONAL
AUDIT AUDIT AUDIT
AUDIT
AMOSSYS
4 bis, Allée Batiment 35000 Rennes France
+33(0)299 231579 v v v v v

+33(0)299 23 14 27
contact@amossys.fr
http://www.amossys.fr

INTRINSEC

215, Av. Georges Clemenceau 92024 Nanterre

cedex France

Tel : +33 (0)1 41 91 77 77 v v v v v
+33(0)141917778

contact@intrinsec.com

http://www.intrinsec.com

SOGETI ESEC

22 - 24 rue du Gouverneur Général Eboué

92136 Issy-les-Moulineaux France

+33(0)1 55 00 12 00 v v v v v
+33(0)155001230

contact-esec@sogeti.com

http://esec.fr.sogeti.com

SoLucom

La Défense 8 - Tour Franklin 100-101

Terrasse Boieldieu 92042 Paris La Défense

France v v v v v
Tel : +33 (0)1 49 03 20 00

+33 (0)149 032001

solucom@solucom.fr

http://www.solucom.fr


mailto:contact@amossys.fr
http://www.amossys.fr/
mailto:contact@intrinsec.com
http://www.intrinsec.com/
mailto:contact-esec@sogeti.com
http://esec.fr.sogeti.com/
mailto:solucom@solucom.fr
http://www.solucom.fr/

THALES COMMUNICATIONS & SECURITY SAS
5 rue Marcel Dassault

78140 Velizy

France

+33(0)1 73322364

Fax:+33 (0)173322277

MEéL : passi[at]thalesgroup.com
http://www.thalesgroup.com

HERVE SCHAUER CONSULTANTS
191 avenue Charles de Gaulle
92200 Neuilly-sur-Seine

France

+33 (0)1 414097 09

Fax:+33 (0)1 73322277

MéL : ventes[at]hsc.fr

Site : http://www.hsc.fr


http://www.thalesgroup.com/
http://www.hsc.fr/

CANDIDATES FOR QUALIFICATION

Only appear below the qualification projects that the providers have accepted to make public. Any suspended project will be withdrawn from the list.

EVALUATION BODY STARTING DATE

PROVIDER SCOPE OF THE EVALUATION

CGI BUSINESS CONSULTING
5 rue Pleyel - Batiment C
93200 Saint-Denis

FRANCE

+33(0)15787 5235

Fax.: -

MéL : cgi.cybersecurite.fr[at]cgi.com
Site : http://www.cgi.fr

CS SYSTEMES D'INFORMATION
22, avenue Galilée

92350 Le Plessis-Robinson
FRANCE

+33(0)1 412896 29
Fax.:+33(0)1 412842 24
MéL : cs-passi[at]c-s.fr

Site : http://www.c-s.fr
DELOITTE CONSEIL

185, Avenue Charles de Gaulle
92200 Neuilly-sur-Seine
FRANCE

+33 (0)1 55616089
Fax.:+33(0)1408817 23
MéL.: passi[at]deloitte.fr

Site : http://www.deloitte.fr

Architecture audit LSTI
Configuration audit

Source code audit

Penetration test

Physical and organizational audit

Architecture audit LSTI
Configuration audit

Source code audit

Penetration test

Physical and organizational audit

Architecture audit LSTI
Configuration audit

Source code audit

Penetration test

Physical and organizational audit

31 October 2014

31 October 2014

13 October 2014


http://www.cgi.fr/
http://www.c-s.fr/
http://www.deloitte.fr/

[-TRACING

5, rue Chantecoq

92800 PUTEAUX

FRANCE

+33 (0)1 7094 6970
Fax::+33(0)1 7094 69 71
MéL : passi[at]i-tracing.com
Site : http://www.i-tracing.com
OPPIDA

6, avenue du Veil Etang

78180 Montigny-le-bretonneux
+33(0)13014 1900
Fax.:+33(0)130 141909
MéL : contact[at]oppida.fr

Site : http://www.oppida.fr
BULL

Rue Jean Jaures

78340 Les Clayes-sous-bois
France

+33 (0)130807000
Fax.:+33 (0)1 3080 73 73
MéL : bull-conseil-audit[at]bullnet
Site : http://www.Bullfr

ADVENS

47, rue du Faubourg de Roubaix
59000 Lille

France

+33(0)320684181

Fax:+33 (0)3 20 70 54 28

MéL : contact[at]advens.fr

Site : http://www.advens.fr

Architecture audit

Configuration audit

Penetration test

Physical and organizational audit

Architecture audit

Configuration audit

Source code audit

Penetration test

Physical and organizational audit

Architecture audit

Configuration audit

Source code audit

Penetration test

Physical and organizational audit

Architecture audit

Configuration audit

Source code audit

Penetration test

Physical and organizational audit

LSTI

LSTI

LSTI

LSTI

9 September 2014

24 June 2014

26 June 2014

6 May 2014


http://www.i-tracing.com/
http://www.oppida.fr/
http://www.bull.fr/
http://www.advens.fr/

CONIX TECHNOLOGIES ET SERVICES
2 rue Maurice Hartmann

92130 Issy-les-Moulineaux

France

+33(0)1 41 46 08 00

Fax:+33 (0)1 414607 99

MéL : contact_securite[at]conix.fr
Site : http://www.conix.fr

ORANGE CONSULTING

9 rue du Chéne Germain - Bréhat 7B300
BP 91235

35512 Cesson-Sévigné

France

+33(0)2 23285610

Fax:+33 (0)2 23285551

MéL : consulting.cyberdefense[at]orange.com
Site : http://www.orange-
business.com/fr/orange-consulting
LEXSI

Tours Mercuriales PONANT

40 rue Jean Jaures

93170 BAGNOLET

France

+33 (0)1 5586 8888

Fax:+33 (0)1 5586 88 89

MéL : info[at]lexsi.com

Site : http://www.lexsi.fr

DIGITEMIS

La Noue Saint-Martin
85140 La Merlatiere
FRANCE

Tel : +33 (0)9 72 46 39 78
contact[at]digitemis.com
http://www.digitemis.com

Architecture audit LSTI
Configuration audit

Source code audit

Penetration test

Physical and organizational audit

Architecture audit LSTI
Configuration audit

Source code audit

Penetration test

Physical and organizational audit

Architecture audit LSTI
Configuration audit

Source code audit

Penetration test

Physical and organizational audit

Architecture audit LSTI
Configuration audit

Penetration test

Physical and organizational audit

25 April 2014

15 April 2014

31 March 2014

18 February 2015


http://www.conix.fr/
http://www.orange-business.com/fr/orange-consulting
http://www.orange-business.com/fr/orange-consulting
http://www.lexsi.fr/
http://www.digitemis.com/

GLOSSARY

FRANCAIS ENGLISH DEFINITION

Evaluation and decision to qualify of a
provider as trust service provider according

QUALIFICATION QUALIFICATION to ordinance n° 2005-1516 or the military
programming law n°2013-1168 of 18
décembre 2013.

L TECHNICAL Framework used for evaluating providers
REFERENTIEL eworx used for evaluating provi
REQUIREMENTS candidate for qualification.
PRESTATAIRE DE SERVICE TRUST SERVICE PROVIDER Provider of a service related to information
DE CONFIANCE systems security and defence.
PRESTATAIRE DE SERVICE QUALIFIED TRUST SERVICE  Provider qualified for one or several specific
DE CONFIANCE QUALIFIE PROVIDER services.
PORTEE DE LA : P
SCOPE OF THE EVALUATION = Services covered by a qualification.
QUALIFICATION
CENTRE D’EVALUATION EVALUATION BODY Body in charge of evaluating the providers.
2 Date of submission of the application to the
DEMARRAGE STARTING DATE

evaluation body.


http://www.legifrance.gouv.fr/affichTexte.do?cidTexte=LEGITEXT000006052816&dateTexte=vig

