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Nobody needs too much security 

The problem 
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Evolution of threats: 
• from „I love you“ to „Flame“ 
• from „Geek“ to„Deep Pocket“ 

 

Challenge 
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Vulnerabilities 
• Zero-Day 
• Human aspects 

Challenge 
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Sub-contractor 
• Quality of service 

Challenge 
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Convergence 
Monoculture of the systems 

Challenge 
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Connection 
• Internet of things 
• ONE Internet 

 

Challenge 
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 Security should not be an 
individual task nor an 
unachievable goal 
 

Goal 
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state of the art 
• obligation of effort, not result  

(data protection, Telecoms Package, ...) 

 
changes have to be taken into account 

Legal 
framework 
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concept of Risk 
necessity and proportionality 

(Data protection, Telecoms Package, ...) 

 
changes have to be taken into account 

Legal 
framework 
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Reliable 
 

 
  

Succes criteria 
Risk assessment 
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Comparable results 
 

 
  

Succes criteria 
Risk assessment 
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Repeatable 
 
  

Succes criteria 
Risk assessment 
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• 42 questions 
 

 

Questionnaire 
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• Risk treatment and quick wins 
 

 

Evaluation 
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One Risk assessment-Plattform: 
• common Taxonomy 

• common Object-Database 
• global and local Objects 
• Principle of heritage 
•  expandable 

• Ergonomy – drag and drop 
• Risk treatment plan (ISO/IEC 27002) 
• Dynamic 

 

Risk assessment 
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One knowledge database 
• EBIOS-size: 

• 49 asset types (virtuel assets, containes) 
• 37 threats 
• 748 vulnerabilities 
• 1937 combinations: assets – threats – vulnerabilities 

 
 

Risk assessment 
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One Database for Communes 
• 32 processes with 

• 21 asset types 
• 18 threats 
• 34 vulnerabilities 
• 65 combinations: asset – threat – vulnerabilities 

 
Complexity adapted to the context: 
• synergies 
• reduction of the effort of about 80% 

Context senitive approach  
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