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semsa - Activities

* Smart Grid Security, Recommendations for Europe
and Member States, (Jul 2012).
* 90 key findings
* 10 recommendations

* Workshop on security certification of smart grid
components (June 2012).

* Minimum Security Measures for Smart Grids, (Dec
2012).

* identify the minimum set of security measures for a more secure smart
grid

* address the different sophistication levels for smart grid implementations

* EG2 deliverable on smart grids’ minimum security
measures (Dec 2013).
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Risk assessment

RA

Security Measures Incident reporting

SM v IR
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~i. Setting a baseline cyber security
measures: identifying the need
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* Allying the varying levels of security of operatorso 6 -
with a minimum national framework &<

e

* Providing an indication of a minimum level of ==
security in the Member States by avoiding the
creation of the “weakest link” S bz

* Ensuring a minimum level of harmonisation

* Setting the basis for a minimum auditable
framework

* Facilitating the establishment of common
preparedness, recovery and response measures

* Contributing to achieve an adequate level of
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~i. Setting a baseline cyber security
" measures: the challenge

* Not an easy task N
*x Different stakeholders o amma

* Bulk generation and ‘bulk’ renewables (e.g. wind mill farmers),
Transmission/Distribution system operators, prosumers, vendors, third
party providers, legislators, ...

* Various sizes of organizations

* Budgets, business needs, human resources, organizational processes...

* Not a clear view of the market

* A few real establishments, unclear use case scenarios, vague legal
mandate and responsibilities, no factual data on cyber security
incidents,...
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. ENISA’s approach

Requirements
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L An example

Measures

Domain

SM1.1 Information security policy

SM1.2 Organisation of information security

Security governance & risk manageme SM1.3 Information security procedures

SM1.4 Risk management methodology
SM1.5 Risk assessment
1.6 Risk treatment plan

S$M 1.1 Information security policy
vider should establish and maintain an appropriate information securit

Requirement Evidence
Key security activities on the smart grid information system are v Documented security procedures that address the key security
performed by the organisation. activities.
An information security policy that addresses a secure and reliable v Approved information security policy covering most aspects of security
energy supply and legal and regulatory requirements is available and containing at least:

approved by management.
Scope of the information security policy;

Employees are aware of the existence and behave accordingly. Applicable laws and regulations;

Security objectives;
Management commitment with the security policy.

Proof of the information security policy communication among staff.

The information security policy is easy accessible for staff.
The information security policy is regularly reviewed at planned Last planned review has been done according with the review process.
intervals or if significant changes occur to ensure its continuing

suitability, adequacy, and effectiveness. Records of the management review.

A % X% K© o o o0

Meeting minutes of review sessions.
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.. EG2 deliverable: security measures
for smart grids

* Objective:
* organize consultations and collect feedback on these measures

from national cyber security authorities, energy and ICT
industries, and possibly also selected non-EU partners

* draft, based upon this process, a document with
recommendations to Member States on appropriate cyber
security requirements

* Use as a basis ENISA’s study on appropriate security
measures for smart grids

https://www.enisa.europa.eu/activities/Resilience-and-ClIP/critical-infrastructure-and-
services/smart-grids-and-smart-metering/appropriate-security-measures-for-smart-grids

* ENISA, with the support of EC, will chair the process
* EG2 deliverable
* Based on such document, CNECT and ENER will
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Working Method
- * Both already existing and new
| contacts have been facilitated
v — In order to shape the EG

exparts (Experts from the ICTand smart grid

i * Each expert has been
| contacted on an individual
- R — basis (email exchanges and
» o __— private conf calls)

2 / - ¥ In order to facilitate its tasks,
rondmconsmatrd o seas®y a private work space at
S ENISA’s portal has been

l allocated to the expert group

* Interface with EG2 and M/490
s - SGIS

!

Validation workshop

All experiscontributed are
invited
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c e Domains

* Security governance and risk management
* Management of third parties

* Secure lifecycle process for smart grid
components/systems and operating procedures

* Personnel security, awareness and training

* Incident response and Information exchange

* Audit and accountability

* Continuity of operations

* Physical security

* Information systems security

* Network security

N
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. What is new to the current
document?

¥ Security measures
* 42 measures in 11 domains

* A set of Smart Grid assets
* A set of Threats -
* How Threats apply to assets

* How security measures protect
Threat exposure
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Governance - Mandate

* Shared mandate

* TSOs: not consider It as
their problem

* Different types of
authorities

* Energy regulators:
usually not involved

* Poor participation of

Technologicka platforma Energetickd bezpednost CR - 73337
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e The role of NLOs

* This year ENISA will take stock on
the SG cyber security mandate in MS

* Responsible authority
* Relevant regulatory framework in place
* National Information sharing platforms

* NLOs assist in stock taking

* ldentify who has the mandate in each MS
* Public authorities, Energy regulators, TSOs etc

WWW.enisa.europa.eu



Thank you!
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