ObL{! tNRIN}IYY
H J1 i JTHH

Including Multiannual planning, Work programr@0 and Multiannualstaff planning

STATUPRAFTVZ2
VERSIONANUARY 2019

www.enisa.europa.eu The EU Cybersecurity Agency


http://www.enisa.europa.eu/

* *
*x * ENISA Programming Document 262022
* enisa Status: Draft, V2 Version: January 2019
*

x *

DocumentHistory

/IDRAFT ONLYTHIS SECTION AND PAME. BE DELETEDRMWL PUBLICATION

DATE VERSION MODIFICATION AUTHOR
First draft senbn 12/12/2019to MB for consultation

December 2018 | V1 Feedback deadline 08/01/2019 ENISA

January V2 Draft V2 send for MB written approval ENISA

02



* *
* * ENISA Programming Document 202022
x enisa Status: Draft, V2 Version: January 2019
*

About ENISA

TheEUCybersecurityAgency(ENISA) is a centre of network and information security expertise for the EU,
Ada YSYOSN) aidldSaz GKS LINARGFGS aSOG2NI FyR 9 dzNP LS
advice and recommendations on good practice in infoiorasecurity. It assists EU member states in

AYLX SYSylGAy3a NBESGrya 9! tS3aratlridArazy IyR 62NJ a
infrastructure and networks. ENISA seeks to enhance existing expertise in EU member states by supportin
the development of crosborder communities committed to improving network and information security
throughout the EU. More information about ENISA and its work can be foundnatenisa.europa.eu.

03


https://www.enisa.europa.eu/

*
*x * ENISA Programming Document 262022
* enisa Status: Draft, V2 Version: January 2019
x *

x *

Table of Cotents

Foreword by the Executive Director 8

Mission Statement 9

Section I. General context 12

Section II. Multi-annual programming 202Q 2022 15

Activity IO ELISNI A& Sd | yGAOALI GS | yR & dzyilig2yNdisecaridyNe LIS Q

challenges 15
Multiannual priorities (202€2022) for Objective 1.1. Improving knowledge on the security of

digital developments 15

Multiannual priorities (2022022) for Objective 1.2. Cybersecurity threat landscape and arfysis
Multiannual priorities (2022022) for Objective 1.3. Research & Development, Innovation 16
Activity 2¢ Policy. Promote network and information security as an EU policy priority 17
Multiannual priorities (202€2022) for Objective 2.1. Supporting EU Policy Development 17
Multiannual priorities (2022022) for Objective 2.2. Supporting EU Policy Implementation 18
Activity 3¢ Capaity. Support Europe in maintaining statsé-the-art network and information security
capacities 18
Multiannual priorities (202201 HHO FT2NJ ho2SOUA PSS odm ! 2aA &80 a8
Multiannual priorities (2020 NHH U FT2NJ ho2SOUABS odu ! darad A

20
Multiannual priorities (202€2022) for Objective 3.3 Awareness raising 20
Activity 4¢ Cooperation. Foster the operational cooperation within the European cybersecurity
community 21
Multiannual priorities (2022022) for Objective 4.1 Cyber crisis cooperation 21
Multiannual priorities (20222022) for Objective 4.2ommunity building and operational
cooperation 22
Activity 5¢ Certification. Develop cybersecurity certification schemeglfgital products, services and
processes 23
Multiannual priorities (202€2022) for Objective 5.1 Support activities related toengecurity
certification 23
Multiannual priorities (2022022) for Objective 5.2 Developing candidate cybersecurity
certificationschemes 23
Activity 6¢9 Y F 6 f Ay3ad wSAYF2NOS 9bL{! Qad AYLI O 24
Multiannual priorities (202€2022) for Objective 6.1 Management and compliance 24
Multiannual priorities (202€2022) for Objective 6.2 Engagement with stakeholders and
international relations 25
Monitoring the Progress and the Achievements of the Agency. Summarizing the Key Indicators for the
multi-annual activities 25
Human and financial resource outlook for the years 202022 26
Section Ill. Work Programme Year 2020 27
Activity 1ICO ELISNIA&Sd ! yGAOALI GS | yR adzlJLl2 NI 9 dzNR LISQA
challenges 27
Objective 1.1. Improving knowledge on the security of digital developments 27

04



* ENISA Programming Document 262022
enisa Status: Draft, V2 Version: January 2019
x5

Output O.1.1.% Building knowledge on the security of Internet of Things 27

Output O.1.1.%; Building knowledge on the security of Connected and Automated Mobility (CAM)
28
Output 0.1.1.3; Building knowledge on Artificial Intelligence security 29
Output O.1.1.4; Building knowledge on the security of Healthcare services 29
Output O.1.1.5;, Building knowledge on aritime security 30
Output O.1.1.&; Building knowledge on cryptographic algorithms 31
Objective 1.2. Cybersecurity Threat Landscape and Analysis 32
Output O.1.2.X Annual ENISA Threat Landscape 32
Output 0.1.2.Z; Restricted and public Info notes on cybersecurity 33
Output 0.1.2.3; Support incident reportig activities in the EU 34
Output O.1.2.4; Supporting the operational sectoral implementation of the NIS Directive 35
Objective 1.3. Research & Development, Innovation 35
Output O.1.3.X; Supporting EU research & development programmes 35
Summary of outputs and performance indicators in Activity 1 Expertise 36
Activity 2 ¢ Policy. Promote network and information security as an EU policy priority 37
Objective 2.1. Supporting EU policy development 37
Output 0.2.1.X; Supporting policy developments in NIS Directive sectors 37
Objective 2.2. Supporting EU policy implementation 38

Output 0.2.2.% Recommendations supporting implementation of the eIDAS Regulation 38
Output 0.2.2.Z; Supporting the implementation of the Work Programme of the Cooperation

Group under the NIS Directive 38
Output 0.2.2.3; Contribute to the EU policy in the area of privacy and data protection with input
on cybersecurity related measures 39

Output 0.2.2.4;, Guidelines for the European standardisation in the field of ICT security 39
Output 0.2.2.5; Supporting the implementation dturopean Electronic Communications Cdgie

Summary of outputs and performance indicators in Activity 2 Policy 40
Activity 3¢ Capacity. Support Europe maintaining staté-the-art network and information security
capacities 41
ho2SOUABS odmd !aaArAad aSYOSNI {dGlFrdSaQ OF LI @A Gé
Output O.3.1.X; Technical trainings for MS and Bbdies 41
Output O.3.1.Z; Support EU MS in the development and assessment of NCSS 42
Output 0.3.1.3; Support EU MS in their incident response development 42
Output 0.3.1.4; ISACs for the NISD Sectors in the EU and MS 43
Objectiveo ®H ® { dzLILI2 NII 9! AyaildAlddziazyaQ OF LI OA G a4 6 dzA
Output0.3.2.1¢ Liaison with the Eldgencies on operational issues related to GERTQ& | O A ¢
44
Output0.3.2.2 ¢ Cooperation with relevant EU institutionggencies and other bodies on
cybersecurity initiatives 44
Objective3.3. Awareness raising 44
Output 0.3.3.X; European Cyber Security Challenges 44
Output 0.3.3.Z; European Cyber Security Month deployment 45
Output 0.3.3.3; Support EU MS in cyberseityrskills development 45
Summary of outputs and performance indicators in Activity 3 Capacity 45
Activity 4 ¢ Cooperation. Foster the operational cooperation within the European cybersecurity
community 47
Objective 4.1. Cyber crisis cooperation 47

05



* ENISA Programming Document 262022
enisa Status: Draft, V2 Version: January 2019

Output O.4.1.X Planning of Cyber Europe 2020 47
Output O0.4.1.Z; Support activities for Cyber Exercises 47
Output O.4.1.3; Support activities for Cybersecurity collaboration with other EU institutions and
bodies 48
Output 0.4.1.4;, Supporting the implementation of the information hub 48
Output O.4.1.5; Supporting the EU Cybersecurity blueprint 49
Objective 4.2. Community building and operational cooperation 50
Output 0.4.2.% EU CSIRTs Netwahkpport 50
Output 0.4.2.Z; Support the fight against cybercrime and collaboration across CSIRTs, LEA and
other operational commuities 50
Output 0.4.2.3; Supporting the operations of MeliCERTes platform 50
Summary of outputs and performance indicators in Activity 4 Community 51
Activity 5¢ Cybersecurity certification. Developing security certification schemes for digital products,
services and processes 52
Objective 5.1. Support activities related to cybersecurity certification 52
Output 5.1.1¢ Support for the EU Cybersecurity Certification Group and potential subgroup2
Output 5.1.2¢ Research and analysis of the market as an enabler for certification 52
Output 5.1.3¢ Setup andmaintain a Certification portal 53
Objective 5.2. Developing candidate cybersecurity certification schemes 53
Output 5.2.1¢ Hands on tasks in the area of cybersecurity certification of products, services and
processes 53
Output 5.2.2¢ Tasks related to specific candidate scheme 53
Summary of outputs and performance indicators in Activity 5 Certification 53
Activity 6¢O9 Yy 0 f Ay3d wSAYF2NOS 9bL{! Qa AYLI O 54
Objective 6.1. Management and compliance 54
Management 54
Policy Office 55
Public Affairs Team 55
Internal control 55
IT activities 56
Finance, Accaiting and Procurement 56
Human Resources 57
Legal affairs, data protection and information security coordination 57
Objective 6.2. Bgagement with stakeholders and international activities 58
Stakeholders communication and dissemination activities 58
International relations 60
List of Outputs in work programme 2020 61
Annexes A 63
A.1 Annex |: Resource allocation per Activity 202@022 63
Overview of the past and current situation. 63
Resource programming for the years 202022 63
Overview of activities budget and resources 64
A.2 Annex Il: Human and Financial Resources 20022 65
A.3 Annex lll: Human ResourcesQuantitative 70

06



A.4 Annex IV: Human ResourceQualitative
A.5 Annex V: Buildings

A.6 Annex VI: Privileges and immunities
A.7 Annex VII: Evaluations

A.8 Annex VIII: Risks Year 2020

A.9 Annex IX: Procurement plan Year 2020
A.10 Annex X: ENISA Organisation

Annex B:  Key Indicators defined for the mukannual activities
Annex C: List of Acronyms

Annex D:  List of Policy References

ENISA Programming Document 262022

Status: Draft, V2 Version: January 2019

72
76
76
77
77
77
77

79
82
83

07



Forewordby the Executive Director

ENISA Programming Document 262022
Status: Draft, V2 Version:January 2019

[To be addedn a later versioh

08



* *
* * ENISA Programming Document 202022
x enisa Status: Draft, V2 Version: January 2019
*

* *

Mission Statement

¢tKS YAaaArzy 2F 9bL{! KlFIa 0SSy G2 O2yGNRO6dziS G2
G gl NBySaa 2F ySig2N] YR AYTF2NNIGAZ2Y &SOdzNR G
information security in society for the benefit of citizens, consumers, enterprises and public sector
2NHIFYyATFiA2ya Ay (GKS ! yA2yéod

(o]

ENISA was set up in 20@4contribute to the overall goal of ensuring a high leveNt®within the EUand
actsas a centre of expertise dedicated to enhandii§in the BJ and supportinghe capacity building of
Member States

In 2019 the mandateof the Agencys plannedo be extended and the role of ENISA will be reinforced in
the EU cybersecurity landscag&NISA supports the European institutions, the Member States and the
business community in addressing, respondimgnd especially in preventing network and inforrioat
security problems. It does so through a series of activities asinaseas:

1 Expertiseanticipate and support Europe's knowledge in facing emerging cybersecurity challenges

1 Policy: support tawybersecuritypolicy making and implementation in the dni

1 Capacity: support for capacity building across the Union (e.g. through trainings, recommendations,
awareness raising activities).

1 Caooperation foster theEU cybersecuritpommunitycooperation(e.g. support to theCSIRTs
activities and networkcoordiration of parEuropean cyber exercises).

9 Certification:preparingcandidate cybesecurity certification schemes reviewingfor digital
products servicesand processes

 Enabliny NBAYT2NOAY3I 9b L {€glhgadeMdnt-wihithe istgk&aelS dnd A OA S
international relations).

¢KS NBIF W SNIAFAOFGA2YQ NBLINBaSyida | ySg | OGAD
Cybersecurity Act.

Ly R2Ay3 &2 With@ubptejudice 6 thd compktéhdes df the Member StatesNB 3 NRA y 3
national securityand in compliance with the right of initiative of the European Commission. In order to
achieve its mission, several objectives and tagks S 06 SSy I (i ( Mahoutpiefidice tothe 9 b L
competences of the Member States regagditetwork and information security and in any case to

activities concerning public security, defence, national seétirity

In line with these objectives and tasks, the Agency carries out its operations in accordance with an annual
and multiannual work pragmme, containing all of its planned activities, drawn up by the Executive
5ANBOG2NI 2F 9bL{! MandgemenBardEBHR o6& 9bL{! Q&

http://eur -lex.europa.eu/legal

content/EN/TXT/?uri=COM:2017:477:FIN
2

3
4
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communities with a strong emphasis on pragmatic solutions that offer a sensible mix oftenortand

long-term improvementsThe Agencwill try to continue toprovide the Union institutions, bodies and
F3SYyOASE OKSNBAYLlF TGSNY 4! yates sérvideghadivest,dasdddryteinew |y
mandate,to support their NI®apabilitydevelopment allowing this waya more agile and flexible

approach to achieving its mission.

Priorities
wEU policy development and implementatiomproactively contributig to the development of policy in
the area ofNIS as well as to other policy initiatives with cybersecurity elements in different sectors (e.g.
energy, transport, finance); providing independent opinions and preparatory work for the development
and the upglate of policy and law; suppanigthe EU policy and law in the areas of electronic
communications, electronic identity and trust services, with a view to promoting an enhanced level of
cybersecurity; assistg Member States in achieving a consistent agmio on the implementation of the
NIS Directive across borders and sectors, as well as in other relevant policies and lawsigmeyidar
reporting on the state of implementation of the EU legal framework.

wCapacity buildingcontributing to the improement of EU and national public authorities' capabilities

and expertise, including on incident response and on the supervision of cybersecurity related regulatory
measures; contribubgto the establishment of Information Sharing and Analysis Centresg)l8Arious
sectors by providing best practices and guidance on available tools and procedures, as well as by
appropriately addressing regulatory issues related to information sharing.

wKnowledge and information, awareness raisingecominga keyinformation hub of the Elor

cybersecurity promoting and sharing best practices and initiatives across the EU by pooling information on
cybersecurity deriving from the EU and national institutions, agencies and bodieisigaa&ilable advice,
guidance and bst practices on the security of critical infrastructures; in the aftermath of significant-cross
border cybersecurity incidents, comipifj reports with a viewo providing guidance to businesses and

citizens across the EU; regularly orgamgsiwareness raing activities in coordination with Member States
authorities.

wMarket related tasks (standardisation, cybersecurity certificatiomerforminga number of functions
specifically supporting the internal markieicludinga cybersecurity 'market observatgr by analysing
relevant trends in the cybersecurity market, and by supporting the EU policy development in the ICT
standardisation and ICT cybersecurity certification areas; with regard to standardisation in particular,
facilitatingthe establishment andiptake of cybersecurity standards; exeingfthe tasks foreseen in the
context of the future framework for certification.

wResearch and innovatiarcontributngits expertise by advising EU and national authorities on priority
setting in research and delopment, including in the context of the contractual pulpiivate partnership

on cybersecurity (cPPP); aduisthe new European Cybersecurity Research and Competence Centre on
research under the next mueinnual financial framework; lixeginvolved, wten asked to do so by the
Commission, in the implementation of research and innovation EU funding programmes.

wOperational cooperation and crisis managemerstrengthening the existing preventive operational
capabilities, in particular upgrading the p&oropean cybersecurity exercises (Cyber Europe); supporting
the operational cooperation as secretariat of the CSIRTs Network (as per NIS Directive provisions) by
ensuring, among others, the wéilinctioning of the CSIRTs Network IT infrastructure and conation
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channels and by ensuring a structured cooperation with @GBRTEuropean Cybercrime Centre (FEEBA
and other relevant EU bodiés line with the Commission proposal for the Cybersecurity. Act

wSupportthe Commission and assist Member States aeding theEU cybersecurit@lueprint as
presentedin the Commission's recommendation for a coordinated response to4{scgke cybersecurity
incidents and crises at the EU Iével

wCybersecurity certification of ICT products and servicBiseEuropean Qyersecurity Certification

Framework for ICT products and services specifies the essential functions and tasks of ENISA in the field
cybersecurity certificationThe draftRegulatiorforeseesa role forENISAn terms ofpreparingcandidate
European cybesecurity certification schemes reviewing existing onewvith the assistance, expert advice

and close cooperation of the European Cybersecurity Certification Group.répening a requestsom

the European Cybersecurity Certification Grouphar EUCommissionio prepare acandidatescheme for

specific ICT products and services, ENISA will work on the scheme in close cooperation with national
certification supervisory authorities represented in the Gragpwell as appropriate stakeholdeEENISA
alsosupports the EU Commission in its role as Chair of the European Cybersecurity Certification Group.

htt@iil/eur -lex.euopa.eu/legal
content/EN/TXT/?uri=COM:2017:477:FIN
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Section .IGenerakontext

Threat Landscape

2018 was a year that brought significant changes in the cyberthreat landscape. Those changes had as
source diseete developments in motives and tactics of the most important threat agent groups, namely
cybercriminals and statesponsored actors. Monetization motives have contributed to the appearance of
crypto-miners in the top 15 threats. Staponsored activitie have led to the assumption that there is a
shift towards reducing the use of complex malicious software and infrastructures and going towards low
profile social engineering attacks.

Developments have been achieved from the side of defenders too. Ththagimergence of active

defence, threat agent profiling has led to a more efficient identification of attack practices and malicious
artefacts, leading thus to more efficient defence techniques and attribution rates. Initial successes through
the combinaton of cyberthreat intelligence (CTI) and traditional intelligence have been achieved. This is a
clear indication about the need to open cyberthreat intelligence to other related disciplines with the aim

to increase quality of assessments and attributiBimally, defenders have increased the levels of training

to compensate skill shortage in the area of cyberthreat intelligence. The interest of stakeholders in such
trainings is a clear indicator for their appetite in building capabilities and skills.

Recen political activities have underlined the emergence of various, quite novel developments in the
perceived role of cyberspace for society and national security. @liplermacy, cyber defence and cyber

war regulation have dominated the headlines. Theseattgpments, when transposed to actions, are

expected to bring new requirements and new use cases for cyberthreat intelligence. Equally, through
these developments currently existing structures and processes in the area of cyberspace governance will
undergoa considerable revision. These changes will affect international, European and Member States
bodies. It is expected that threat actors are going to adapt their activities towards these changes, affecting
thus the cyberthreat landscape in the years to come.

Ly &adzyYFNEBZ GKS YIFAY GNByRa Ay (KS HnmyQa O&oSN.

Mail and phishing messages have become the primary malware infection vector.

Exploit Kits have lost their importance in the cyberthreat landscape.

Cryptominers have become an importanbretization vector of cybecriminals.

Statesponsored agents increasingly target banks by using attactors utilised by cybesrime.

Skill and capability building are in the focus of defenders. Public organisations struggle with staff

retention due tostrong competition with industry in attracting cybersecurity talents.

9 Technical orientation of cyberthreat intelligence is an obstacle towards awareness raising at the
level of security and executive management.

1 Cyberthreat intelligence needs to responditareasingly automated attacks through novel
approaches to utilization of automated tools and skills.

1 The emergence of loT environments will remain a concern due to missing protection mechanisms
in low-end 10T devices and services. The need for geneFipiatection architectures/good
practices will remain pressing.

1 The absence of cyberthreat intelligence solutions for-tmpability organisations/endsers needs

to be addressed by vendors and governments.

=A =4 =4 =4 =9
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All these trends are assessed and analysechégns of the content of the ENISA Threat Landscape 2018
(ETL 2018). Identified open issues leverage on these trends and propose actions to be taken in the areas
policy, business and research/education. They serve as recommendations and will be talertount in

the future activities of ENISA and its stakeholders.

In the realm of all these developments, ENISAidastified numerous activities to cope with the trends of
the cyberthreat landscape and increase knowledge and capability levels for vstagesolder groups.
The content of the present programming document is oriented towards activities that will lead to a
reduction of exposure to thassessedyberthreats.

Policy Initiatives
Snce itsset up in 2004, ENISKas actively contributed taaising awareness of NIS challenges in Europe,
the development oMSNIS capacities and the reinforcement of the cooperatioM&fand other NIS
stakeholders.

NIS has been set high in the EU political agenda notably in the European Cybersecurity Stra8gihé201
European Cyberdefence Policy Framework (2014) and in the European Digital Single( MBKE2Z015)
ENISA wiltontinueto accompany the efforts of Member States and Union institutions in reinforcing NIS
across Europe. Above all, the recent adoption of the European directive of the European Parliament and
the Council concerning measures to ensure a high common levelwbrieand information security,

further calls for enhanced commitment of ENISA in supporting a coherent approach towards NIS across
Europe.

The adoption of the NIS Directiy@016)meant extendingareas of action in order to accompany the
evolution of NISn Europeln particular,ENISAlays a key role in:

9 contributingto the NISechnical andperational cooperation by actively supporting Member
{aG1r0SaQ / {Lw¢ i he EudpadERNetwerkanddhe NI& Eobperation Grgup

91 providinginput and expertise into policy level collaboration between national competent
authorities in the framework of the Cooperation Group,

9 supporting the reinforcement of the NIS of Union institutions in strong cooperation with-EBRT
and with the institutions thergelves

In parallel ENISA wiltontinue tocontribute to the reinforcement of NIS as a driver of the DSM and more
generally of economic growth in Europe, including the development of NIS and related ICT industries in
Europe.

While severalEuropeanUnion nstitutionsare mandated to act in the area oybersecurity CEREU,

Europol, European Defenégency European External Action Service, etc.) ENISA aims to be the key point
of reference forstrategicanalysis and advice on NIS issudse Agency seeks engage withother
relevantactors and to usés experience and expertige support them in their activities. Furthermore,
9bL{! GAff &adzLILI2NI 23GKSNJ adl{1SK2t RSNEX Ay LI NIA
ensure a significant iprovement of the state of cybersecurity in Europe.

The publication of the new EU cybersecugigckageon 13" of September 201 Ayith its set of legislative
and nonlegislative measuredas identified ENISA as a key pillathef | Q& | YoA G2y G261
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reinforcement of cybersecurity across Europe. Toenmunicatiohand n particularthe proposed
Cybersecurity Aéforesees thestrengtheningand rinforcingof ENISA

According thepress releasef the European Commission announcing theeggnent onthe Cybersecurity
Act, dthe Cybersecurity Act includes:

1 A permanent mandate for the EU Cybersecurity Agency, ENISA, to replace its limited mandate that
would have expired in 2020, as well as more resources allocated to the agency to enable ittto fulfil i
goals, and

1 astronger basis for ENISA in the new cybersecurity certification framewaskist Member States in
effectively responding to cybattacks with a greater role in cooperation and coordination at Union
level.

In addition, ENISA will helpcrease cybersecurity capabilities at EU level and support capacity building and
preparedness. Finally, ENISA will be an independent centre of expertise that will help promote high level o
awareness of citizens and businesses but also assist EU Inssitatid Member States in policy

development and implementation.

The Cybersecurity Act also creates a framework for European Cybersecurity Certificates for products,
processes and services that will be valid throughout the EU. This is a ground breakiognaeweas it is

the first internal market law that takes up the challenge of enhancing the security of connected products,
Internet of Things devices as well as critical infrastructure through such certificates. The creation of such a
cybersecurity certifation framework incorporates security features in the early stages of their technical
design and development (security by design). It also enables their users to ascertain the level of security
assurance, and ensures that these security features are$weR Sy 1 f @ OSNAFASR® wX86

The new rules will help people trust the devices they use every day because they can choose between
products, like Internet of Things devices, which are cyber secure.

The certification framework will be a os¢op shop focybersecurity certification, resulting in significant

cost saving for enterprises, especially SMEs that would have otherwise had to apply for several certificates
in several countries. A single certification will also remove potential market barriers Moreover,

companies are incentivized to invest in the cybersecurity of their products and turn this into a competitive
RO yidl 3Saé

httje: /feur -lex.europa.eu/legal
content/EN/TX/?uri=JOIN:2017:450:FIN

lattpt//eur -lex.europa.eu/legal
content/EN/TXT/?uri=COM:2017:477:FIN

http://europa.eu/rapid/pressrelease IPL8-6759 en.htm
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Section lIMulti-annual programming020¢ 202

This section reflects miterm priorities that should guide thactivities of the Agency for the next three
years.

Priorities are completed with indications on
1 DdZARSt AySa ¢KAOK aKz2dz R dzy RS Ndalnyal aBdmbhnial Q& A YL
programming document.
 Theexpectedadde® | £ dzS 2 F ( KS achiavBg/tliedePuoritigs2 N A Y
Annual outputs will derive from these priorities.

Activity 1¢ Expertise. Anticipate and support Euro@ed | Y 2idfachidremsrgingybersecurity
challenges

Multiannual priorities 20202022 for Objective 1.1. Improvingnowledge on the security of digital
developments
Priorities
1 undertake regular stocktaking of existing expertise within the EU on NIS challenges related to

existing or future services and technologies, and make that information available to the EU NIS
communty;

1 among these challenges, focus on key issues to offer analyses and general recommendations;
1 seekto explore in particular issues related to software (e.g. mobile), ICS/SCADA, smart
infrastructures and Internet of ThingArtificial intelligence securitgnd cryptographic solutions;
Guidelines

9 collate and analyse in priority available expertise provided by national NIS competent authorities,
closely liaise with them to support its stocktaking acyi@nd when drawing analyses and
recommendations offer th opportunity to voluntary experts from these authorities as well as
from other relevant stakeholders to take pantits work;

1 focus on challenges of significant adelealue for the EU NIS community and on aspects to the
impact that they may have on therictioning of critical economic and societal functions with the
EU as foreseen in the NIS directive (e.g. expertise relevant to Operators of Essential Services);

9 take a holistic approach encompassing the technical, organizational, regulatory, policysidinsen
2T bL{ Ia 6Sftf d& RAFFSNBY(d NBftSOFIyld | LILINRBI C
whenever possible on a multiannual basis to deepen understanding of identified issues;

Addedvalue

1 provide Europeaswide visibility to existing NIS expertise particular developed atational level;

1 foster convergent understanding of NIS challenges across the EU NIS community as well as best
practices to address them, by offering tailored, high quality andbugate analysis and
recommendations;

1 raise awareess of operatorsEuropean institutions andational public authorities on rising
security challenges that should be taken into account at technical and policy levels;

1 support its work under Activity 2 (Policy), 3 (CapaciyCmperation) and5 (Certifcation) by
advising on challenges that may influence EU NIS policy developments and implementation,
national and European capacity building as well as crisis and CSIRT cooperation.
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Multiannual priorities 20202022 for Objective 1.2Cybersecuritythreat landscape and analysis

Priorities

9 carryout an annual EU threat landscapralysioffering a general technical assessment of
existing and anticipated threats and their root causes

9 produce annual analyses of national incident reports within the framework of the implementation
of the Telecom package, elIDR8gulatiorand the NI®irective;

1 establish dissemination channels for the information created (threat intelligence) and make it
available to stakeholders. The delivered threat intelligence consists of both main and side products
of the threat assessments (e.g. cyberthreats, threat agents, assets, mitigation controls, collected
sources, other related items), put in context as apprater.

9 provide on a regular basis a concise overview on cyberthreats as they have materialised within
incidents. Such information should provide an overview of the findings of available open source
evidence in a neutral manner.

Guidelines

1 seek synergies anmg national incident reports in its analyses mentioned above;

1 ensure that the EU threat landscape benefiom relevant sources of information, in particular
vendor reportspational threat assessmentsesearchers, medias well as information stemming
from the CSIRSIhetwork;

1 seek to enhance visibility of these results to the EU NIS commiunitelivering generated
material for various stakeholders in a coherent manner;

9 collect and analysmformation regardinghe threat landscape related to the secwof NIS
Directive,and publish regular reposton the EUcybersecurity situation

Addedvalue

1 offer an EWwide independent synthesis on technical threats of general interest for the EU, in
particular in the context of the implementation of the NDBective (operators of essential
services, digital service providers);

9 improve general awareness on threats of national and European public and private entities and
bodies and foster mutual understanding by National Competent Authorities on current and future
threats;

1 establish a dialogue among relevant threat intelligence stakeholddareiform of an interaction
model, including a community and an interaction platform;

91 support stakeholders in building capability in the area of threat intelligence/threat ansalys
provide support in their activities and deliver threat analysis tailored to their needs

9 support other Activities by advising on threats that may influenceytérsecurity

Multiannual priorities 20202022 for Objective 1.3. Research Bevelopment,Innovation

Priorities

1
1

support Member States and the European Commissiatefining EU priorities in the field of R&D
and deployment

Participate in relevant activities promoted kth the established body set up by the proposed
regulationt® establishinghe European Cybersecurity Industrial, Technology and Research
Competence Centre and the Network of National Coordination Centres

10 https://ec.europa.eu/digitalsinglemarket/en/news/proposalregulationestablishingeuropeancyberseurity-
industriattechnologyand-research
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preparedness and resilience as wellan certification and standardisation; provide input to
research and deployment priorities and formulate technical requirements.

Guidelines

T
1

provide the secretariat of the National Public Authorities committee of ECSO (NAPAC);
support cooperation among Niainal Public Authorities on issues related to the definition of R&D
FYR 6KSYy NBtS@OIyd tAFA&AS 6A0GK 20KSNJ adl {SK2¢

9 participate in the activities of thEuropean Cybersecurity Industrial, Technology and Research
Competence Cengy
Addedvalue
9 contribute to reduce the gap between research and implementation;

1

provide input on cybersecurity developments in the contexthefsoon to beestablisted
European Cybersecurity Industrial, Technology and Research Competence Centre and the Networ
of National Coordination Centres

Activity 2 ¢ Policy. Promote network and information securitgsan EU policy priority

Multiannual priorities 20202022 for Oljective 2.1. Supporting EU Policy Development

Priorities

T

T

= =9

carry out a regularly updated stocktaking of ongoing and future EU policy initiatives with NIS
implications and make it available to the European Commission and national NIS competent
authorities;

focus in particular on policies related to the sectoral dimension of NIS and on policies dedicated to
cybersecurityin view of ensuring coherence with the framework and principles agreed upon in the
NISDirective

seek to identify when possible NIS chaflea that may require policy developments at EU level;

build upon this stocktaking and taking into accounts NIS challenges previously identified, offering
NIS expert advice the European Commission and other relevant Union institutions on these policy
develgppments

Guidelines

)l
1

1

closely liaise with the European Commission in view of establishing-tordgte stocktaking of
ongoing and future initiatives;

benefit from its work undertaken in Objective 1 on NIS challenges and threats to advice on
possible new potly developments;

F2a0SNI RAFE23dzS Y2y3 YR gAGK yFidA2y It blL{
stakeholders in view of developing-depth and high quality expertise in view of advising on EU
policy developments;

ensure coherence of its wkron DSM related policy developments with work undertaken within
the framework of ECSO and when relevant contribute to that work according to its responsibilities
with ECSO; regularly inform national NIS competent authorities on a policy level via the
Coorperation Group established by the NDBective on topicsof interest to the group;

Addedvalue

1
1

foster awareness of the EU NIS community on EU policy developments with a NIS dimension;
foster the inclusion of NIS aspects in key EU polatfesing a digithdimension;

17



*
*x * ENISA Programming Document 262022
* enisa Status: Draft, V2 Version: January 2019
*

x *

9 contribute to ensuing coherence between future sectoral policy initiatives including regulations
with the framework and principles agreed upon by the Member States and the European
Parliament in the NIBirectivez | OG Ay 3 | & U pblicyintixtioeNBithaMNs 2 F 9
dimension;

Multiannual priorities 20202022 for Objective 2.2. Supporting EU Policy Implementation
Priorities

9 support national NIS competent authoritigswork together towards the implementatioof
already agreed Epblicies (legislations) with a NIS dimension, by allowing them to share national
views and experiences and build upon those to draw consensual recommendations;

9 focus on the NIS Directive in particular regarding requirements related to OperatBssential
ServicegOESje.g. identification, securityequirements incident reporting) and on elDAS
Regulatiorand take account of then NIS aspects of, GDPR (and more generally data protection)
and thedraft ePrivay Regulatiorinsofar as this reflestthe ENISA regulatipn

9 support cybersecurity activities in the contexttbé implementation othe European Electronic
Communications Cocge

9 assisting the Cooperation Group, supporting consistent NIS implementation across borders, regulai
reporting on thestate of implementation of the EU legal framework; advising and coordinating
sectorial cybersecurity initiativés NIS sectors

Guidelines

9 establish structured dialogues, whenever possible sustainable on a multiannual basis, with
voluntary national NI® 2 Y LIS G Sy (i | dzi s Bas@wiAAiI K O | SIEABS/NIE A ad | ]
OES);

1 aim at limiting the number of dialogues in view of increasing the participation of all Member States
and in a spirit of efficiency, such as on the NIS of OES by favowriogsaectoral approach, while
taking gradually into account sector specificities;

1 regularly inform national NIS competent authorities on a policy level via the Cooperation Group
established by the NIS directive and in particalamy outits stocktaking

Addedvalue
1 support Member States implemening EU policies by making available high quality
recommendations building upon the experience of the EU NIS community and reduce duplication
of efforts across the EU;
9 support the activities of the Cooperation Group and of the MS in relation talixd#Stive
implementationon a European perspectiyéster the harmonized approach on implementation
of EU policies and in particular legislations

Activity 3¢ Capacity. Suppa Europe in maintaining stateof-the-art network and information security
capacities

Multiannual priorities 202020220 F¥2NJ ho2SOG A JS o dm !

Priorities
1 advie and assist Member States in developing national cybersgaapacities building upon
national experiences and best practices;
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9 focus on NIS capacities foreseen in the NIS Diredtiuiling on ongoing activities in the CHRT
Network andnational CSIRTs which ENISA should continue to work on with the aimesirfigshe
strengthening ¥ 9! aSYoSNJ {dGlFradSaqQ /{Lw¢arT

9 develop a NIS national capacities metrics, building upon capacities foreseen in DieckiSe,
allowing an assessment of the state of NIS capacity developmerintign EU;

9 identify and draw recommmdations on other national NIS capacities which the spread across the
EU NIS community would contribute to reinforcing the NIS of the EU, e.g. national cybersecurity
assessments, PPPs such as in the field of CIIP, national information sharing schemes, etc.

1 Providing support to the establishment agtional and Europealnformation Sharing and Analysis
Centres (ISACs) in various sectors

Guidelines

9 carryout a regular stocktaking of national NIS capacity initiatives with a taedentify trending
developments in view of collecting and analysing different approaches and practices;

T tAlFLAAS Of2asSte gAGK yI A2 yolidentifpexderieqze antllest Sy 4 |
practices on national NIS capacity developments;

1 take irto account developments and recommendations that may arise from the €&¢Riork as
well as the Cooperation Group;

9 adopt a holistic approach of NIS capacities ranging from technical to organizational and policy
level

1 while creating general NIS capacity metrics, seek in priority to identify main trenis BU level
and advse individual Member States upon their request;

1 explore the development of tools and initiatives with a view to making ENISA's recommendations
more visible ando increase their impact (e.g. summer school, onsite trainings)

1 offer advice on how to improve privafarivate exchanges of information (e.g. via ISACs) and on an
ad hoc basis anavithout prejudice to achieving its priorities under this etfive, continue to
support specific European ISACs

Addedvalue
9 continue to support the development of national NIS capacities reinforcing the level of

preparedness and response capacities of Member States thus contributing to the overall

cybersecurity oNIS across the EU;

foster sharing of best practices among Member States;

structured cooperation with CEFREU to provide technical assistartceMember Statesn case of

significant incidents and to support incident analypi®vidingassistance upon re@stto

Member States to handle incidents and analyse of vulnerabilities, artefacts and ingidents

i facilitate cooperation between individual Member States in dealing with emergency response by
aggregating national situational reports based on informatiordenavailable to the Agency by
Member States

9 indirectly contribue to capacity building of governments beyond the EU by making its
recommendations and training material available on its website, thus contributing to the
international dimension of its marade;

1 inthe context of CSIRTS, contribute to its work under Activity 4 by supporting the development of
CSIRTs maturity as well as tools (e.g. in the context of CEF) benefiting to the cooperation within the
CSIR3network and the development

= =
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Multiannual priorities (20202022 for Objective 3.2 Assishthe9 ! Ay adA G dziAz2yaQ Ol

Priorities

91 representation by ENIS# the Steering Boardf CEREU of the EU Agencies

1 Cooperation with relevant EU agencies on initiatives covering NIS dimenkitedrio their
mission

1 provide (upon request and in coordination with the institutions) capacity building sugpmort
trainings, awareness, and development of education material.

Guidelines

9 Liaison withEU agenciesn defining NIS requirements;

1 capacitybuildingthroughregular interactions (e.g. annual workshspgooperation with the ICT
Advisory Committee of the EU Agencjes

1 partner with CEREU andbther EUinstitutionsand agencies (e.g. EEDA EEAS, EA#d other
bodieswith strong NISapabilities in view of supporting its actions under this objective;

1 reinforce links between Uniomstitutions and agencies and othbodiesand cooperate in
dissemination activities linked to cybersecurity capacity buildimg) generatybersecurity
awareness

Addedvalue

1 support the development of NIS capacitiessnfropeariJnion institutionsand agencieghus
contributing to raising the level of the overall cybersecurity of NIS across the EU,;

9 foster sharing of best practices among Unagencies and leer definition of NIS requirements to
reduce duplication of efforts ant encourage more systemapproaches to NIS;

 complementCEREW A ©2NJ] 2y I O0GAOBS OBoSNESOdz2NRGE F2N

raising and other proactive measurdsy of SNA Y 3 I ROAOS 2y (GKS dGLINBO

Multiannual priorities 20202022 for Objective 3.3Awareness raising

Priorities

T

=a =

Work together with the relevant national authorities &mlvise private sector on how to improve

their own NIS through the elaboration of key recommendations for the cybersecutite pfivate
sector;

support information sharing among public and private sectors on NIS developments at European
level;

organize the Etwopean Cybersecurity Month (ECSM) and the European Cybersecurity Challenge
(ECSC) with a viae making these eventa venue for EU cybersecurity awareness rajgogling,
organising and making available to the public, through a dedicated portal, infiomman security

of network and information systems, in particular cybersecurity, provided by the EU institutions,
agencies and bodies

carry out regular stocktaking of national awareness raising initiatives;

build upon this stocktaking and in liaison witte ECSM and ECSC, asefind provide
recommendations and advice on best practices in the field of awareness raising, in particular with
regard to communication activities;

Guidelines

1

build upon existing work done at national level in relation viitl private sector on the basis on
regular stocktaking of national expertise on this issue (e.g. cyber hygiene) as well as upon its work
under Activity 1 to offer higtguality, upto-date and high value recommendations to the benefit

of the EU NIS community;
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9 adapt its recommendations to specific target audiences (SMEs, large size enterprises, NIS experts
or nonexperts) and adopt a holistic approach of NIS capacities ranging from technical/operational
to organizational and policy capacities;

i establish a structwed and sustainable (multiannual) dialogue witiiunteernational NIS
O2YLISGSYlG IdzZiK2NARGASEQ SELISNI&E 2y | 61 NBySaa
national dimension of the ECSM and E@Sflpre ways of using adapted communication channels
within the framework of the ECSM and ECSC;

9 adopt a holistic approach to awareness raising and adapt its recommendations to specific target
audiences, from the tizens to public authorities;

Addedvalue

9 raise awareness withitine private sector on the neetb reinforce their NIS;

91 support the development of the NIS of businesses across the EU and support national NIS
competent authorities in their similar efforts towards private sector, thus contributing to raising
the level of the overall cybersecurity ofSNacross the EU;

1 allow the organization oBJ-wide events, increasing visibility on cybersecurity and on ENISA with
the EU citizens, businesses, academia and the NIS community, including NIS students;

9 foster harmonization of tailored awareness raisingssages across the EU with increased impacts,
building upon the strengths of existing national initiatives thanks to the sharing of best practices
among them;
strengthen cooperation among the Member States;
facilitate the development of national awarenesssing initiatives on a national level.

= =

Activity 4 ¢ Cooperation. Foster theoperational cooperation within the European cybersecurity
community

Multiannual priorities 2020-2022) for Objective 4.Cyber crisis cooperation

Priorities

9 further develop and organiz€yber Europ2020, exploring new dimensions and formats with the
aim of further preparing the Member States and Union institutions to cybeesctikely to occur in
the future in the EU;

1 integrate existing and future EWide aisis management orientations, mechanisms, procedures
and tools within the framework of Cyber Europe exercises, in particular the ST®ifRidrk
foreseen in the NIS Directivaad the Cooperation Group

1 contribute actively to the implementation of the blugpt by supporting MS in integrating into
national crisis management frameworks-EEvel orientations, mechanisms, procedures and tools;
the Agency will contribute to develop a cooperative response, at Union and Member States level,
to largescale cros$order incidents or crises related to the cybersecurity through a series of tasks
from contributing to establish wide situational awarenesacross thdJnion to testing the
cooperation plans for incidents

1 integrate existing and future EWide crisis manageent orientations, mechanisms, procedures
and tools within the already existing crisis management framework of the MS;

9 follow up closely the development of the CEF Cybersecurity DSI CSP and ensure the smooth
handover to ENISA and adoption by the CSIRT comtyn

1 proactivelydevelopits expertise in the field of cyber crisis management and exertises
cooperation withother Union institutions and Member States wishing to develop exercises with a
cyber dimension. In doing so, ensure consistency with the impe framework;
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Guidelines

I maintain its existing structured and sustainable dialogue with national NIS competent authorities;

1 support the development of tools and procedures (e.g. technical and operational SOPs) supporting
crisis management at EU leytd be tested in the exercises;

1 support its activities under Objective 4.2 regarding the GSiBfWork to ensure consistency in the
development of procedures and tools for daily information exchange to crisis management;

1 explore the opportunity to partipate as observer to other national or international exercises to
draw lessondearned, as well as to invite observers from other Union institutions and international
organisations (g. NATO) to observe Cyber Europe, on an ad hoc basis and subjectdeahppr
from the Management Board;

9 evaluate the impact of the organization of previous exercises and build upon these Ksaored
to support the evolution of future exercises and in particular further develop the exercise
platform;

Addedvalue
1 allow the organization cEUwide events, increasing visibility on cybersecurity and on ENISA with

other Union institutions, Member States, citizens, businesses, academia;

9 continue to reinforce cooperation among Member States and to further develop toals a
procedures supporting their response to crdswder crises, thus raising the overall level of
preparedness of the EU;
contribute to the development of the international dimension of its mandate;
support in the development and testing for the bluepriot coordinated response to larggcale
crossborder cyber incidents and cooperation plans for incidents;

9 support its work under objective 2.1 by advising on policy developments related to cyber crisis
cooperation at EU level, building upon its long exgrce of cyber crisis exercises and under
objective 3.1 by building upon its cyber crisis expertise to advice on national cyber crisis capacity
developments;

= =

Multiannual priorities 20202022 for Objective 4.2Community buildingand operational
cooperation

Priorities

9 provide the secretariato the CSIRIhetwork foreseen in the NIS directive;

1 ensur, among othetthings, the welfunctioning of the CSIRTs Network IT infrastructure and
communication channels. Ensure structured cooperation with E@REC3ral other relevant EU
bodies

9 take advantage of the development of the CSIRT core platform within the framework of the
G/ 2yySOGAYy3a 9dzNRBLISHY CI OAfAG&E 6/ 9 COSn¥BokK | y A
FYR FROAOSI dzll2Yy NBIljdzSadzr aSYoSNI {dGlFrasSaq /{L
framework of future CEF call for projects;

1 reinforce the role of the Single Point of Contact (NISD), having into account that is used to exercise
a liaison funtion to ensure cros$order cooperation of MS

Guidelines
1 develop a trustworthy and sustainable dialogue with Member States CSIRTs anrBC&RAin
the frameworkof CEF
 liaise its activities with those carried out under objective 4.1 buildin@up L { ! Q& S E LIS NI .
cyber crisis management, in view of the development of tools and procedures by thesCSIRT
network from daily information exchangen cybercrises;
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Addedvalue

9 support increased NIS information exchange among CSIRTs and contrikeitddocing
cooperation among Member States in case of incidents or of a crisis, thus contributing to
increasinghe9 ! Qa 2@SNI ff LINBLI NSBRySaa FyR NBaLRyas
build ground for reinforced cooperation in the future;
support its work under objective.2 on threat assessment and objective 3.1 by using the €SIRT
network as a fonm to promote its efforts towards the reinforcemewf national CSIRT capacities.

= =

Activity 5 ¢ Certification. Developcybersecurity certification schemes fadigital products servicesand
processes

Multiannual priorities 20202022 for Objective5.1 Supportactivities relatedto cybersecurity
certification
Priorities
9 support the work undertaken within thEU Cybersecurit@ertification Framework
1 making available tdesignated stakeholders arde generalpublic,information on cybersecurity
certification schemethrough a dedicated portal

1 Support the EU Commission in its role as Chair of th&yBersecurityCertification Group;
1 Support the Stakeholder Cybersecuf@grtification Group

Guidelines
1 providing analysis of the main trends in the cybersecurity marketrket observatory
1 maintaining content on a dedicated website;
1 developmentand maintenancef information onthe EU cybesecurity certification framework,
through a dedicated portaportal and associated IT system maintenance;
1 Organise stakeholder consultations and/or contributions regarding candidate schemes.

Addedvalue

1 support Member States implemening EU policies by making available high quality
recommendations building upon the experience of the EU NIS community and reduce duplication
of efforts across the Elhaking available to the public up to date information on the certification
schemes;
supportthe deployment of the EU Cybersecurity Certification framework
support cooperation between all stakeholders connected toHuk Cybersecurityramework,
including industry, governmental bodies, standardisation bodies, etc.

= =

Multiannual priorities 20202022 for Objectiveb.2 Developingcandidate cybesecurity certification
schemes
Priorities
1 support the work undertaken within thEU Cybersecurit@ertification Framework, including
providing technical expertise to prepare candidate European cyberisgcertification schemem
functional application areas e.g. Cloud,,left.;
9 support to Union policy development and implementati@gardingstandardisation, certification
and Market Observatory
1 facilitating the takeup of riskmanagement standalof electronic products, networks and
services and advidle relevant cybersecurity certification framework stakeholdenstechnical
security requirements
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9 focus on policies dedicaterybersecuritysecurity certification, in view of ensuring coherenciéhw
the framework and principles agreed upon in tth&ft Cybersecurity Act.
Guidelines
9 foster dialog in the context of thevork undertaken within the Certification Framework, including
providing technical expertise to prepare candidate Europedrersecurity certification schemes
Addedvalue
1 Supportto Union policy development and irfggmentation on standardisatio(European and

T

international, as appropriategnd certification
Contribute to the implementation of the draft Cybersecurity Act, adow to the tasks assign to
the Agency

Activity6¢c9 Yy I 0 f Ay3ad wSAYTF2NDS 9bL{! Qa AYLI O

Multiannual priorities 20202022 for Objective6.1 Managementand compliance

Priorities

1
T

Optimizetalentsacquisition and retentiomvith the aim of achievingENISA mattate;
mature management skills in ENISA and assure adequate working environment and staff
wellbeing;

9 lean, secure and compliant administration using best practices and tools
9 Staff skills development, embracing the future Agency needs, in line witte&dl$ in the area of
cybersecurity
1 100% compliance in our financial and legal framework
1 Assessment and deliver thggency Business needs aridternal strategy
Guidelines
f propose the alignment of the multiannual staff policy plan with the internaBekjdi A 8 SQa y S¢

=A =4 =9

necessary to achieMeNISAs mandate objectives

improve recruitmenteffectivenessand internal process, in particular in view of accelerating and
AaY220KAY3 GKS NBONHAGYSYy(d LINRPOSaasx (Kdza O2yi
promote the developmenbf sustainable tears 2 NJ | Y 2 ysHff Bembefs! Qa

enhancethe recruitment of Second National Experts;

continue to improve processes for monitoring financial flows and expects to maintain high
commitment and payment ratet® guaranty full implementation of WRNd compliancg

i adopt sophisticated finance management tpol
1 enhance IT security for ENISA systems and be the state of art in cybersecurity for ENISA internal
systems
1 upgrade ENISA management maturity level
1 enhance theQuality Management System in ENISA
Addedvalue
T AYLINRGS GKS 3ISYSNIf |jdz f A {bgstrengthenirg heé QualilySy O& 2

1

Management System of the Agency
Reduce risks in the Agency in several activities and management and optimizetbefunancial
and human resources.
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Multiannual priorities 20202022 for Objective 6.2 Engagement with stakeholder@nd international
relations
Priorities
T AYONBIFaS YR AYLNROGS Ayo2f gSYSyid 2F aSYoSNI {
towards the implementation of the WP (stocktaking, involvement in the implementation of
outputs);
1 proactively engage with other competent Union institutions (e.g. European Comn)jssibear
agencies, CEFEHU in view of identifying possible synergies, avoid redundancy and provide advice
odzZAf RAy3 2y 9bL{! Q& bL{ SELSNIA&ST
1 seektoincrease and evaluate addemlue and impact of its activities with the European NIS
community;
1 communicate in a transparent manneith stakeholders, in particular with Member States, on
activities to be carried outndinform them on their implementation;
f whenrelevantandonaadhocd F A a4 O2y iNAROodziS (2 GKS | yA2y(
countries and international orgarations to promoteriternational cooperation on NIS.

Guidelines

1 when provided by the WP, establish structured and, whenever relevant on a multiannual basis,
dialogues withvolunteery' I GA 2yl f aSYOSNI {1 6S&Q SELISNI A& Ay
working groups such as on cyber crisis cooperation);

1 rely uponnational Member Statewhen primarily responsible for natihal public private
cooperation in view ofengaging with private sectpr

9 further develop tools and procedures to facilitate and make transparent involvement of all
stakeholders in particular regarding the principles and modalities of the participation and
consultation of national NIS competent authorities;

9 build in priority upam the Network of Liaison Officers as main exchange point for ENISA and
aSYoSNJ { il df &hieRingkthése Griories;

9 carry out regular irdepth evaluations in view of assessing #adg term impact of its action in
certain areas of expertise;

Addedvalue

T 60dAf R GNHzAG FyR Ydzidzh £ SELISNIA&AS gAGK aSy
O2Yy(NROGdzGS (2 NBAYF2NDS GKSANI I RKSNBYyOS i

9 build trust and cooperation with other Union institutions and contribute to reinfiog their own
NIS;

T AYONBIFIAS 9bL{! Qad dzy RSNRUGIYRAY3 2y GKS ySSRa
the Member States;

T 0SYSTAG FNRBY (KS 9dzNRPLIEIHYRDAY (O NIY XA dztil 18 Ia T ISE
expertiseq thus offering tdiored, quality and ugio-date analysis and recommendations with high
European addedalue

o SN
2 |

Monitoring the Progressand the Achievements of the Agency. Summarizing the Key
Indicators for the multtannual activities

The Agency developed key indicattrgrovide the metrics to measure against performance, results and
AYLI OG 2F (GKS | 3Sy 0@ QaDetrierdiptgentaion oKdgPkdftrinanteyiridicators LIt
(KPls), Key Results Indicators (KRIs) and Key Impact Indicators (KII) is provided in Annex B.
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Human and financial resource outlook for the yea2620-2022

Annex Alprovidesthe outlook of resourceandbudget allocation for 2020. Also,dbntains a brief
description ortrend regarding allocation of resources and budget for ilegv tasls.
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Section [lIWork Programme Yea020

The ENISA Work Programme for the y2@20 follows thelay outpresented in tle multrannual
programming Section Il. In this section objectives, results and indicators are ideintifidtion toeach
activity. After a short description of the activity thabjectives are presented. A short narrative is included,
consisting of a decription and added value of the activity, the main challenge2@@0and link to the
multi-annual objectives.

The main outputs/ actions in the specific year, for this case fa@b28re listed within eacbbjective. For
eachobijective there are severalutputs defined.For eactoutput, the following are included in this
document:

91 A description of the specific actions and outcome which are expected to contribute to the
achievement of the objective,
1 The type of output (in summary table at the end of eddtivity):
0 P: publication i.e. report, study, paper
o E:eventi.e. conference, workshop, seminar
0 S: support activity, involving assistance to or close collaboration with e.g. EU Institutions or
Bodies or Member States as appropriate, with reference $pecific activity that features
defined and shared objectives.
1 Key performance indicators tailored for the typearftput (in summary table at the end of each
Activity).
1 Resources and budget, in a summary table at the end of the section in aggregateat factivity
level.

In the preparation of Work Programme 20, ENISAssumeshat the new ENISAegulationwill bein place
by latestmid-2019, and coversiew tasks and activities using resources as proposed idrtife
Cybersecurity Act COM (2017)477.

Activity 1 ¢ Expertise. Anticipate and support Euro@knowledgein facing emerging
cybersecurity challenges

Objective 1.1. Improvingnowledge on the security of digital developments

Output O.1.11 ¢ Building knowledge on the security of Internet of Things

The Agency has been working on IoT security for a number of years, producing among else work on
baseline IoT security recommendatiéh@VP2017), as well as sectorial work in Industry 4.0/smart
manufacturing? (WP2018), and secure development guidelines Z0dP), etc. With a great impact on
OAGAT SyaqQ alfF¥Siexr aSOdaNAGe FyR LINAGIOesr (KS L2¢
is important to understand what exactly needs to be secured and to implement specific security measures
to protect the 10T from cyber threats.
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Building on its previous work on |loT security, the Agency will identify and analyse existing 0T security
practices, national expertise, regulatory initiatives and standards that aim at protecting the IoT ecosystem
as a what. The Agency will map the evolving threat landscape and compare these practices and standards
and develop guidelines for the security of the Internet of Things focusing on its impact on the consumers
as well as the overall supply chain (for example 3mypdependencies, integration of components, efg.)
particularly in the context of Industry 4.0 and smart infrastructures.

To satisfy these goals, the Agency will take into account and contribute to existing EU policy and
regulatory initiatives (the NISif@ctive, the Internet of Thigs- An action plan for Europg the
Communication on Building strong cybersecurity for th&Rble Public Private Partnership (PPP) on
cybersecurity?, etc.).ENISA will liaise with relevant stakeholders (public and prsedeor, as well as EU
funded IoT research projects) and EU initiatives (e.g. AIOTI).

The Agency wittonsiderdevelopngtargeted loT cse studies to identify risks aradtack scenariosas well
asproviding relevant recommendations and good practidesordingly, it will consider defining e.g. 10T

secure procurement guidelines to support consumers, |0T supply chain security guidelines, or other means
G2 LINRPY203S g NBySaa FyR (2 SyadaNB aaSOdNRARGe T2

ENISA will also validate the results of thedste.g. via jointvorkshop$ with relevant loT stakeholders.

Output 0O.1.12 ¢ Building knowledge orthe security ofConnected and Automated Mobility (CAM)

The automotive industry is undergoing a paradigm change towards connected and autonomous vehicles.
Smart cars already available today provedmnected, addedralue features in order to enhance car ugers
experience or improve car safetyith this increased connectivity (that the emergence of 5G is expected

to further promote) novel cybersecurity risked threats arise and need to be managed. In light of the NIS
Directive where of road authorities and intelligent transport systemsaaneng the entitiesdentified as
Essential Service Operatdansthe road transport susector, there is a growing cdibr smart cars security

to be addressed.

The Agency will build on its previous work on smart’€@#wP2016, WP201@)nd willmonitor security
practices and standards in the area of smart carg.(UNECE dedicated TF on CYBER, ISO/SAE
standardisation workconsideringhe emerging notions of connectivity and autonorBNISA will examine
the security challenges arising from the deployment of connected and autonomous vehicles, as well as
issues such as V2V and V2X communications. ENISA will review théisepeaw standards and highlight
or suggest good practices and potential legislative action required for security of smart cars focused on
safety and the issues of connectivity and autonomy.

Toassist the Commission and tMember Statesn achievngthese objectives the Agency will consider
and contribute to existing EU policy and regulatory initiatives (the NIS DirectivEptlopean strategy on
Cooperative Intelligent Transport Systéfathe GITS Platform of DG MO¥ERhe High Level Group GEAR

http://eur -lex.europa.eu/legatontent/EN/TXT/?uri=COM:2009:0278:FIN
http://eur -lex.europa.eu/legatontent/EN/TXT/?qid=1505294563214&uri=JOIN:2017:450:FIN
https://ec.europa.eu/digitalsinglemarket/en/news/commissiordecisionrestablishcontractuatpublicprivate-
partnershipcybersecuritycppp
https://www.enisa.europa.eu/publications/cybesecurityandresilienceof-smart-cars
http://eur -lex.europa.eu/legatontent/EN/TXT/?uri=CELEX:52016DC0766
https://ec.europa.eu/transport/themes/its/eits_en
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20309), aswell asthe planned Commission Recommendation on C#igl 3¢ Mobility packagé and the
Communication or€onnected and Automated MobiliC AM)and the relevant work of Euro NCAP

To ensure an aligned approach across Member States, the Agency will support their work under the NIS
Cooperation framework for the identification of the operators of essential services in the transport sector
and the esablishment of common follovap processes regarding cyberattacks against road infrastructures.

The Agency will also validate thesults of the study (e.g. via joint workshops) with relevemtart cars
stakeholdes from public sector sudsthe relevant Etopean Commission service, JRC, national road
authorities and from the private sector includirrgitomotivemanufacturers OEMstogether with other
key stakeholders from the CAM ecosystem

Output O.1.13 ¢ Building knowledge on Artificial Intelligencsecurity

Artificial Intelligence (Al) technologies facilitate intelligent and automated decra@king and are thus a
prerequisite to the deployment of IoT and Industry 4.0 scenarios, as well as other application areas.
Interesting showcase examples ofiddlude smart manufacturinrobotics), autonomous driving, smart

cities, etc. Whereas undoubtedly beneficial, one should not sidestep the fact that Al and its application on
automated decision makingespecially in safety critical deployments such asutonomous vehicles

might open new avenues in manipulation and attack methods.

When considering security in the context of Al, one needs to consider that Al can be exploited to
manipulate the expected outcomes, but also that Al techniques can be utiisggpport security

operations. Accordingly, adversarial techniques to manipulate Al algorithms are emerging and therefore
relevant risks need to be managed. Conversely, Al is emerging as being a highly significant tool in the arec
of cybersecurity, sine it can be used to identify attack patterns and thus facilitate security
management/policy implementation supervision.

The Agency will conduct a preliminary study on the challenges related to Al security considering relevant
issues, risks and solutions. In doing so, the Agency will map relevant stakeholders and engage the wider
community and will validate the results ofatstudy (e.g. via joint workshops) with relevant national and

EU initiatives and interact with Al stakeholders frtira public sector such as the relevant European
Commission services, etc.

Output O.1.14 ¢ Building knowledge on the security of Healthcaservices

Recent cybersecurity incidents have shown that healthcare is one of the most vulnseahbdes Previous
ENISA studies have highlighted that the healthcare sector has a relatively low level of maturity concerning
cyber security. Newly adopted Hégjislations have indicated that there has been a shift in priorities: the

NIS Directive defines healthcare organisations as operators of essential sehaddedical Devices
Regulatiod' (MDR) includes obligatory safety and security provisions for raed@vices and the EC

https://e c.europa.eu/growth/content/highHlevelgroup-gear2030report-on-automotive-competitivenessand
sustainability_en
https://ec.europa.eu/transport/modes/road/news/20185-17-europe-on-the-move-3_en
https://ec.europa.eu/growth/sectors/medicatlevices/regulatonframework_en
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Communication on enabling digital transformation of health care in the Digital Single Maketescribed
in 2018 communication of the European CommissiorData Packagé

The Agency, based on previous experience, will supportliteae organisations in enhancing their cyber
security level by helping them assessing risk in the healthcare information systems. This work will enable
Healthcare organisations to identify vulnerabilities and evaluate risks for all assets in the healthcar
ecosystem. The agency will consider assessing implementation scenarios , e.g. ePrescription systems,
remote patient healthcare, proactive/predictive approaches to healthcare, mHealth, Cloud and big data for
healthcare services (list is indicative). Tloalgs to provide &ollection of common practices for ensuring
cybersecurity in interoperable hospital systems and related care environments

The Agency will also validate the results of the study (e.g. via joint workshops) with relevant national and
EUinitiatives and interact with Healthcare organisations and policy makers (ASIP Sante in FR, SPMS in PT
etc.), NIS competent authorities, as well as with experts from the private sector including operators,
integrators and manufacturers.

This work builds o previous work of ENISA in the areas of Healthcare security (WP 2015, WP 2019), Smar
Hospitals (WP 2016) and NIS Directive implementation (WP 2017, WP 2019).

Output O.1.15 ¢ Building knowledge ormaritime security

The maritime sector plays a key role in the EU economy and society, accounting for a large segment of
9dzNR LISQa 2@SNYff FNBAIKG yR LI aaSy3aSNI (NI yalLkRN
digital transformation with the introduction of imovative solutions based on ICT, the cyber risk profile has
also changed. Combined with a significant increase in egtbacks against key maritime actors such as

ports and shipping companies, this change highlights the need for maritime cyberseciréyturessed

in more detail.

Accordingly, the Agency will provide maritime stakeholders (e.g. port authorities and service providers,
shipping companies, vessel manufacturers, solution developers, etc.) with guidelines for good security an
resilience pactices when designing, developing and deploying services in order to minimise the exposure
of such systems and services to all relevant cyberat categories. The good practices will consider both

the current maritime ICT environment and the emergirgntts in terms of business models and

supporting ICT systems. ENISA will take stock of existing practices and standards and develop good
practices with a focus on critical services resilience and user safety, while analysing specific use cases to
determineattack scenarios.

ENISA will interact with relevant key stakeholders from the public sector, such as DG MOVE and EMSA ar
from the private sector, such as managing bodies of ports, port facilities, water transport companies,
operators of vessel traffic sdces and ICT product and service vendors to collect information and validate
the study findings.

This work builds on previous work of ENISA in the areas of maritime (WP2011, WP2019), intelligent
transportation systems (WP 2015) and smart critical infragtres (WP 2016).

https://ec.europa.eu/digitalsinglemarket/en/news/communicatiorenablingdigitaHtransformaton-health-and-
caredigitalsinglemarketempowering
http://europa.eu/rapid/pressrelease IPL8-3364 en.htm
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Output 0O.1.16 ¢ Building knowledge oreryptographic algorithms

In the revised Cybersecurity strategy of the EU published in Septéhtier European Commission

KAIKE AIKGA daoXe GKS fF 01 27F 9 dofifddits ghd €eivitds Bédibe 2
citizens, businesses and governments within the Digital Single Market. Strong encryption is the basis for
AS0dzNE RAIAGEE ARSYOGAFAOFGAZ2Yy &adeadSyvya GKIFG LI e
Article 10 of its proposal for &gulationof the European parliament and of the Council on ENISA, the "EU
Cybersecurity Agency", repealing Regulation (EU) 526/2013, of 18nSegt2017 the European

Commission is calling ENISAJt&] advise the Union and the Mwber States on research needs and

priorities in the area of cybersecurity, with a view to enabling effective responses to current and emerging
risks and threats, including with respect to new and emerging information and communications
technologies, and tasing riskkINE @Sy G A 2 y (i S O'KGhe df thedioS EnpoBahifieshaloliesS £
that is satisfying the criteria of a security enhancing technology as well as privacy enhancing technology is
encryption.

While acknowledging the importance of cryptechnologies with regard to cyber security, particularly
encryption is still a key area of national security, especially when it comes to the protection of sensitive
governmental systems as well as critical information infrastructures. To harmonise ioaitket needs
andMemberSatesresponsibilities it is essential to work together on sharing existing approaches, best
practices and knowledge. In international standardisation, technical specifications for cryptographic
algorithms already exist which shdube considered at European level, too. Moreover, at the European
level the so called SO@BRA Crypto catalogdeis already a major achievement as a first comprehensive
collection of cryptographic means agreed on by participating Member Skaagetentauthorities.

Working closely with the Member States, ENISA will act as a catalyst to raise awareness on already existir
cryptographic means based on a wider promotion of the SOGIS catalogue. Especially in light of the new E
certification framework wher&NISA plays a significant role, ENISA will continue in 2020 the discussion
with the existing SOGIS crypto working graumgpossibilities of a longerm relationship and exchange.

ENISA will continue to participate in respective meetings of the group.

With regard to standardisation ENISA should facilitate the establishment andipp&&European and
international standards for risk management and for the security of ICT processes, products and services
and this includes cryptography.

ENISA could engagéth ETSI groups concerned with cryptogragtprimarily TC Cyber and its QSC
subgroup as well as TC ESI. ENISA could also promulgate the outputs of these groups by linking to them
from its website. A similar arrangement could be in place for relevant CEINELEC standards groups
(primarily JTE@3 as it begins its work).

latibyde/f2ur -lex.europa.eu/legal
content/EN/TXT/?uri3OIN:2017:450:FIN
https://www.sogis.org/uk/supporting_doc_en.html
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Objective 1.2 CybersecurityThreat Landscape and Analysis

Output O.1.2.1¢ Annual ENISA Threat Landscape

The annual ETL report

This report will provide an overview of current threats and their consequetticesntains tactical and
strategic information about cybehreats. It also refers to threat agents and attack vectors u$éee.

ENISA Threat Landscape is hence a source efigatyber Threat Intelligence (Ciy)means of

interrelated information objectsThecontents of the report ardased on an intensive information

collection exercise, followed by analysis and consolidation of publicly available information on cyber
threats, including annual incident reports the NIS cooperation Group under the NIS Directives, as well as
directly to ENISA under other EU legislation

The ENISA ETL, provides information regarding reduction of threat exposure. This information will consist
of available controls that are appropriate in order to reduce the exposure and consequently mitigate the
resulting risks. In addition to the repoENISAvill make available to the public all relevant matettzdt

has been collected during the year.

Thedissemination, concise presentation and onlaailability ofcyberthreat intelligencevill be in the
focus in2020. Available cyberthreat intelligence will be interlinked with othelated ENISA results (see
alsochapterMultiannual priorities 20202022) for Objective 1.2. NIS threat landscape and analysis).

In this manner, ETdtakeholderswill be in the position to accessd interact withENISAybethreat
information on a permanent basig 2020 ENISA will continue the cooperation with CERITinthe area

of Threat Landscaping. This effort will be carriediowtonjunction with the relevant working group in the
CSIRTs Netwolly means of information exchanges, use of GERBervices and organisation of common
meetings/eventsIn carrying out thisvork, synergies with related experts (i.e. ENISA ETL Stakeholder
Group) and vendors (through MoUs) will be maintained and expanded.

CTI EU Event

In 2020, ENISA will continue supporting the relevant Cyberthreat Intelligence stakeholder community by
supporting CTI good practicaad by providing an interaction platforrfhis is the main instrument of
mobilization of CTI stakeholders; it will be engaged in the dissemination of ENISA CTI information of all
kinds (e.g. Info Note).

Maturing the Europeaybetthreat Intelligence Practice

Building on its previous work analysiogrrent and emerginghreats, ENISA shall promote good practices
in the area of Cybethreat Intelligence (CTI) by means of defining a capability framework and a maturity
model,inO2f £ F 02N} A2y GAGK GKS {dF{1SK2f RSNRA / 2YYdzy

ENISA will prepare a CTI capability framework providing handgidelines on how organizations can

revise their cyber resilience strategies by introducing technical andexmical context into their

defence capabilitiesThe proposed framework consists ipiactical tool that helps organizations of any

size and sector establishing a wedifined CTI Program, with concrete requirements, a clear process,
outputs and metrics to evaluate the impact. The aifithis tool is to promote a shift from reactive to a
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In addition to the above, ENISA will prepare a CTl Maturity Model with practical guidetihesvao
evaluatethe stat of play ofthe CTIProgram within an organizatiast any size and sectofhe purpose of
this tool is to help organizations to s@ésess and evaluate their CTI Program maturity and ultimately
define a roadmap for continuous provement.

ENISA shall promote knowledge and experience sharing activities among members of thth@gber
Intelligence Community. As a key initiative, ENISA will organize an annual meeting/evatitCTI
mobilizing experts, academics and the industoydebate and envisiothe future of Cyber Threat
Intelligence (CTI) as a key practice

Reporting on Emerging Cybersecurity Threats

ENISA will identify good practices in the area of technological foresight and horizon scanning to support
the research of merging cybersecurity challenges and threats relevant to organizations of any size and
sector. From the outcome of this research, ENISA will present a methodology and practical guidelines
streamlining a process tmonstruct informed representations of pabke futurestrends and scenarios.

ENISA expects that with the adoption of such methodology, organizations will promote internal awareness
on emerging cybersecurity challenges and threats and define early mitigation strategies.

Using the abovementioned medbdology, ENISA will analyse and report on emerging cybersecurity
challenges and threats through an annual research progfdma.consideration of future technological
trends and challenges is partthie ENISA planning and knowledge management proddssoutcome of
this research aimat facilitatingthe decision making process in setting priorities for futiid SAvork
programs and defining thematic areas aligned with social and economic péeilizens and
organizations. The ENISA report on Futuree@sdrurity Challenges and Threats is essentially a source of
information about emerging technologies trends that may potentially lead to security challenges and
constrains from its adoption and adaptation. The report presents possible mitigation strategies
existing emerging security solutions attempting to anticipate threats and minimize its imfmaptoduce
this report, ENISAwill applya yearlong research processvolvingthe input from a variety of sources and
contributions from members dExpertand $akeholdersgroupsthat includes researchers, academia,
representatives from the civil society and industBNISA expects that this report vaitbmote extensive
discussion and sufficient awarenem®und the topicswithin the cyber security commuty and the
society as whole.

Output 0O.1.2.2¢ Restricted and public Info notes ocybersecurity

ENISA provides guidance on important NIS events and developments througiotafoAs from 2018,
the Agency will produce two distinct types ofinfonde/ { Lw¢ Ly F¥2 b20SaQThisyR WI
will be continued in 2019.

CSIRT Info Notes

CSIRT Info Notes cover incideaisl/or vulnerabilitiesof EU dimension that are within the scope of
activities of the CSIRTNetwork. Such notes will only be plighed following the agreement of the CSHRT
Network whilst respecting its internal procedures.

General Info Notes

General info notes cover significant developments and announcements in the field of cyber setthrity
the sole purpose of promoting genéravareness and presenting actionable mitigation stratedsgsneral
info notes are notresponse to incidentsr vulnerabilitiesbut rather explanatoryeviews neutral and
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independent analysis of majevents that reach a certain level of public and maeaktention. For General
Info notes, ENISA will consult the CSIREtworkbut also other resourceas appropriate.

ENISA provides balanced ambiasedinformation regarding such events, covering issymsnts of
action, mitigation measures, summarieslated practices, etc. Hence, the objectw# this workareto
providea neutral overview of the stat®f-playand promote awareness to the essence of the threat in
analysisat a neaftime manner.

Both types of Info Notes will be logically integratedhathe cyberthreat information, building thus a
single interconnected knowledge base.
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stakeholders in a timely manner.

Just as with ETENISA will furthecontinuously develop thelissemination efficiency of the procured
cyberthreat informationinfo Notes. For this purpose, available dissemination channels will be used to
enhance uptakamong key stakeholderIn addition to the ENISA web site 219 Info Notes will be
disseminated via the ENISA ETL platform.

Output O.1.2.3¢ Support incident reporting activities in the EU

As EU level incident reporting obligatidmsve been introduced under multiple type of legislative

instruments developing efficient ngorting schemes across sectors and across geographical borders, is one
of the objectives of the activities developed by ENISA in this sector. Such reporting schemes should remai
simple, pragmatic and relevant for both public and private sector withoutasing the cost of operation.

Current and foreseen activities in this area include:

9 Incident notification in the telecom sector (Article 13a of the Telecoms framework directive, to be
replaced by Article 40 of the EECC); currently ENISA facilitatestitheescof the Article 13a
Expert Group, which discusses general supervision of security in the telecom sector and maintains
annual summary reporting about telecom incidents. ENISA in this context works closely with
several industry groups and supportetArticle 13a expert group with analysing crasiting
security issues. The new EU Electronic Communications Code (EECC) due to be adopted will requ
major work and support, because the scope of supervision and the scope of security breach
reporting isextended.

1 Incident notification for the trust services sector (Article 19 of the eIDAS regulation): Electronic
trust services is a growing sector and increasingly important nvahycrossborder
dependencies. ENISA plays a key role by collecting and analysing security incidents from across th
EU. In 2020 ENISA will analyse security incidents and produce a consolidated, anonymised annual
report. In addition, ENISA will develop lessdearnt from past incidents and recommend good
practices, in collaboration with the Member States. In this context ENISA engages also with the
private sector and with relevant fora like FESA and the elD expert group.

9 Incident notification under the NISifBctive: In 2018 ENISA provided templates. ENISA will work
with the Commission and MS to exploit synergies in the different notification schemes. ENISA will
also develop sectorial approaches to incident notification to best suit the individual secttrs In
context ENISA shall support the efficient flow of information about mandatory incident
notifications and voluntary incident notifications to establish a common picture across sectors and
across the EU.
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ENISA has significant expertiseincident repating at the EU level through the work carried out with
Member States and telecoms providers on the transposition of Article 13a of the Telecommunications
Framework Directive of 2009, and Article 19 of the eIDAS regulation.

Output O.1.24 ¢ Supporting theoperational sectoral implementation of the NIS Directive

For this particular output, ENISA will produce good practice for sectoral CSIRTs and product CSIRTs (PSIF
to support operational capabilities development according to the Annex | of the NISiErect

In addition to the above, the Agency will also organise a vatidatorkshop with EU, lmberSatesand
sectorial stakeholders to present the results and gather feedback on current experience with multi
stakeholders approach on incidents, threats anutherabilities.

ENISA will also support the dissemination of operational sectoral good practices. This will enable
stakeholders to better adopt NISD CSIRT requirements in their business, reinforce cooperation with
product CSIRTs (PSIRT). All this walblenmore efficient incident management practices and will thus
contribute to a more proper, more agile adaptation to the multakeholders collaboration on incidents,
threats and vulnerabilities in EU.

Objective 1.3. Research & Development, Innovation

Output O.1.3.1¢ Supporting EU research & developmeptogrammes

ENISA will continue providing analysistaf areas covered by the NIS Directitlee Cybersecurity Package
the COM decision on cPRRd the outcomes of relevant Horizon2020 projects e.g.G8A projects
(cyberwatching, AEGIS and-Bbity) and will aim to show where R&D activities funded in the context of
H2020, , TRANSITS and GEANT would achieve the greatest dpaghersecurity aspects related to the
General Data Protection RegulatidgNISA will work iolose cooperationwith the respective Commission
servicesENISA will monitor and analyse cybersecurity related directives and initiatives in various sectors
(e.g. space, maritime, defence, transport, automotive) and assesspénaficthreat landscape in these

critical sectors.

ENISA will look into adapting the current best practices and guidelines for protecting EU systems and
networks, services, 10T and cloud ecosystems and swuhalins according to the evolving threats. vl
as building specific used cases that can be adopted by the IT Security community.

Additionally, ENISA will continue supporting and advising the Commission and organisationaraathis
other agencies (e.g. EDA, ESA), industrial communities assviellree Member States to meet their goals
by bringing in its concrete NIS policy expertSech elevantcontributions will also be made regarding the
proposal on the creation of the Cybersecurity Competence Network with a European Cybersecurity
Researctand Competence Centi®In this context ENISA will collaborateselywith the Eiropean
Cybersecurity Research and Competence Cdatbe setupin the context of this work.
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Summary of aitputs and performance indicatorg Activity 1 Expertise

Summaryof Outputs in Activity 1¢ Expertise Anticipate and support Europe's knowledge in facing emerging

cybersecurity challenges

Outputs

Type of output (P=publication, E=Event,
S=Support)

Performance indicator

Objective 1.1Improving knowledge on thesecurity of digital developments

Output O.1.1.1¢Building
knowledge on thesecurity of
Internet of Things

P:Guidelines for securing thaternet of Things
Q4

E:Validation cybesecurity workshopQ3Q4

E: Joint ENIS&Europol Conference on IoT Cyb
Security, Q34

S: Support the EC, MS and loT stakeholihers
major EU initiativesQ1Q4

EngagelOloTstakeholders from 5 EU
MS in the preparation of the study)
and/or validation workshop (E)

Output O.1.1.2;Building
knowledge on the security of
Conrected Automated
Mobility (CAM)

P:Recommendationfor the security oCAM Q4
E:CAMsecurity workshopQ3Q4

S Support the Commission, MS aadtomotive
industry to holistically address cyber security of
CAMin relevant policy initiativesQ1Q4

Engage 5 automotive manufacturers
and 5CAMstakeholders from 5 EU
MS in the preparation of the study
i.e. publication (P) and workshop (E)

Output 0.1.1.3; Building
knowledge on Artificial
Intelligence security

P: Artificial intelligence: Cybersecurtfallenges,

Q4

E: Artificial intelligence security workshop,-Q2

Engage 10 stakeholders in the
preparation of the publication (P)

At least 20 stakeholders participating
in the workshop (E)

Output O.1.1.4 Building
knowledge on the security of
Healthcare services

P: Good practices for assessing cybersecurity
risks in healthcare organisations, Q4

S: Support EU healthcare organisations in
identifying risks in their systems, €4

E: Annual eklalth workshop, Q)4

Engage healthcare stakeholders fror
at least 12 EU MS in this activity, i.e.
publication (P) and/or workshop (E)
and/or support (S)

Output 0.1.1.5 Building
knowledge on maritime
security

P: Guidelines for cyber security in the nitiane
sector, Q4

E: Maritime cyber security workshop, @3B!

S: Support the Commission, MS and maritime
industry to holistically address cyber security of
the maritime sector, Q04

Engage 10 maritime sector
stakeholders from 5 EU MS in the
preparation ofthe study (P) and/or
the workshop (E)

Output 0.1.1.6; Building
knowledge orcryptographic
algorithms

S: Support work in the area of cryptography an
participation in SOGS and ETSI related
groups/meetings, Q4.

2 news items or dissemination
materialspublished covering public
documents and activities of the
groups/meetings attended.

Objective 1.2 CybersecurityThreats Landscape and Analysis

Output 0.1.2.X% Annual
ENISA Threat Landscape

P: Report and online information offering; repo
Q4,information offering during the year.

E: ENISA will organise the annual event on
Cyberthreat Intelligence EU (CTI EUXQ@23

Engage more than 10 MS in
discussions and work related to the
structure and content of ENISA Thre
Landscape.

More than 5.00Gdownloads of the
ENISA Threat Landscape report.
Engagement of more than 80 CTI
experts from industry, academia and
Member States.

Output 0.1.2.%; Restricted
and public Info notes on NIS

P: Info notes on NIS, €Q4

Coverage of all major incidents
relevart to EU NIS policy priorities.
Expand coverage to all key ENISA
stakeholder groups.
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Output 0.1.2.3; Support P: Annual Incident Analysis Report for the More than 20 NRAS/EU MS contribu
Incident reporting activities in| Telecom Sector, Q4 in preparation of the report (Art. 13a
the EU E: Three workshops for the Art. Z3avorking (P)
group More than 10 SBs/EU MS contribute|
P: Short Position PapeAnalysis of a technical | in preparation of the report (Art. 19)
topic requested by the Art. 13a EG,-Q% P)
P: Annual Incident Analysis Report for the Trus
Service Providers, Q4 Engage more than 10 MS in
E: Two workshops for the Art. ¥dneetings discussions and work related to
S: Support MS and the EC in implementii§D | implementing particularities of the
incident reporting requirements. NISD incident reporting framework
P: Good practices for further development of th (S).
NISD incident notification frameworks across E
Q4
Output O.1.2.4 Supporting P: good practice on sectoral CSIRT capabilities Engage sectoral CSIRTs and PSIRT]
the operational sectoral (per critical sectors and PSIRTS) MS
implementation of the NIS E: validating workshop with EU MS and sectora
Directive CSIRTs/PSIRTs, Q4
Objective 1.3. Research & Development, Innovation
OutputO.1.3.1¢ Supporting | S: Support foEU Cybersecurity Competency No paper to be produced.
EU research & development | Centres Thd.
programmes

Activity 2 ¢ Policy. Promote network and information security as an EU policy priority

Objective 2.1. SupportingU policy development

Output O.21.1 ¢ Supporting policy developments in NIS Directive sectors

While the NIS Directive addresses elements of cybersecurity in different sectors (OESs and DSPs), there ¢
several initiatives at EU and MS level that invalykersecurity and are orthogonal to the work conducted

in the context of the NIS Directive. An indicative yet not exhaustive list of examples includes the work from
DG MOVE on the Cooperative Intelligent Transport Systed1sS)Cthe work from EASA on the

introduction of requirements for the management of information security risks by organisations involved

in civil aviation activity, the work from DG FISMA and ECB on finalated regulations, DG GROW on the
Medical Devices Regulation (MDR), the worGf SANTE in the eHealth Network (eHN) and the Joint

Action Plan, as well as forthcoming work from DG ENER on cybersecurity for the energy sector to name a
few.

Taking due account of recent legislative and policy developments in sectors that are defined\iis
Directive (OESs and DSPs), ENISA will work with the European Commissibey &#ate and EU Agencies
to promote harmonised and coordinated efforts towards sectoral cybersecurity in the EU. Any planned
activity in the area of cybersecurity in serd of the NIS Directive that is foreseen in the WP will respect
existing EU and national efforts and interests, while taking into consideration the ongoing legislative
process.
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The Agency will provide support to the Commission and the Member States polibg area related to

sectors of the NIS Directive, by conducting a stock taking of the different initiatives taking place in the
different sectors. In doing so the Agency will map policies affecting the NISD sectors and the role and
responsibilities ofnvolved actors. The results of this mapping of the policy landscape will be validated with
all related stakeholders. Moreover, the Agency will upon request support the development of relevant
policy initiatives with the aim to ensure coordinated efforts@ssthe EU.

Objective 2.2 Supporting EU policy implementation

Output 0.2.2.1¢ Recommendations supporting implementation of the eIDAS Regulation

ENISA will continue its work on supporting public and private bodies in implementing the eIDAS Regulatior
by addressingisk, assurance and technology aspexgbuilding blocks fothe delivery of dependable

trust and electronic identificatioservices. Aspects to be covered will be agreed with th&€CBmmission
and MemberSatesthrough the eIDAS experts gnounteracting with private sector actors will enhance
the ability of the Agency to make further meaningful contributions to this area. In implementing the
Cybersecurity Act, ENISA will supgarterms of analysithe efforts of the MemberSatesand the
Commissionn the area of electronic identityf o produce gecific mplementation guidelineand technical
recommendations number of stakeholders and collaboration argak be consultedn order toaddress
operational aspects dfust serviceproviders conformity assessmenbodies andsupervisoryauthorities
while leveraging on past experient@ emphasise implementation and interoperabilifjowards an effort

to exchange information and share best practices, ENISA will collaborate closetlyestDAS Expert
Group (Trust Services) and the Cooperation Network (established by the Commission Implementing
Decision 2015/296)hese recommendations will complement the existing knowledge base that ENISA
created for the trust service providers.

ENISA wiitake account of recommendations and standards being developed byCERWLEETSand

the ISCand IE@nd seek to avoid both duplication of work and potentiathflictingapproachesin this

regard, ENISA will support tlropeanCommissiono assesapplicablestandards by reviewingp what

extent they meet theequirementsof the elDAS Regulation. Furthermore, ENISA will continue to support
the EuropeanCommissionn the implementation obpecific areas of interest such as qualified time
stamps,gqudified website authentication certificatesnobile applications etc., as appropriateastly,

ENISA will support the European Commission on implementation aspects and tasks related to Article 49 of
elDAS.

Output 0O.2.2.2¢ Supporting theimplementation of the Work Programme of the Cooperation Group
under theNIS Directive

ENISA will support the European Commission and the Member $tatebvering the NIS Cooperation

D NR dzLJQZD20mvarkiprogramme. In this context ENISA will also analyse specific issues and draft
g2N] Ay3 LI LISNARZ O2 ycampetént adthotitiéscalegtvaadSieN@ldp gdodipBastices
recommendations suppairig the NIS Cooperation group.

ENISA will leverage its expertise in Critical Information Infrastructure Protections, National Cyber Security
Strategies, CSIRTSs, security assessment frameworks, baseline security requirements and incident
notification in dfferent critical sectors (such as energy, transport, finance etc.), standardisation, ICT
certification and others to contribute to the different work streams of the Cooperation grGoptribution

refers to both the existing and ongoing work streams onsegurity measures, incident reporting, energy
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sector securitylarge scaléncident taxonomy, etc¢.as well as forthcoming ones that will be specified and
aligned to the work programme of the Cooperation group upon its finalization.

ENISA will also talstock of the lessons learnt from the two first years of the implementation of the NISD
and recommend good practices to the Cooperation Group and the Commission concerning the Directive
transposition process.

In addition, ENISA will continue its efforts popting the Commission andember Sate with the
overview of the NISD implementation and its evaluatiyrthe Member States and the Commission

Output 0.2.23 ¢ Contribute to the EU policy in the area of privacy and data protectiwith input on
cybersecuity related measures

Within the scope oits cybersecurity mandaté&;NISA wiupporttrust andpromote trust andsecurity in
digital servicedn relation to privacy and data protectioBNISAn close cooperatiomvith institutional (EU
Commission, EDPStakeholders and the M&cluding the EDPB, willork within its mandate to support
the technical analysis afybersecurity measures.

Currently in its8" edition, the Annual Privacy Forum (ARW) remainthe instrument of choicéo bring
togetherkey communitiesnamely policy, academia and industirythe broader area of privacy and data
protectionwhile focusing omprivacyrelatedapplicationareas. Ceoperation activities with &ropean Data
Protection Supervisothe Eiropean Data Protection Bod and national Data Protection Authorities will
be further pursued

Output O.2.24 ¢ Guidelines for the European standardisation in the field of ICT security

Building on its own policy work, existing standards and the requirements of the Member $ties,

activity will seek to make available a gap analysis and/or provide guidance to implement existing NIS
standards. Additionally, ENISA manages the relationship it has developed with the EU SDOs (CEN/CENEI
and ETSI) by contributing to standardisatioorkvat the strategic and tactical levels (e.g. by joining
appropriate working and management groyabserving relevant Technical and Conference programme
Committeesand cceorganising conference=ic.). New requirements associated primarily with the
implementation and secondly transposition of the EU legal instruments in place in the Member States will
be taken into account, including aspects of the NIS DirediieeCybersecurity Acthe GDPRas well as
preparing for theupcomingePrivacy Regulatioetc. This output will seek to analyse the gaps and provide
guidelines for, in particular, the development or repositioning of standards, facilitatingrdmaulgation
andadoption ofNISstandards. ENISA brings in this relationship its technical and oagjanisllSknow-

how which can be further leveraged into standards in terms of extending or assessing them to render them
Y2NB FLIINBLINAIFGS G2 adl 1SK2ft RSNBA® . & OoONRARYy3IAYy3I A
G2¢ YR &g KInaneSdt o Santridatd2b Rufopearf standardisation.

In carrying out this work, ENISA will consult with the Member States, industry and standards developing
organisations (e.g. ETSI, CEN, CENELEC), as well as Commission services and Agencjes with polic
competence thereto as appropriate.

Output 02.2.5 ¢ Supporting the implementation oEuropean Electronic Communications Code

The European Electronic Communications Code (EECC), replacng¢meTelecom framework directive
that was in place sinc2009, brings important changes to the electronic communications landscape and to
the work of the telecom regulators across the EU. The new cheédECQvasadopted in2018, is
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expected to bring more harmonisation at EU level and several improvemerggasis the security part,

such as:

1 broadens the scope ofpplication to include also numbeindependent (Ni) interpersonal
communications servicesgmmonly knowras OveiThe Top(OTT) services),

1 a broader definition of security incidents, which is aligned with the definitions in the NIS Directive
and in eIDAS, which will result in more types of incidents being reported,

ENISA will support competent authorities in the Member States with the tiansthe new supervision

tasks, and liaise with relevant industry players to support an effeaifieient and harmonized

implementation of the security requirements in (Article 40) of the EECC. ENISA will build on the Article 13a
Expert Group and itsontacts with the private sector in order to define guidelines and good practices

Because the competent authorities for the EECC are in mamtdr Satesthe same authorities that
supervise the Digital Service Providers and the Digital Infrastructurer tinel®NIS Directive, ENISA will
ensure that this output remains closely aligned with the ongoing NISD work in the relevant NIS
Cooperation Group worktreams.

Summary of aitputs and performance indicatorg Activity 2 Policy

Summary of Outputs in Actity 2 ¢ Policy. Promote network and information security as an EU policy priority

Outputs

Type of output (P=publication, E=Event,
S=Support)

Performance indicator

Objective 2.1. Supporting EU po

licy development.

Output 0.2.1.1k Supporting
policy developments in NIS
Directive sectors

P: EU map gfolicy sectorial initiatives
related to NIS Directive, Q4

S: Supporting Commission, EU Agendis
in policy developments related to NISD
sectors, QiQ4

E: Three workshops witstakeholders from
sectors, QX4

S: Supporting Commission, EU Agencies, M
andor private sector in the sectorial
implementation of NISD sectors, @4

Engage stakeholders from at least 1
relevant stakeholderéP and S)

At least 20 stakeholders particifiag
in workshogs (E)

Objective 2.2. Supporting EU po

licy implementation

Output 0.2.2.1¢
Recommendations supporting
implementation of the eIDAS
Regulation

P: Recommendations to support the
technical implementation of the eIDAS
Regulationin Trust Services and/or elQ4.
P:Any additional area in support of the
implementation ofelDASnN line with Article
49 of eIDASQA4.

E:Trust Services Forum, Q2

P: The future of digital identity and prospect
of digital identity ecosystem, Q4.

Engaging at least 5 representatives
from different bodies/Member Sates
in the validation of the
recommendations.

Review and acceptance by at least 1
stakeholders (trust service providers
conformity assessment bodies, and
supervisory authorities) from deast
5 MemberSates.

More than 50 stakeholders
participate in the activity

Output 0.2.2.2; Supporting the
implementationof the Work
Programme of the Cooperation

S: Support the Cooperation Group in
assessing thamplementation of the NISD an
other NISD related activities, €14

{Y 'WRIFIGS SEAalGAYT g

Group under theNIS Directive

developed in the context of the CG, QY

Engaging at leadt? MS in ENIS2 &
contributions to the implementation
of the NIS DirectivéS)

40



* *
* *
. enisa
*

ENISA Programming Document 202022

Status: Draft, V2 Version: January 2019

S: Support the work of the 201820
Cooperation Group Work Programme as we
as its Work Stream§1-Q4

10 MSparticipate in the
workshopactivity (E)

Output 0.2.23 ¢ Contribute to
EU policy in the area of privacy
and data protectiorwith
technicalinput on cybersecurity
related measures

P:Technical analysis of/bersecurity
measures irdata protection and privacin
close cooperation wittompetent EU
Institutions i.e.the Commissiopand further
authorities such as theDPS, and MS
including the EDBBQ4

E: APF 220, Q2/Q3

At least 5 representatives from
different bodies/MS participate in the
preparation of the recommendations

More than 60 participants from
relevant communitiego attend the
APF

Output O.2.24 ¢ Guidelines for
the European standardigion in
the field of ICT security

P: Guidance and gaps analysis for Europeal
standardisation in NIS, with reference to the
legal framework, Q4.

E Joint CEN/ETSI/ENISA standardisation
conference

Participation in drafting and review o
the guidelines of aleast 5
representatives of European Standal
Developing Organizations (SDOSs) ar
relevant services of the European
Commission and/or Agencies

Output 0.2.25 - Supporting the
implementation of European
Electronic Communications Cod|
(EECC

E: 2 workshops with public and privagector
stakeholders

S: Support the Commission, the competent
authorities in the implementation of
European Electronic Communications Code

At least 10 MS and 5 providers
participate in the activitiesvorkshops
related to the new EECC

Q1Q4

Activity 3¢ Capacity. Support Europe maintaining staté-the-art network and
information security capacities

ho2aSOUABS odmd ! darad aSYoSNI {dFdiSaQ OI LI OAGe

Output O.3.11 ¢ Technicakrainingsfor MS and EU bodies

In 2020most of the activities in this area target at maintaining and extending the collection of good

practice guidelines and trainings for CSIRT and other operational persumteas product CSIRT (PSIRT)

or operators of essential services (OH®)e Age®@& A f f &adzLIL2 NI GKS RS@OSft 2L
national incident response preparedness by providing good practice guidance on key elements of NIS
capacity building with a focus on CSHFIIRT/OE®ainings and services in order to improve skills of
operationalteams and their personnel. ENISA will further build upon successful work in the area of
WONIAYAYy3d OYXBGK2R2f 23ASA

In detail, the Agency will continue to provide an update of the training material, according to the findings
of the stocktaking studfor trainings in NISD sectors and provide a new set of a training material based on
emerging technologies in order to reinforce Merational skills and CSIRT/PSIRT capatotiefficiently
manage cyber security events. A special emphasis is placegpparting MS and EU bodies with

concrete advice (like good practice material) and concrete action (like training). ENISA will as well offer,
upon their request, direct support to single Member States to provide technical trainings and advisories.
Last but ot least, ENISA will continue supporting TRANSITS trainings.

In 2020, ENISA will further enhance its methodology, seminars and trainings on: a) core CSIRT services sl
as incident handling, digital forensics and vulnerability management b) cyber crizigyement and c) the
organisation and management of exercisdsis activity will build on the current developed material and
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infrastructure for onsite and online trainings on these subjects. In addition, this activity will cover the
delivery of these traiings upon request.

Output 0.3.12 ¢ Support EU MS in the development and assessment of NCSS

The NIS Directive sets as priority for the MS to adopt a national NIS strategy and to monitor its
implementation. Since 2017 all 28 MS have published a national NIS strategy. However, in order to align
the objectives of the existing NCSS to the requirersaritthe NISD, many MS will update their current
NCSS.

ENISA will continue assisting EU MS to develop their capabilities in the area of National Cyber Security
{GNY 0S3IASa 6b/ {{0d ¢KS ! 3Sy0Oes o0dAfRAY3I 2y LINBOJ
existing good practices in the related areas affér targeted and focused assistance on specific NCSS
objectives (e.g. CIIP, creation of PPPs etc.). A priority in this area wilkbpgort MS sdhat their NCSS
adequately reflect the priorities and requirements of the NIS Directive. Each yeagémeyfocuses on

one of the objectives of the strategy (e.g. collaboration, CIIP, governdeJA will investigate the

activitiesof MS and examine best practices and new potential incentives.

ENISA will continue supporting MS in evaluating and asgetd®ir NCSS, as well as, their NIS initiatives.
The Agency will update its NCSS assessment methodology and will validate it with public and private
stakeholders. Then ENISA will make this assessment methodology available to MS to use and remain at
their disposal should they need assistance in implementing it.

Finally, ENISA will enhance the NCSS map with additional valuable information related to the NISD creatin
an Info Hub. As for the past 6 years, ENISA will organise the annual NCSS workshopoioeadihafing
the findings of the study.

Output 0.3.13 ¢ SupportEU MS in theimcident response development

In 20 ENISA will concentrate its efforts sapportingMS to enhance their incident response capabilities

by assisting them with their CSIRBRturity assessments and enhancements. In addition Ahency will

continue to monitor CSIRT landscape development in Europe and provide an updated view on the CSIRT
landscape and incident response practice development in Eulopgose cooperation witthe NISD
CSIRTNetworkl YR G KS [/ 2yySOGAy3a 9 dzNP L)be agén&ivill suppdriie a St )
RSOSt2LIYSyid 2F aSYoSNI {dGlFIGiSaQ yridaz2ytf AYyOARSydl
and advisonon key dimensions of NIggabiity building with a focus on the development and efficient
functioning of national andectorid CSIRTand PSIRTENISA will as well offer, upon their request, direct
support to single Member States to assess and improve theidlent responseapabilites

The main objectives of this output in 20is to help MR @nd other ENISicident responsatakeholders,
such as the EU institutions, bodies and agencies, to deve&gdoyand enhanceheir incident response
capabilities and services in order ta@st the ever growing challenges to secure their networks. Another
objective of this output is to further develop and apply ENISA recommendations for iaS#Re

capabilities maturity assessments and corresponding todls a continuous effort, ENISA wilhtinue
supporting cros$order CSIRT community projects, tools development as well as the global dialog about
common issues and challenges in the incident response domain.
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Output 0.3.1.4¢ ISACs for the NISD Sectansthe EU and MS

For many years ENISA has been working closely with the main operators of essential services in the EU. |
has set up several sectoral expert groups covering sectors such as maritime, finance ané? fibadtiigh

this effort and based on thiexperience with sectors or sectgpecific topics like ICS/SCADA, ENISA holds a
unique position in the EU to fulfil a key role concerning EU focused ISACs. It is a natural role for ENISA an
continuation of its activities in the last 10 years to coordénan conjunction with CEF funding, the further
development, implementation and continuation of EU ISACs in the next decade. ENISA is already
cooperating with the Commission in developing the ISAC facilities manager concept arising from proposals
to devebp ISACs reference in the CEF Telecom 2018 Work Progfdmme

ENISA has been working on the topic of CIIP since 2010, so it is uniquely prepared to assume a special ro
in Pan European sectorial ISAC. Some indicative (but not exhaustive) examples include:

1 EU Aviation ISAC: ENISA plays a key role in the (further) development of this ISAC. Its added value
mainly based on the network and the specific expertise in the sector (previous and existing studies). Th
Members consist of airlines and carriers. ENiKSan associate member.

1 EU Energy ISAC: ENISA plays a key role in the development and professionalization of this ISAC. ENI
a full member and is responsible for providing expertise through organizing webinars and educational
sessions for its membesr In September 2017, it hosted the ISAC meeting in Athens. H®AEE
members are preferably, and only, operators.

1 EU Financial Institutions ISAC: This ISAC is the oldest and ENISA has been actively involved for m
years. It supports the ISAC, for¥xhJt S o6& K2adAy3d GKS YIFAtAy3I f A
legitimize EU patrticipation. ENISA is an observer.

1 EU Rail ISAC: ENISA is facilitating the European Railway operators (infrastructure managers and railw
undertakings) creating the Euroge Rail ISAC. Currently more than 23 European stakeholders and the
European Railway Agency (ERA) participate in the ISAC. ENISA offers experience and support.

The September 2017 Joint Communication stat€&me first steps have been taken in respect @&fcsic

critical sectors such as aviation, through the creation of EASA, and energy, by developing Information sharir
and Analysis Centres. The Commission will contribute in full to this approach with support from ENISA, witl
an acceleration needed in p&tlar with regard to sectors providing essential services as identified in the
bL{ RANBOGAGSE¢ ®

ENISA will support MS the entire lifecycle of national/ European ISACs through engaging all relevar
stakeholders: national competent bodies, the private seci®. operators of essential services or
manufacturers and other relevant bodies. ENISA will also explore the possibility of synergies across nation.
ISACs (national ISAC to national ISAC) as well as across EU sectorial ones. The Agency will also con
utilising its sectoral expertise that it has acquired through past and ongoing efforts to provide support (upon
request) to ISACs in the form of knowledge sharing, e.g. webinars and other means of communicatin
knowledge. This will help the private commpes operating in numerous MS to have increased benefits from
such a collaboration.

https://lwww.enisa.europa.eu/topics/criticainformatior-infrastructuresand-services
https://ec.europa.eu/inea/en/connectingeuropefacility/cef-telecom/applyfunding/2018cef-telecomcalls
proposals
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Objectiveo ®H @ { dzLJLJ2 NJi capagitybhiidgi A G dzi A 2 y & Q

Output O.3.2.1¢ Liaison with the EU agencies on operational issues related to GBRTQ & I Ol A @

SinceDecemler 2017ENISA participates as Members of the Steering BoB@EREU, ashe

representative of EU agencies that use the services of <€HRIT this context ENISA will liaise with the EU
agencies on operational issues related to GARTQ & | O (akkiddlar thio &k theAl@TACJICT Advisory
Committee) of the EU agencies and generally to ensure that the viewpoints afjémeies are adequately
represented. In this context ENISA will also report in to the EERSteering board on the evolution of
senices required by the agencies.

Output 0.3.2.2.¢ Cooperation with relevantUinstitutions, agencies and other bodiesn
cybersecurityinitiatives

ENISA has increased its cooperation efforts with a number aidfituitions and agencies arabntributed

to the preparation ofactivities linkedo cybersecurity ofo the Presidenies In 20 ENISA will intensify its
cooperation effortson cybesecurity with EU institutions and agencies and other relebaxlies in the
context of the cybersecurity dimension of their mandatbis encompasses building on the Memorandum
of Understanding and associated implementation activities on collaboration with EC3, EDA afel CERT
As such, ENISA vidise with the retvant EUagencies®) (including EASEC3CEREU, EDA including
civil/defena cooperation EEASetc.). ENISA will alsparticipate in organising cybersecurity related events
in cooperation with EU institutions and agencies and other relevant bodies.

Objective3.3. Awarenessraising

Output 0.33.1 ¢ EuropeanCyber Security Challenges

Both the growing need for IT security professionals and skills shortage are widely acknowlazlgeth

solve this, ENISA is supporting national cybersecurity competitions for students, security professionals anc
even nonlT professionals, with the goal to find cyber talents and encourage all of them to pursue a career
in cybersecurity.

It is ENISA'aim to turn the ECSC in to one of the largest EU cybersecurity events, where all EU and EFTA
countries will take part. The ECSC brand will be associated with the top cybersecurity talents of Europe
and, by adding spinoffs, such as hackathons and-sf@tcamps, we expect ECSC to become one of the

key incubators of cybersecurity entrepreneurship in Europe.

Thus, in order to promote capacity building and awareness in NIS among youngsters and future cybe
security experts in the EU MS, ENISA will contigBue LINB Y2 4GS T yR F ROA&S 9! af{
{ SOdzNA G& / KIffSyaSQ O2YLISGAlAZ2yad

The Agency will also continue to support the planning and development of the European Cyber Securit
Challenge 2020. The goal for 2020 will be to further increasenteeest in this type of events by promoting
excellence in the form of cyber competitions,the future the ECSC final competition can be followed by
GKS ONBIGAZ2Y 2F WeSEY 9dz2NRPLISQ GKIFG gAff NB LINE a

https://lwww.eda.europa.eu/docs/defautsource/documents/moun edaenisacert-eu-ec3t 23-05-18.pdf
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extend, ENISA has already established some contacts with representatives of similar competitions in othe
regions outside Europe.

Output 0.33.2 ¢ European Cyber Security Month deployment

In 2020, ENISA will continue to support the EU MS in promotingytiergecurity awareness raising

activities like European Cyber Security Month (ECSM). European Cyber Security Month is to address
disparity of cybersecurity practices across Member States in two stages. The first stage is to support the
Member States so thidhe awareness and behaviour of citizens in each Member State is raised to a
mature baseline. The second stage is to further lower the cybersecurity risks by raising the maturity of
OAGAT SyQa oSKI@GA2dzNI Ay dzyAaz2yT |G GKS 9dzNRLISHY

ENISA and the Eygean Commission can achieve the objectives of the European Cyber Security Month by
driving the parEuropean campaign so as to ensure all Member States are actively committed to the
European Cyber Security Month and that industry is also involved and mopdkars remain: support a
multi-stakeholder governance approach; encouraging common ppbiate activities; assess the impact

of activities, optimising and adapting to new challenges as appropriate.

Output 0.3.3.3¢ Support EU MS ioybersecurityskills development

ENISA will promote a series of new activities in the area of cyber securdggeikélopment which will

focus on identifying current national and EU wide initiatives. The main output of this activity will be a
summaryof existing serices and programs in the EU that aim to enhance cyber security skills among EU
citizens, in general, and cyber security experts, in particular. As part of this program, a skill development
scheme and maturity model will be defined, by taking into accexmting and similar frameworks and
initiatives.

Summary of aitputs and performance indicatorg Activity 3 Capacity

Summary of Outputs in Activity 8 Capacity. Support Europe maintaining staté-the-art network and information
security capacities

Type of output (P=publication, E=Event,
S=Support)

ho2SOUAOS odmd !'aaAiaild aSYoOSNI {dGFiSaQ O LI OAGe odzAf R
P: operational training material development | At least one training material
andcustomization to the needs of a NISD developed to support operational
Sector (details on operational category can b¢ practices of CSIRTs in Europe.

found on ENISA training website), Q4

Outputs Performance indicator

Output 0.3.1.% Technical S: dedicated training room and technical lab | At least 5 CSIRTs contribute to and
trainingsfor MS and EU development, Q4 validate the training material.
bodies P: Delivery of a training session of the NISD | At leastone NISD critical sector covere
Sector customized training aterial mentioned | in the training session.
above, Q4
S: TRANSITs (European CSIRT training ever] Support at least 3 TRANSITs events.
support, Q4
S: Support MS in NCSS development and At least 3 MS supported in the
assessment, QQ4 implementation of NCSS lifecycle (S).
Sﬂgt?:ttr% 'i‘iﬁlosp“rggxta% E: 1 workshop with EU MS SICSS |
development, Q4 Engagestakeholders (national

assessment of NCSS " .
competent authorities or private

sector) fromat least12 EU MSE)
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Output O.3.1.3; Support EU
MS in theirincidentresponse
devdopment

S: Supporting enhancement of CSIRTs
capabilities and maturity in Europe, Q4

P: CSIRT and IR landscape in Europe; updat
status report, Q4

P: CSIRT online Inventory updgtEuropean
interactive map of CSIRTs, Q2 & Q4

S: CSIRT online Inventaopl development, Q4
P: ENISA CSIRT maturity assessment online
development, Q4

S: Continue activities and involvement in CSI
structures (e.g. FIRST-CBIRTI, NATO NCIR
GFCE including CEF MeliCERTes projee4Q

Identify and report on numbeof MS
supported and type of support
provided

Two CSIRT inventory updates

Provide updated report on CSIRT and
landscape in Europe

Support or advisory provided at least t
g2 /{Lweca (2 SyK
maturity.

ENISA supports at least 2 intational
CSIR®r taskforceinitiatives in
community fora like FIRST,-CSIRTI
or GFCE.

Output 0.3.1.4ISACs for the
NISD Sectors in the EU and
MS

P: EU map of national and EU ISACs, Q4
S: Support relevant public and private
stakeholders irestablishing EU and national
ISACs, QQ4.

S: Support EU and MS ISAC activitiesQ@1

Atleast 3 ISACs supported (S).

Engage at least 12 organisations
representing at least 3 sectors from at
least 8 MS in this activity (P)

Objective 3.2. Support EN Yy

dGAldziA2yaQ OF LJ OAGER

DdzAf RAY 3

Output 0.3.2.X Liaison with
the EU agencies on
operational issues related to
CERP! Qa I OlGA DA

S: Attending CERHUSBmeetings
S: Liaison with EU agencies using GBRT
serviceotably through ICTAC

Consultation withEU Agencies and
representing their views at CEfRUSB
level.

Output0.3.2.2- Cooperation
with relevant EU institutions,
agenciesandrelevant bodies
on cybersecurity initiatives

P: Report on the cooperation activities with
relevant union bodiesQ4

S:Cooperation in organising events,
conferences, workshops earganized with EU
institutions, agencies and relevant bodies on
cybersecurity initiatives

Engage the relevant EU stakeholders
(includingEASA, EC3, CERT, EDA,
EEAS, ety.

Objective 33. Awarenessraising

Output 0.3.3.k Cyber
Security Challenges

S: European Cyber Security Challenge suppd
Q1Q4

EEQvoY W! gFNR ©2NJ] aK2
European Cyber Security Challe220(ENISA|
promotes best of the best)

At least two additional EU MS organis
national cyber security challenges in
2020 and participate in the European
Cyber Security Challenge Final.

At least one contact from Non EU
country to promote the international
engagement

Output 0.3.3.2; European
Cyber Security Month
deployment

S: ECSM suppoi®@1Q4
P:ECSMvaluation report Q4

All 28 EU MSs arat least 10partners
and representatives from different
bodies/MS participate in/support ECSI
2018 (private and public sectors)

Output 0.3.3.3 Support EU
MS in cybersecurity skills
development

P: Q4, Stocktaking of existing services and
programs in the EU that aim to enhance cybe
security skills among EU citizens, in general,

Engage at least l&rganisations
representing academia, public
institutions and private companies fror|

and cyber security experts

at least 10 MS
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Activity 4 ¢ Cooperation. Foster the operational cooperation within the European
cybersecurity community

Objective 4.1. Cyber crisis cooperation

Output O4.1.1¢ Planning ofCyber Europ2020

In 20, ENISA will organise the fifth p&uropean cyber exercise, Cyber Eurgpa0(CE2@Q0). In 2019
ENISA will prepare the plan of CE20Ris exercise will closely follow up and build upon the lessons
learned aml actions from previous exercises, such as C&201

CE2020 will focus on testing capabilities and procedures, namelydaaige incident management
cooperation procedures at EU and natiot@lels. The crisis escalation scenario will be realistic and
focused in order to capture better how incidents are managed and cooperation happens dlifeedhe
exercise will include explicit scenarios for the CSIRTs Network, Single Point of Contacts and Competent
Authorities set up under the NIS Directive, includimgusing on one or more of the essential sectors. Also
there willbe designs to exercise the various aspects oftiber Crisis Collaboration Bluepriint

collaboration with the Commissigalso considering the recommendations in this regard providethby

bL{ /22LISN}{iA2y DNRdzZJ &adzOK & GKS wOe&oSNAESOIzNA
LIN2E OSRdzNB& FY2y3dald aSYoSNI {i{iI(iSa FtyR FdzyOliAazya
Depending on the availability of resources in 20R0FA will also enhance the observers role (introduced

in 2018) striving to make best use of observers.

The higHlevel exercise program brief will include the strategic dimensions of the exercise will be prepared
based on the lessons learned from CE2018lriee the whole planning process ENISA will assemble group
of planners from the participating countries to work closely towards developing a detailed exercise plan
(ExPlan) in 2019. ENISA will involve the group of planners in the relevant planningnstégiseainto

account their input towards a consented plan. The exercise planning will avoid overlaps with other major
related activities.

9bL{! sAff O2yadzZ d a{ FyR &aSS1 3aINBSYSyid 2F 9blL
Cooperation Group anthe CSIRTs Network set up under the NIS Directive on a possible jeNEY
cyber exercise in one of the coming years.

Output 0.4.12 ¢ Supportactivities for Cyber Exercise

Since 2014 ENISA started the development of the Cyber Exercise PkZBRN CEP hosts a number of
services that ENISA offers to the Member States and EU Institutions, such as: exercise organisation and
management, exercise playground with technical incidents, map of exercises and hostxgttise
development community

In addition, new content and exercise incident challenges and material will be developed in order to keep
up the interest of the stakeholders and make CEP a central tool in cyber security exercising for all
stakeholders. The CEP platform opens new opputies for ENISA to enlarge the user base and thus offer
to the operational cyber security communities opportunities to exercise and gain experience and
knowledge. One way to develop such exercise incident material will be through the engagement of the
exsSNIIaQ O2YYdzyAiue o
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Output 0.4.13 ¢ Support activities forCybersecurity collaboration with other EU institutions and
bodies

ENISA willvork with other EU Institutions and bodies in the developmenCgbersecurity collaboration
tasks based on an agreed daap.

In particular, ENISA will work in further developing bilateral and multilateral cooperation with:

T DG Connect

9 the European Cybercrime Centre at Europol (Europol/EC3)

1 the EU Intelligence Analysis Centre (INTCEN)

1 the EU Military Staffntelligence Directorate (EUMS INT) and Situation Room (SITROOM),
working together as SIAC (the Single Intelligence Analysis Capacity)

the European Defence Agency (EDA)

the Computer Emergency Response Team for the EU InstitutionsHGERT

1 the Emergency Response Coordination Centre in the European Commission

=a =9

ENISA will also work with the aforementioned organisations in order to build capacities and synergies in
exercising, training and cyber skills.

Output O.4.1.4¢ Supporting the implementaton of theinformation hub

Decisionrd dzLJLI2 NIIAy 3 Ay GStfA3SyO0S Ay GKS O20SNAESOdzNR { «
overload? ENISA is at the crossroads of most if not all pytvliate, crosssector cybersecurity

communities in Europe, from the technical to the strategic le&slindicated in the EC Communication on
Building strong cybersecurity for the BLENISA servesési KS F2O0Ff LRAY (G F2NJ Ay
Ay GKS Oe o SNAES Odasulij ENISA B ¥ ¥ daifue (pdsifiom to levierage its network to

gather information, process it and foster timely, tailored and highly relevant situational awareness to
support decisioamaking in both the public and the private European sectors, as recommended by the EC
in the blueprint:

al a LJ- NIi 2F 0dKS NBE3IdzZ NI O22LISNI A2y Y i
should on a regulabasis prepare the EU Cybersecurity Technical Situation Report on incidents and
threats, based on publicly available information, its own analysis and reports shared with it by Membel
States' CSIRTs (on a voluntary basis) or NIS Veir&atigle Points of Contact, European Cybercrime
Centre (EC3) at Europol and CHRT and where appropriate the European Union Intelligence Centre
(INTCEN) at the European External Action Service (EEAS). The report should be made avalable to th
NEBf SOIylG Ayadlydsa 2F (GKS /2dzyOrts G(GKS /2

In order to support the drafting of these reports and process meaningfully the massive amounts of inputs
they require, ENISA has initiated the developmemf018, of a tool that acts as a cybersecurity news
sources aggregator, provides awareness and assists threat analysts in drafting cybersecurity reports. An
initial prototype is already in place which has been reviewed by experts from ENISA, variouguEidrnaes

and the private sector to validate its added value in their work. In 2019 the next phase of development will

hitp://icitech.org/wp-content/uploads/2016/06/CISO
SolutionFatigue.pdf
http://eur -lex.europa.eu/legatontent/EN/TXT/PDF/?uri=CELEX:52017JC0450&from=EN
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commence towards a ready to use product by the end of 2019 or beginnify Zthe tools is using the
latest technologies in Artificiahielligence and Natural Language Processing in order to facilitate the
creation of EU cybersecurity reports by providing a specialized cybersecurity search engine, 24/7
monitoring of trending news regarding cybersecurity as well as an immediate acceBsloffE Qa 2 4Y
on relative subjects. Additional functionalities and improvemenitsbe periodicallyadded according to

the latest technological evolutions and the needs of the users of this tool.

For this particular output, ENISA will leverage the eigmee gained in drafting EU Cybersecurity Technical
Situation Reports with the prototype to further develop the Natural Language Processing features in order
for the tool to transition from paragrapbased proposals to the production of meaningful sengsic

Similarly, this experience will be leveraged to further develop the Machine Learning algorithms of the
prototype to allow for a significant increase in number and type of information sources.

Output 0.4.1.5¢ Supporting the EU Cybersecurity blueprint

ENISA will support the Commission on the implementation and further development of the Cybersecurity
blueprint. As specified in the blueprint: ¢ K S 9! /] @0 SNBE SOdzNR G & /| NR &Aa
LI NI AOdzt F NI ARSYUATA2Y@EKSXRSE i S BleghiicdlS p@&atignal NE & G B ®
strategic/political and develop, where necessary, standard operating procedures that define the way in
which these cooperate within the context of EU crisis management mechanisms.siEngbioald be

placed on enabling the exchange of information without undue delay and coordinating the response
duringlarged O £ S O 06 SNASOdzZNA (& AYyOARSydGa YR ONRAaSaode

.FaSR 2y (GKS /2YYAaaArzyQa 3Idz RI ywad& ENISARvl briged & 2 v &
initiatives in the mitigation of identified gaps in cooperation between

1 EU cyber security stakeholders main actors like DG Connect, the European Cybercrime Centre at
Europol (Europol/EC3), the EU Intelligence Analysis CENIFE€EN), the EU Military Staff
Intelligence Directorate (EUMS INT) and Situation Room (SITROOM) working together as SIAC (tt
Single Intelligence Analysis Capacity), the EU Hybrid Fusion Cell (based in INTCEN), the
Computer Emergency Remse Team for the EU Institutions (GERY), the Emergency
Response Coordination Centre in the European Commission and possibly the Cybersecurity
Emergency Response Fund.

1 The rest of EU bodies, agencies and Institutions that should be under thgbEkdaxurity
blueprint umbrella for the handling and mitigation of cyber oriented crises.

ENISA will drive working groups to initiate or further develop procedures in the context of the blueprint,
from defining emergency directories and update processesrtacturing cooperation activities during
crises. This is what the Blueprint calls as priorities.

ENISA will assist Member States to engagbe EU Cybersecurity Crisis Response Framework with
National Cybersecurity Crisis Response Framewbtkthernore, upon request or emerging needs, ENISA
will organise workshops and/or tabtep exercises to validate that these procedures allow for the
exchange of information without undue delay, prior to their use either in real life or in larger exercises
such asCyber Europe.

49



* *
* * ENISA Programming Document 202022
x enisa Status: Draft, V2 Version: January 2019
*

Objective 4.2 Community buildingand operational cooperation

Output 0.4.2.1¢ EU CSIRNetwork support

ENISA wiltontinue itssupportto the Commission and Member States in the implementation of the NIS
Directive, in particular in the area of CSIRTs. As part of this activity, ENI@htiville its tasks athe
secretariat of theCSIRTEetwork and actively support its functioning by suggag ways to improve
cooperationand trust buildingamong CSIRT$he agency will alsupportthis cooperation by developing
and providing guidance and good practices in the area of operational community efforts, such as on
information exchangand secue communicationon request by the members of the CSR€&twork In
particular, the Agency will be proactive in stimulating discussions within the network and will aim to
provide content to support discussions on policy and technical initiatigesrdingto the CSIRTs
NetworkQ @wn workprogram.

Trust is an important asset for CSIRT operations therefore ENISA will continue to improve the level of trust
in the network by providing trust building exercises and events in coordination with the Q\&ifRibsk
governance.

TheAgencwill further provide,improve, develop and secure the CSIR@svork infrastructure for its
membergsmooth collaboration and administration use.

Output 0.4.22 ¢ Supportthe fight against cybercrime andollaborationacross CSIRTIsEEAand
other operational communities

In 20, ENISAvill continuecollaborating directly or indirectly with key stakeholders such as
EUROPOL/EC3, and possibly other Agencies concerned (e.g. CEPOL, Eurojust) in an efforttteesupport
cooperationbetweenthe CSIRT arttie law enforcementcommunities and the extensions thetis
collaboration may have tother communities of stakeholders concerned. ENISA is likely to continue its
analysis and the production of training material on the basis of such analysis in an effort to lower the
barriers in cooperation across these communities.

In addition, the encywill continue collaboration with other operational EU bodiesttsue a structured
cooperation with CEREU, European Cybercrime Centre (EC3), EDA and other relevant EU bodies in line
with the Commission proposéor the Cybersecurity Act

Output 0.4.23 ¢ Supporting theoperationsof MeliCERTes platform

ENISA is committed to further suppdfieliCERTes platform, which is envisaged as the primary
collaboration platform between participating Member States CSIRTs and which is helping to enlarge EU
MS prepaedness, cooperation and coordination to effectively respond to emerging cyber threats as well
as to crossorder incidents.

Any particular CSIRT need to maintain its data within the MeliCERTes framework. Some of this data must
be vetted by the centralizediorkflow ¢ such as the mandate or memberships in CSIRT commugities
order to correctly reflect any changes in the related Central Trust Circles CTCs.

In 2020, ENISA will fully support the platform from an operational perspective. In particular, ENISA w
deploy specific operational procedures that are mandatory to follow in order to maintain the underlying
team data and references. In this regard also centralized workflows to maintain the Central Trust Circles
(CTCs) of the MeliCERTes platform
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Summaryof outputs and performance indicatorg Activity 4 Community

Summary of Outputs in Activity 4 Community. Foster the emerging European network and information security

community

Outputs

Type of output (P=publication, E=Event,
S=Support)

Performanceindicator

Objective 4.1. Cyber crisis cooperation

Output 0.4.1.%, Planning of
Cyber Europe 2020

P: CE2020 After Action Report (restricted), Q
E: Exercise events, QD4

At least 80% EU/ EFTA Member States
and countries confirm their support for
Cyber Europe 2020

Output 0.4.1.%, Support
activities for Cyber Exercisg

S: Support for the maintenance and further
development of the Cyber Exercise Platform,

Q4

At least one exercise with two different
entities is organised in 2020.

Output 0.4.1.3; Support
activities forCybersecurity
collaboration with other EU
institutions and bodies

S: Supporting the implementation of the
Cybesecuritycollaborationroadmap with EU
institutions

At least 3najor collaboration tasks from
the roadmapare achieved.

Output O.4.1.4; Supporting
the implementation of the
information hub

S: Support for other EU Agencies having a ro
in cybersecurity.

Established communication Evaluation
the tool by at least 3 EU bodies/agencie

Output 0.4.1.5; Supporting
the EU Cybersecurity
blueprint

S: Emergency directories and processes for
cooperation activities during crises

At least 3 stakeholders of the Blueprint
are consulted.

Objective 4.2. CSIRd other NIS community building

Output 0.4.2.1¢ EUCSIRTs
Network support

S: Provide CSIRTs Network Secretariat

E: provide meeting organisation and support
(minimum 1 event)

E: provide team building activity for the CNW
Q4

P: Q1Q4: Facilitate preparation of the next
evaluation report for the cooperatiogroup

P: Q1Q4, CSIRTs Network active support (e.¢
communication support; maintaining and
improving available means for communicatior
in line with decisions in the CSIRTs Netwprk
Sl 2dz2iO2YS 2F 22N
S: Q1Q4, Provide CSIRTs Networ
communication infrastructure development,
maintenance, security (Portal, mailing lists,
chat), Q4

P: provide regular pentest of the CNW
infrastructure, Q4

E: Trust building exercise facated with

the regular CSIRTs Network meeting)

P: Q4 Further suppt for CNW specific
information exchange and secure
communication issues (according to the CSIR
Network Action plan)

S: Active Secretariat support and engagemer
during annual Cyber SOPEx 2019 exercise 0
CSIRTs Network according to the CNW SOP
S CSIRT maturity assessment and peer revig

support for members of the CSIRTs Network.

Organize at least 1 CNW meeting

90% of MS standing CSIRT
representatives and CEfEU participated
in CSIRTs Network regular meetings.

Support CNW Chair in preparatiohthe
next evaluation report for the
cooperation group

Provide conference call facility backup f
the need of the CSIRTs Network
operations.

At least two penetration tests and
necessary security and functionality
improvements made to the Cooperation
Portal.

At least one team building event
organised during regular CSIRTs Netwd
Meeting

At least four communication checks don
to test CNW communication channels
readiness.

Provide active Secretariat support to the
facilitator of the SOP exercise dugin
execution according to the CNW
procedures.
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At least5 MS CSIRT representatiyésviS
law enforcementrepresentatives and
EC3articipate in the preparation of the
roadmap

At least 15 MS participate ENISA/EC3
annual workshop

Engage with CEREU on structured
cooperation

Provide support to CSIRTs using
MeliCERTes according to agreed
operational procedures.

P:A report on a topic emenating from the 201
Output 0.4.2.Z; Support A report on cooperation

fight against cybercrime ang P: Training material based on such report
collaborationacrossCSIRTs | E: Q3, annual ENISA/EC3 workshop for natio
LEAand other operational | and governmental CSIRTs and their LEA
communities counterparts

S:Sructured cooperation with CEREHU

Output0.4.2.3- Supporting
the operationsof
MeliCERTes platform

S:Operational support for théeliCERTes
platform

Activity 5¢ Cybersecurity ertification. Developing security certification schemes for
digital products servicesand processes

Objective 5.1. Supprt activities related tocybersecuritycertification

Taking due accourtf legislative and policy developmeritsthe area of EU Cybersecurity Certificatiom
acting within the boundaries of its competenda\ISA will continuarorking towards meeting
requirements forthe certification framework for ICT security products and services by e.g. promoting
mutual recognition or harmonisation of certification practices up to a certain level, in line with the
proposed Act. Any plannedttivity in the area of cybersecurity certification will respect existing national
efforts and interests as well as subsidiarity as it applies in the area of certification.

Building on the work which will be undertaken in 20EISA will provide suppdx the Commissiomand
the Member States ithe policy area of EU cybersecurity certification framework within the scope of the
approved Cybersecurity Act. ENISA will seek to stimulate the interaction and involvenhéerindier

States'as well as public poljcand industry stakeholders in the emerging EU certification framework.

In view of its new role as per the cybersecurity Act, ENISA will seek to join the process of drawing up a
rollingwork programme for certification, in support of the Commission. Iieracting with the Commission

and following an annual plan, ENISA could assist in aggregating requirements from the private sector and
institutional stakeholders to facilitate Commission efforts.

ENISA will provide support for the organisation of the fAéisecurity certification framework

(organisational andiT systemsand suppor} and analyss of functional equivalence of existing certification
schemes across the EU (at the MS as well as the EU level) with the emerging EU certification framework f
the purpose of facilitating the transition to the new EU framework. ENISA will continue to interact with key
stakeholders associated with the EU cybersecurity certification framework.

Output 5.1.1¢ Support forthe EUCybersecurity Certification Grougnd potential subgroups

ENISAupporting the European Commission in its radechair of theeuropean Cybersecurity Certification
Group will provide support for the organisation of the EU cybersecurity certificaBicoupand potential
subgroupswith srvices to be discussed with the EU Commission e.g. support for the Secretariat,
organisational aspects etc.

Output 5.1.2¢ Researcland analysis ofhe market as an enabler for certification

By means of analysis and drafting reports, ENISA will seek to maintain a high level of understanding of the
main drivers for cybersecurity certification in the EU. Areas of interest will gradually iredadamer and

52



* *
* * ENISA Programming Document 202022
x enisa Status: Draft, V2 Version: January 2019
*

industrialloT, Cloud ComputingpT and consumer electronics etc., with a view to analyse the added value
of and opportunities for the EU cybersecurity certification framework to protect citizen rights (e.g.
consumer rights, personal data, privacy etc.) and public interest (e.g. public purgha the MS, by

means of public procurement). An additional area of interest include market analysis in relation to
manufacturers and service providers impacted by the EU cybersecurity certification framework.

Output 5.1.3¢ Setup and maintain a Ceification portal

There are technical and organisational tasks associated with the setting up of and the maintenance of a
portal. Clearly an IT system in support of #ld cybersecurity certification framework goes beyond the
scope of a portal as it muatcommodate the needs of stakeholders involved (document management,
consultations) anallow forthe presentation of dependable information on certification schemes.

Objective 5.2. Developingandidate cybesecurity certification schemes

Output 5.2.1¢ Hands on tasks in the area @fybersecuritycertification of products servicesand
processes

Based on the PDCA (ptdn checkact, and repeat) approach, ENISA will strive to provide a fultyidée

set of services that spawn across, (a) planning (b) claitaction (c) consultations (d) drafting and
reviewing.ENISA withavedrawn up a general methodology toreparecandidate cybersecurity
certification schemes. ENISA will use its capability to provide a planning, prioritisation thereof, lists of
associted stakeholders to be involved in input giving and consultati&MSA will develop a feedback
mechanism toward stakeholders concerned e.g. standardisation organisaabIhSA will continue
delivering its EU Cybersecurity Certification Conference m2ledlitions per year.

Output 5.2.2¢ Tasks related to specificandidatescheme

Importantly, ENISA will draw up candidate cybersecurity certification schemes on thefihssvork
undertaken in 2019 anohput received from stakeholders involved aslvas through its own means and
capabilitiesaccording to the Rolling Work Programme or on requests according to the Cybersecurity Act
ENISA will also follow up with its candidate schemes all the way till submitted to and accepted by the EU
Commission foformal consideration and eventual approval.

Summary of aitputs and performance indicatorg Activity 5 Certification

Smmary of Outputs in Activity & Cybersecurity certification. Developingybersecurity certification schemes for digital
products,services and processes

Type of output (P=publication, E=Event,
S=Support)

Objective5.1. Support activities related to cybersecurity certification
Output 0.5.1.1%; Support for
the EU Cybersecurity
Certification Grougand
potential subgroups

Output 0.5.1.%, Research and
analysis of the market as an
enabler for certification
Output 0.5.1.3; Setup and S Tasks include review of requiremts; Meeting milestones, in terms of
maintain a Certification portal | implementationupdates content updates implementation and usability of the

Outputs Performance indicator

S Support the EU Commission in the ECCG
E: 1-4 ECCG meetings p.a.
E: 8 subgroup meetings

Planning and execution of tasks relate
to meetings; Commission feedback

P: A report on market situation in relation to| Eight MS and ten industry
cybersecurity certification representatives providing input
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resources providegdavailable portal for
the existing European certification
schemes

Objective5.2. Developing candi

date cybersecurity céitation schemes

Output 0.5.2.1¢ Hands on
tasks in the area of
cybersecurity certification of

P:Use themethodology for thepreparation

of candidatecybersecurity certification
schemes
S:Interaction with stakeholdersdata

Number of stakeholders identified and
actively participating in the scheme
drafting preparation and consultation
(at least 10 private and or public

products, services and
processes

collection organisations)

E: EU Cybersecurity certification framework| At least 60 particignts from relevant
Conference stakeholders

Draft at least 1 scheme per year or 50
P: Various schemes produced throughout th of the ones requested and prioritised

Output 0.5.2.%; Tasks related

to specific candidate scheme | year for 2020, by ECCG and the EU
Commission
Activity6¢c9 Yy I 6t Aydd wSAYF2NOS 9bL{! Qa AYLI Of

Objective6.1. Managemeniand compliance

Management

TheExecutive Directois responsible for the overall management of the Agency. The Executive Director
has a personal assistant.

In 2020, he Management Board Secretariawill continueto supportthe Management Boarénd the
Executive Board in their functions by providing secretariat assistance. It includes, but is not limited to the
support formeetings and correspondence that takes place batweneetings, the managemenof annual
declarations of interest and of commitment and other requirements

In relation to the MBiwo ordinary meeting will be organised during 2028nd informal meetings will be
held as necessary. The MB Portal will be supportethiaMB. In relation to the Executive Board, one formal
meeting will be organised per quarter and informal meetivgsen necessary.

TheResourceDepartment(RD) oversega variety of programs, projects and services relating to the
overall management of the Agency, supporting the Executive Director Decision is areas as personnel,
finance,procurement purchasingtechnology, facilities management, health, safety, secupitgtocol,
liaison with local authorities, etc.

The aim of the RD is tesource the Agency using thest level of efficiency and use of the resources that
are made available for the Agency. This also includes coordination with the European Comntisgiah In
Audit Service, European Court of Auditors, European Ombudsman, European Commission European Anti
Fraud Office, EU DG HR, EU DG BUDG, DG CNEAIin&tal policies related to transparency, anti

fraud policy, whistleblowers protection, declations of interests, etc. are addressed within this activity.

RD strives to maintain and increase the efficiency and effectives of the Agency, and provide continuous
contribution to the ENISA strategy both internally and externally seeking the optimailossdior
delivering on the mandate of ENISA and provide the required assurance in compliance.

The aim is to enable the Agency with adequate and modern procedures and tools to minimize the
resources across the agency maximizing the intended delivery e¥ahie program and statutory
commitments.
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TheCore Operatios Department(CODYxoordinates the delivery of the core activities of the agerdcy.

such, the main role of the Core Operations Department is to deliver activitiéglAf this work
programme.The Core Operations Department also includes the Policy Office and the Public Affairs team
and the support of the PSG and NLO network is also carried out within COD.

Policy Office

The Policy Office reports into the Head of Core Operatibhsough the Policy office, the Agency initiates

and further develops strategic cooperation with relevant stakeholders actitheeinybersecurity

community. For instance, the Agency engages in policy and strategy discussions with political and policy
decison makers (by participating or organizing e.g. MEP Breakfasts). Furthermore the Agency engages an
further develogs strategic relationships with e.g. specific industry sectors at decision making level, and
identifiesthe strategic issues on cybersecurifihePolicy office will also be in a position to support various
legislative bodies in respect of legislative initiativésme of the results of these activities of the Policy

Office are published as opinion papers on ENISA webpage. Besides thesesativite details of the

activities delivered byhe Policy Office and Public Affairs team are detailed in ObjectivEig2agement

with stakeholders and international activities

Quality management is part of the Policy Office. The Agency implements ityQlehagement System
(QMS) to support its regulatory and strategic goals by means of a quality management approach. The
methodology is based on the PHro-CheckAct (PDCA) cycle, documented in a dedicated SOPs and
applied accordingly. Planning activitigfsthe Agency, including Single Programming Document
preparation and Work Programme coordination are parthaf Policy Office list of tasks.

Public Affairs Team

The Public Affairs Team (PAdports into the Head of Core Operations dadaesponsible focoordinating
all activities with the media and press, including press releases, news items and intdéoventsance the
reputation and image of the Agency.

It supports the entire Agenaoyith regards to publications, social media promotion, website mansayd,
public affairs activities and awareness campaigns. The PAT team is also resfionsgibblishing ENISA's
corporate visual identity.

The PAT team also plays a major role in supporting events attended by the Agency, ensuring that ENISA i
well represented from a public affairs perspective, that appropriate publicity material is available and,
where appropriate, that booths are arranged and supported.

Internal control

ENISA iaimingto implement the new COSO framework 2013 as well as its new requirements in order to
be align with the European Commission.

The exercise will include the adoption of this framework by the Management Board as well as the
assessment of the compliance of thdséernal Controls.

Internal Control reviews and evaluates risk management, governance and internal control processes of the
Agency, in order to provide, to the Senior Management, Executive Director and the Management Board,
independent and objective assuree.
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IT activities

During 2020 it is expected that the Agency has a new fully operating datacentre. In combination with the
already existing datacentre recovery site ENISA this will enhance IT service availability and the Agency wil
be prepared for anytallenges that may arise.

Following up the assessment of information security risks and IT operational procedures, ENISA will be
putting in place and updating all policies and procedures to mitigate any risks identified.

For 2020t is expected that all beiness applications will be securely available on the most widely used
mobile devices. By this timeframe the platform consolidation should be complete and mature, with
adequate, flexible and advance reporting and monitoring tools.

ITsupport all internaklectronic infrastructure in the Agency, this includes isuttot limited to core
applications for business use and operation systems.

Task Objective Level of Level of Level of
completion2020 | completion2021 | completion2022

Keep ENISA systems safe from cybersecurity incidg Security 1006 1006 100%

(from exterior)g prevent and react to threats

Percentage of IT managed servers patched at Security 100% 100% 100%

deadline(24h after released from supplier)

Exchange server availability Efficiency 98% 98% 98%

Availability of internal applications Availability 95% 95% 95%

Help desk, reply with success to all service requestqy Efficiency 99% 99% 99%

Finance Accountingand Procurement

The Agency plans tapgrade its internally developed electronic tools used for Procurement in order to simplify
and further automate its tasks related to tendering and contracting. This is deemed necessary due to the expecte
increase in the volume of work based on a sigaifity increased operational budget. It is anticipated that further
development of the irhouse systems should be outsourced to professional web developers as the current in
house applications are at a low level of complexity due to the limitations ofltaee®oint platform. The aim is

to improve the utilization of resources, to have a better overview of all financial and procurement processes, to
provide better reporting and subsequently a high level of transparency. Internal policies will also need to be
revised to ensure that they are up to date with the Financial Regulation and Procurement rules, but also tc
implement a clear guidance for internal use and to optimise the available resources.

Budget planning and implementation will be resoudeéth a new electronic tool.

Task Objective Level of Level of Level of
completion completion completion
2020 2021 2022

Budget Implementation (Committed | Efficiency and Sound Financial | 99% 9% 9%

appropriations of the year) Management

Payments againgtppropriations of Efficiency and Sound Financial | 90% 90% 90%

the year (C1 funds) Management

Payments against appropriations Efficiency and Sound Financial | 95% 95% 95%

carried over from year N (C8 funds) | Management

Payments made within Financial Efficiency and Sound Financial | 98% 98% 98%

Regulaéion timeframe Management

Planned Procurement Activities versy Efficiency and Sound Financial | 70% 80% 90%

actual implementation of the year Management
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Human Resources

The ultimate goal of HR is to attract, select, develop and retain highly qualified staff, to put in place optimal

2NBFYAalFGA2yFE A0GNHOGdZNBaz G2 LINRY23GS | al ¥S
vision andvalues in which stafffcy’ 3IA @S GKSANIJ 6Sad Ay | OKAS@Ay13
broad array of services (Recruitment, Performance management, L&D, Career manag@éfoekihg

O2yRAGAZ2Yy&a&SY {20A1Ff NAIKGAZ SiOoetdo-daymafedemendd ENISALA O

statutory staffand external staff (e.g. trainees) in compliance with the Staff Regulafi&3SAdditionally,
investment and efforts are focusing on several projects such as the acquisition-®&eorlitment tool, the

developmentA y Of 2aSR O2ftf 1 02N} GA2Y 6AGK GKS 9dz2NRLISIY

Task Objective Level of Level of Level of
completion | completion | completion
2020 2021 2022

Efficient Reduction of time to hireir§ line with ELHR standard 5 5 5

management of definition it is the time between the closure date for months | months | months

selection procedures| applications and the signature of the reserve list by the ED)

Turnover of staff Reduce the turnover ratio of statutory staff (TA and CA) <15% <15% <15%

{GF F¥FQa t g Implementation and monitoring of the appraisal and 100% 100% 100%

Management reclassification exercises (launching and closing the exercis

StaffSurvey Participation of staff in thetaff survey 70% 75% 75%

Legalaffairs, data protection and informationsecurity coordination

Legal Affairs
Legalaffairs will continue supporting the legal aspects associated with the operation of the Agency. This
includes dealing with matters such as contracts, procurement, employment raetaddigrs, data
protection and corporate governance matters. The Legal Affairs function also includes dealing with
complaints to the European Ombudsman and representing the Agency before the European Court of
Justiceand theGeneral Court

Data Protection Cepliance tasks and Data protection Office
The main tasks of the Data Protection Officer (DPO) in¢dude

1 Inform and advise ENISA of its obligatiasgrovided in the applicable legal provisidoisthe
protection of personal datand document this actity and the responses received.

T a2y AG2N) 6KS AYLI SYSyiGlrdGAz2y FyR FLILXAOFGAZ2Y 2

personal dataand the applicable legal framework for data protection

1 Monitor the implementation and application tfie applicdle legalframework for the protection
of personal datat ENISA, including the requirements for data security, information of data
subjects and their requests in exercising their rights

1 Monitor the documentation, notification and communication of perabdata in the context of
9bL{! Q& 2LISNIdA2yaod

T 1OG & 9bL{!Qa O2yilOd LRAY:G F2NI 95t{ -2y Aaa

operate and consult with EPDS whenever needed.

hitps://eur-lex.europa.eu/legal
content/EN/TXT/?uri=uriserv:OJ.L_.2018.295.01.0039.01.ENG&toc=0J:L:2018:295:TOC
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Information Security coordination
TheChieflnformation Security Oifer (ASO) coordinates the Information Security Management System on
behalf of the Authorising Officer. In particular, tB&SO advises the ICT Unit to develop and implement
information security policies, standards, guidelines and baselines that seekupesthe confidentiality,
integrity andavailabilityof the information systems of the Agency. TBISO is instrumental in incident
handling and incident response and security event monitoring.dQ8© also leads the security training for
0 KS | 3 &ff/aBh@ @rovide security guidance on all IT projects, including the evaluation and
recommendation of technical controls 2020 the ASOwill contribute to such goals as:
1 Developing assurance frameworks to demonstrate ongoing improvement of theriafmm
security management system. This includes
o0 developing KPIs
1 Monitoring and reportinghe following to ITAdvisoryCommittee
o0 KPI results
o Incidents identified and managed
o NonCompliances with policy identified and addressed
1 Improving the securitposture of ENISA by planning penetration tests and vulnerability
assessments
9 Advising on security policies and updating existing ones in line with the evolution of threats and
risks
Improving the internalT security training for ENISA staff
Implementingnew systems and tools that can support improvementsrdarmation Security.

= =

Objective6.2. Engagement with stakeholders and international activities

Stakeholderscommunication anddisseminationactivities

In 2019, ENISA wittontinue its efforts¢o improve its focus on key activities and engage the higher possible
number of stakeholders. This includes the various groups of stakeholders that count with institutional,
academia, industry, citizens, eta.its engagement with the stakeholders, thgefcy is guided by

principles as balanced representation, openness, transparency and inclusiveness.

Dissemination and Outreach
The Agency will continue developing various tools and channels including the web site and with strong
emphases in social medidissemination activities are the responsibility of the Stakeholders
Communication team that will seek the appropriate level of outreach activities to take ENISA”s work to all
interested and to provide added value to Europe.

ENISA’simage of quality and2& G A & LJ NI Y2dzyd F2NJ £t &dl1SK2f RS
the European Citizens in all areas of our society to trust in ENISA’s work. The cyber security challenges ar
increasing in the world and Europe is not an exception. With thisctbb@ENISA’s image needs to be
continuously reinforced. The outreach of the Agency work is essential to create the NIS culture across the
several actors in Europe. ENISA is consistent of this fact and will work with all interested to reach the
Citizens tlat require information about the work that is developed by the Agency.

Several activities are planned in several Member States that will engender the cyber security awareness
across Europe, fulfilling ENISA"s mandate, mission and strategy until 2020.
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Area Metric Increase Relative to
Previous Year
2020 | 2021 | 2022
Volume of media material Number of press communications published 30% | 30% | 20%
published by the agency
Number of social media items | Number of social media items published 40% | 40% | 30%
Numberof social media followerg Number of social media followers 25% | 25% | 20%
Number of corporate events Number of corporate events 40% | 10% | 10%
Website traffic Number of page views/visits/unique visitors/returning 30% | 30% | 20%
visitors

Internal communications
Within the RDinternal communicationsactivities aim to keep all those working within the Agency
informed and to enable both management and staff to fulfil their responsibilities effectively and efficiently.
A strong corporate culture improves staff engatent and ultimately the implementation of the work
program. It is envisaged to do an annual review of this Strategy to ensure that it is kept up to date and
appropriate for the Agency.

Task Objective Level of completion
2020 | 2021 | 2022

Maintain staffinformed on ENISA 20 staff meetings per year 100% | 100% | 100%

Activities (internal communications)

Team building activities Events with participation of all staff 2 2 2

Permanent Stakeholders Group
In 20, ENISA will continue support thePermanentStakeholders Group (PS&)dwill aim toreinforce
the contribution of thePSGo the ENISA Work Programme.

ThePSGia O2YLIRASR 2F ay2YAYIl 4G4SR YSY0o SNETEhe totgf RumbeS Y o ¢
of members is 3 and they come from all over Eu@p These members constitute a multidisciplinary

group deriving from industry, academia, and consumer organisations and are selected upon the basis of
GKSANI 26y ALISOATAO SELISNIAAS FYR LISNAZ2YLFE YSNAIG
regulaory authorities, data protection and law enforcement authorities.

The PSG is established by the ENISA regulation (EU) No 526/2013. The Management Board, acting on a
proposal by the Executive Director, setsaipSG for a term of office ob2years.

A newPSG was elected in 2017.The Role of the PSG group is to advise the Executive Director on the
RSOPSt2LySyd 2F GKS 1 3Syo0eQa ¢2N)] LINRPINIYYSI |yR
stakeholders on all related issues.

National Liaison Officer Netwak
ENISA in 2017 has kicked off various activities aiming at strengthening the cooperation with its National
[ AL A&2Yy hTTA O.9hkeQuctiitled weréontinudiaadwedk further elaborated in 2048d
20190 b[ ha FNB {Sé& [dalyaokindhayNaria Be inteBastigrondtiOsalect public
sector entities in the MS while they provide assurance in terms of outredifgittive liaison with the MS
and dissemination of ENISA deliverables.

ENISA will build upon these activitiesiwihe NLO Network, as furtherthe first point of contact for
ENISA in the Migeyond the Management Boarwith emphasis on:
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1 NLO meetingto discuss possible improvements in the collaboration with ENISA and input on
selected ENISA projects. Improvements aim at leveraging on the NLO network for the
RAZASYAYLFLGA2y 2F 9bL{!Qa ¢2N)] G2 GKS 9! aSyo

1 The members of theNLO networkwill continue to receive informatioon ENISA deliverables,
upcoming ENISA project related tendarsws, working groups entailing requests for identification
of experts in the MSyacancy notices, and events organised by ENISA or where theyAge
contributes to (for example corganiser, etc.as well as timeritical information

1 The Agency maintaining and sharing with the NLO network information on all relevant ENISA
projects and activities (e.g. unit responsible for the project, relevantéemesults, etc.) while
maintaining and expanding as appropriate online resources available.

Additionally, guidelines provided by the Management Board on missions, objectives and functioning of the
NLO network will guide the development of this importémdl for ENISA for community building.

International relations
''YRSNI GKS 9ESOdziA S 5ANBOG2NNRE FdZARFYOS YR AYyA
international level

ENISA should participateimernational cybersecurity f@rsuch as ta OECD, ICANNU,ISOJGF in so far
as these groups are discussing itesirectly related to our work programme or strategy.

9 Acting within its mandateE=NISA will develop contacts with important cybersecurity bodies
outside the EWhere synergies are lmeeficial tothe EU cybersecurity programménexample is
NIST, which plays amportant role in the implementatioybersecurity in the US

1 ENISA will follow the development of relevant subjects at the international level in order to align
EU activities Wth other global players. An example here is provided by the work that ITU is doing
with CSIRTSs, which needs to be aligned and will create added value and harmonization to all.

T 9bL{! adGlFF oAttt FTGGSYR AydSNYI lnstangelthe O2 y FSN
Meridian Conference is the main CIIP conference of the year and the FIRST conference plays the
same role for CERTSs.

1 The EDmayattend international conferences in order to enhance the Agency visibilitymay
also request other staff membsrto attend such conferences when it is in the interest of the
Agency
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List of Outputsin work programme2020

Activity ICO ELISNI A& Sd | yGAOALI S | yR &adzLLR2 NI 9dzNRLISQa 1y2sf SR3AS

Objective 1.1. Improvingnowledge on the security of digital developments

Output O.1.1.% Building knowledge on the security of Internet of Things

Output O.1.1.%; Building knowledge on the security of Connected and Automated Mobility (CAM)

Output 0.1.1.%; Building knowledgen Atrtificial Intelligence security

Output O.1.1.4 Building knowledge on the security of Healthcare services

Output O.1.1.5, Building knowledge on maritime security

Output O.1.1.6; Building knowledge on cryptographic algorithms

Objective 1.2. Cybeecurity Threat Landscape and Analysis

Output O.1.2.% Annual ENISA Threat Landscape

Output O.1.2.%; Restricted and public Info notes on cybersecurity

Output 0.1.2.3; Support incident reporting activities in the EU

Output O.1.2.4; Supporting theoperational sectoral implementation of the NIS Directive

Objective 1.3. Research & Development, Innovation

Output O.1.3.X% Supporting EU research & development programmes

Activity 2¢ Policy. Promote network and information security as an EU pptioyity

Objective 2.1. Supporting EU policy development

Output 0.2.1.% Supporting policy developments in NIS Directive sectors

Objective 2.2. Supporting EU policy implementation

Output O.2.2.% Recommendations supporting implementation of the elR&§ulation

Output 0.2.2.%; Supporting the implementation of the Work Programme of the Cooperation Group under the NIS Directive

Output 0.2.2.3; Contribute to the EU policy in the area of privacy and data protection with input on cybersecurity nelagestires

Output 0.2.2.4 Guidelines for the European standardisation in the field of ICT security

Output O.2.2.5, Supporting the implementation of European Electronic Communications Code

Activity 3¢ Capacity. Support Europe maintainistgte-of-the-art network and information security capacities

ho2SOUADBS odmd ! aaAriad aSYoOSNI {dlIdSaqQ OF LI OAdGe o6dzaf RAY3

Output 0.3.1.% Technical trainings for MS and EU bodies

Output 0.3.1.%; Support EU MS in the development and assessment of NCSS

Output 0.3.1.3; Support EU MS in their incident response development

Output 0.3.1.4 ISACs for the NISD Sectors in the EU and MS

Objectiveo ®H ®@ { dzLJLI2 NI 9! AyadAddziAzyaQ OFLI OAlGeée odzAf RAy3Io

Output0.3.2.1¢ Liaison with the EU agencies on operationsiiés related to CEFOT! Q& F OG A BA G A Sa

Output 0.3.2.2.¢ Cooperation with relevant EU institutions, agencies and other bodies on cybersecurity initiatives

Objective3.3. Awareness raising

Output 0.3.3.X European Cyber Security Challenges

Output O.3.3.2; European Cyber Security Month deployment

Output 0.3.3.3; Support EU MS in cybersecurity skills development

Activity 4¢ Cooperation. Foster the operational cooperation within the European cybersecurity community

Objective 4.1. Cyber crigisoperation

Output 0.4.1.% Planning of Cyber Europe 2020

Output 0.4.1.%; Support activities for Cyber Exercises

Output 0.4.1.3; Support activities for Cybersecurity collaboration with other EU institutions and bodies

Output O.4.1.4, Supporting thdmplementation of the information hub

Output O.4.1.5, Supporting the EU Cybersecurity blueprint

Objective 4.2. Community building and operational cooperation

Output 0.4.2.1¢ EU CSIRTs Network support

Output 0.4.2.%; Support the fight againstybercrime and collaboration across CSIRTs, LEA and other operational communities

Output 0.4.2.3; Supporting the operations of MeliCERTes platform
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Activity 5¢ Cybersecurity certification. Developing security certification schemes for digital prodect&;es and processes

Objective 5.1. Support activities related to cybersecurity certification

Output 5.1.1¢ Support for the EU Cybersecurity Certification Group and potential subgroups

Output 5.1.2¢ Research and analysis of the market as an endbtagertification

Output 5.1.3¢ Setup and maintain a Certification portal

Objective 5.2. Developing candidate cybersecurity certification schemes

Output 5.2.1¢ Hands on tasks in the area of cybersecurity certification of products, services andgg®ces

Output 5.2.2¢ Tasks related to specific candidate scheme
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AnnexesA

A.1 Annex I:Resource allocation per Activit020 ¢ 2022

Next £ctions of this Annexpresentsthe evolution of past and current situatipas well as the distribution
of resourcesand budget for the 6 activities of the WP2020

Overview of the past and current situation.

WP 2@0is following the COM guidelines and MB decisions. The Work Programme is structured following
the objectives and the priorities of the Ageneiging astructure build on the previous yearahere a new
activity was added to address the work to be carried on in the area of cybersecurity certification.

(V)]
(0p))

wS3IIFNRAY3I 9bL{! Qa 0dzRAS{HI {4n&20Bik meditral.h 208y asslight S (i &
increase in the title 1l was adopted/hen preparing this document, f@019, thefinal budget of the
Agency is still to be approved. The Annexes progiatain 2 Scenarios fathe Work programme019

As already presented, in the preparation of Work Paogme 2@0, ENISA igsingthe resourcegroposed

inthe Annexes of th® dzZNR LISy / 2YYA &daA 2y Q& LINEOKZ0L7) 47FRnAD 9 b L
(Cybersecurity Actl'he human and financial resources of past and current situation are presented in the
Anrexes of this document.

Resource programming for the years 202022

The distribution of budget andesources for 2P0 for the activities Al to Ais presented in the chart

WP2020 - budget and posts distribution (ABB)

100%

60% 19,0%
16,4%
40% 17,8% 1%
- - -
0%
Budget (%) Posts (%)
W Activity 1 — Expertise m Activity 2 — Policy Activity 3 — Capacity

Activity 4 — Cooperation m Activity 5 — Certification M Activity 6 — Enabling

Following the publication of the NIS Directive (NISD), the Agengyaikcating budget and resources to

the new tasks/activities provisioned for the Agency in the Directive. Another area which will probably
require more budget resources is the Cybersecurity Public Private partnership (cP&fjermore a
significant @rt of the new resources and budget are foreseen, according to Draft Cybersecurity Act, to be
allocated to thenew Activity 5 on cybersecurity certification
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For the interval 2022022 it is foreseen an increase of budget and resources allocated teethactivity
on Cybersecurity certification and well as to operational activities described in the draft Cybersecurity Act.

The budget and resources allocatidns 2020 to 2022vithin the summary tableand Annexes are in line

withi KS 9 dzNP LIS | yLINP2LY2YaAlaf & AT22yN2 &9 HCONI(R0073 47V Fndl

Overview of activities budget and resources

The budget and posts distribution is based on the Activity Based Budgeting (ABB) methodology of the

YIYyRFGS

Agency, which is line with the Activity Based Manageni&BiM) principle. ABB focuses on integrated

0dzZRASGAY3I YR FAYIFIYOALf YIyl3aSYSyidzx

To improve better estimation of resources needed for each ENISA activity, we need to split the budget

ol 48R 2V

forecast in Direct and Indirect budget. The following assumptions are used in the simplified ABB

methodology:

1 DirectBudget is the cost estimate of eaClperationalactivity (listed in Activities A1 toG\in

terms of goods and services procured.

1 Indirect Budget is the cost estimate of salaries, mission costs and overhead costs, attributable to

eachOperational or Compliancactivity. The indirect budget is 1gistributed against direct

budget in all Activities.

1 Complianceposts from Activity 8 Enabling are mistributed to Core ActivitiesAl to 5, and

operational posts of the Activity 8.

9 Total ABB posts (FTESs) are the sum of all the posts from all activities (B)lafteAthe re

distribution.

The table below presents the allocation of financial Andhan resources to Activities of the Agency based

on the above ABB methodology.

Total ABB budget| Total ABB posts
\WP2020 0€0 (FTEs)
Activity 1- Expertise. Anticipate and support Europe's knowledge in facing emerging cybersecurity challenges 4.213.495,9 21,04
Activity 2- Policy. Promote network and information security as an EU policy priority 1.981.689,8 20,3¢€
Activity 3- Capacity. Support Europe in maintaining stefehe-art network and information security capacities 3.886.420,8 17,64
Activity 4- Cooperation. Foster the operational cooperation within the European cybersecurity community 3.578.585,5| 21,71
Activity 5- Cybersecurity certification. Developing security certification schemes for digital products, services g
processes 3.463.147,3 18,37
Activity 6 - Enabling. Reinforce ENISA's impact 4.662.293,6 14,97
Total 21.785.633,2 114,0(
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A.2 Annex Il: Human and Financial Resour@20-2022

Table 1.Expenditureoverview

ENISA Programming Document 202022
Status: Draft, V2 Version: January 2019

2018 2019 Scenario 1 2019 Scenario &oted budget) 2020 2021 2022

Expendit [~ Commitment Payment Commitment Payment Commitment Payment Commitment Payment Commitment Payment Commitment Payment
ure appropriation | appropriation | appropriation | appropriation | appropriation | appropriation | appropriation | appropriation | appropriation | appropriation | appropriation | appropriation

S S S S S S S S S S S S
. 9.477.948,32| 9.477.948,32
Title 1 6.386.500,00[ 6.386.500,00] 7.133.782,80| 7.133.782,80 12.038.000,00] 12.038.000,00] 13.343.500,00| 13.343.500,00 13.875.000,00| 13.875.000,00
. 2.497.000,00] 2.497.000,00
Title 2 1.687.500,00( 1.687.500,00f 1.604.101,00| 1.604.101,00 2.886.000,00| 2.886.000,00f 3.114.000,00| 3.114.000,00 3.205.000,00| 3.205.000,00
Title 3 3.354.126,00| 3.354.126,00| 2.901.000,00| 2.901.000,00| 4.958.003,73| 4.958.003,73| 6.861.633,20| 6.861.633,20| 6.968.901,60| 6.968.901,60| 7.140.156,60| 7.140.156,60
Total
expendit 11.428.126,00] 11.428.126,00| 11.638.883,80| 11.638.883,80| 16.932.952,05| 16.932952,05| 21.785.633,20| 21.785.633,20| 23.426.401,60| 23.426.401,60| 24.220.156,60| 24.220.156,60
ure

Next tables show the commitments and payment appropriations based on the same structure for the next yeard8\MrRBO1® information of
Scenario 2 is providéd
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Commitment appropriations
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EXPENDITURE Commitment appropriations
Executed Budget 2017 Envisaged in 2019 . . VAR 2020/ 2019 . . . .
(31/12/17) Budget 2018 (Scenario 2) Envisaged in 2020 (Scenario 2) Envisaged in 2021 Envisaged in 2022
Title 1 : Staff Expenditure 6.398.429 6.386.500 9.477.948,32 12.038.000 27% 13.343.500 13.875.000,00
11 Staff in active
0
employment 4.674.964 5.186.400 6.794.000,00 10.181.000 50% 11.295.000 11.763.000,00
- of which establishment plan
posts
- of which external personnel
. . =0
12 Recruitment expenditure 175.432 261.100 971.948.32 445.000 54% 342.000 277.000,00
13 Sociemedical services
& 0,
and training 169.989 190.000 325.000,00 250.000 23% 305.000 375.000,00
i -169
14 Temporary assistance 1.378.044 749.000 1.387.000,00 1.162.000 16% 1.401.500 1.460.000,00
2.886.000 3.114.000
Title 2: Building, equipment
i 0,
and mlspellaneous 1.600.312 1.687.500 2.497.000,00 16% 3.205.000,00
expenditure
20 Building andassociated .
costs 868.135 1.000.500 1.100.000,00 1.180.000 7% 1.234.000 1.234.000,00
21 Movable property and 0
associated costs 25.435 60.000 58.000,00 99.000 71% 99.000 99.000,00
22 Currentadministrative
0,
expenditure 83.027 62.000 104.000,00 176.000 69% 201.000 201.000,00
23ICT 623.715 565.000 1.235,000,00 1.431.000 16% 1.580.000 1.671.000,00
6.851.310 6.968.901,60
Title 3: Operational 3.176.484 3.375.000 4.958.003,73 38% 7.140.156,60
expenditure
30 Activities related to 943.055 715.000 1.043.323,68 1.410.000 35% 1.410.000 1.415.000,00
meetings and missions
itsict’igzso”ta' operational 569.390 660.000 614.680,05 1.001.633,20 63% 1.059.901,60 1.150.156,60
36 Core operational activities 1.664.038 1.979.126 3.300.000,00 4.450.000,00 35% 4.499.000 4.575.000,00
TOTAL EXPENDITURE 11.175.225 11.428.126 16.932.952,05 21.785.633,20 2% 23.426.401,60 24.220.156,60
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Payments appropriations
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EXPENDITURE

Payment appropriations

Executed Budget 2017

Envisaged in 2019

VAR 2020/2019

(31/12/17) Budget 2018 (Scenario 2) Envisaged in 2020 (Scenario 2) Envisaged in 2021 Envisaged in 2022
Uit & 2 S BREmiine 6.398.429 6.386.500 TR 12.038.000 27% 13.343.500 13.875.000,00
11 Staff in active
0,
P ke 4.674.964 5.186.400 BTG 10.181.000 50% 11.295.000 11.763.000,00
- of whichestablishment
plan posts
- of which external personne
. . o
12 Recruitment expenditure 175.432 261.100 971.948.32 445.000 54% 342.000 277.000,00
13 Sociemedical services 0
and training 169.989 190.000 EGTAG 250.000 23% 305.000 SR
i - 0,
14 Temporary assistance 1.378.044 749.000 1.387.000,00 1.162.000 16% 1.401.500 1.460.000,00
2.886.000 3.114.000
Title 2: Building, equipment
H 0,
and mlgcellaneous 1.600.312 1.687.500 2.497.000,00 16% 3.205.000,00
expenditure
20 Building and associated 0
st 868.135 1.000.500 L IERTRED 1.180.000 7% 1.234.000 1.234.000,00
21Movable property and 0
scocinted costa 25.435 60.000 SR 99.000 71% 99.000 99.000,00
22 Current administrative 0
expenditure 83.027 62.000 PTG 176.000 69% 201.000 201.000,00
231CT 623.715 565.000 25T 1.431.000 16% 1.580.000 1.671.000,00
Tii® & Ol aeEieE] 3.176.484 3.375.000 4.958.003,73 Bl ey 38% 6.968.901,60 7.140.156,60
expenditure
EDAETIES TR 1 943.055 715.000 1.043.323,68 LARIDLET L) 35% 1.410.000 1.415.000,00
meetlngs andmissions
iﬁci‘;gzso”ta' EPREIEE! 569.390 660.000 614.680,05 SIS A 63% 1.059.901,60 1.150.156,60
235;2*50"“""“0”""' 1.664.038 1.979.126 3.300.000,00 SHASILITIEY 35% 4.499.000 4.575.000,00
TOTAL EXPENDITURE 11.175.225 11.428.126 16.932.952,05 21.785.633,20 29% 23.426.401,60 24.220.156,60

67



file:///C:/Users/uribase/AppData/Local/Microsoft/Windows/INetCache/Content.MSO/78764420.xlsx%23RANGE!%23REF!
file:///C:/Users/uribase/AppData/Local/Microsoft/Windows/INetCache/Content.MSO/78764420.xlsx%23RANGE!%23REF!

x *
* *
, enisa
*

Table 2¢ Revenue Overview

ENISA Programming Document 262022
Status: Draft, V2 Version: January 2019

2017

2018

2019 (Scenario,2allocated
budge)

2020

2021

2022

Revenues

Revenuesstimated by the
agency including Amending

Revenues estimated by the

Revenues estimated by the

Revenues estimated by the

Revenues estimated by

Revenues estimated by the

Budget agency agency agency the agency agency
EU contribution 10.322.000 10.529.000 15.910.000,00 20.646.000 22.480.000 23.023.000,00
Other revenue 853.225 899.126 1.022.952,05 1.139.633,20 1.178401,60 1.197.156,60
Total revenues 11.175.225 11.428.126 16.932.952,05 21.785.633,20) 23.426.401,60 24.220.156,60
2017 2018 2019 (Scenario 2) VAR 2020/ 2019
REVENUES Revenues estimated | As requested by the Envisaged 2020 (Scenario 2) Envisaged 2021 Envisaged 202
Executed Budget
by the agency agency
1 REVENUE FROM FEES AND
CHARGES
2. EU CONTRIBUTION 10.322.000 10.529.000 15.910.000,00 20.646.000 30% 22.248.000 23.023.000,00
of which Administrative (Title 1
and Title 2)
of which Operational (Title 3)
of which assigned revenues
deriving from previous years'
surpluses
3 THIRD COUNTRIES 382.952,05 499.633,20 538.401,60 557.156,60
CONTRIBUTION (incl. EFTA and 252.977 248.626 30%
candidate countries)
of which EFTA 252.977 248.626 382.952,05 499.633 30% 538.401,60 557.156,60
of which Candidate Countries
4 OTHER CONTRIBUTIONS 566.261 640.000 640.000,00 640.000 0% 640.000 640.000,00
of which delegation agreement,
ad hoc grants
5 ADMINISTRATIVE OPERATIO 33.986 10.500 ) 0 0 )
6 REVENUES FROM SERVICES
RENDERED AGAINST PAYMEN
7 CORRECTION OF BUDGETAH
IMBALANCES
TOTAL REVENUES 11.175.225 11.428.126,00 16.932.952,05 21.785.633,20 29% 23.426.401,60 24.220.156,60
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Table 3¢ Budget outturn and cancellation of appropriation€alculation of budget outturn

ENISA Programming Document 202022
Status: Draft, V2 Version: January 2019

Budget Outturn 2015 2016 2017 2018

Revenue actually received (+) 10.069.280 11.034.366 11.223.387 11.572.995,00
Payments made CZ3)( 9.395.559 9.860.775 9.901.545 -10.345.736,00
Carry-over of appropriation () 674.521 1.176.717 1.376.731 -1.348.657,00
Cancellation of appropriations carried over (+) 80.675 38.616 90.916 108.302,00
Adjustment for carry over of assigned revenue appropriations from previous year (+) 800 3.127 49.519 124.290,00
Exchange rate differences (4/ 278 -180 -12 -689,00
Adjustment for negative balance from previous yeaj (

TOTAL 80.397 38.436 85.535 110.505,00
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Cancellation of appropriation¥

1 Cancellation o€ommitment Appropriations

No commitment appropriations were cancelled.

In 2017, ENISA demonstrates a commitment rate 909 %, of C1 appropriation of the yeat the
yearend (31/12 Theconsumption of the 2017 Budgat yearend shovs the capacity of the Agency to
fully implement its annual appropriations. The same commitment rate achieved in 2010, 2011, 2012,
2013, 2014, 201,52016and 207%, is maintained foan eightyear in a row. The payment rate reached
88,19 % and the amount carried forward to 280i51.411.440,5EUR, representinyj3,30 % of total C1
appropriations 207.

Cancellation of Paymewitppropriationsfor the year

No payment appropriations wereancelled.
Cancellatiorof Payment Appropriations carried over

(C dzy R

& 2 dzhIpr8priatidny carried over automatically from Btb 2017.)

The appropriations of 2@lcarried over to 201 were utilised at a rate of@61 % (automatic carry

overs) which indicates a satisfactory capability of estimation of needs. From the amount 66BEUR
198,32 carried forward, the amount of EUIR 916,34 was cancelled, due to the fact that the estimated
expenditure deviated from the acali paid amountThis cancellation represent 0,87 of the total
budget.

A.3 Annex lll:-Human Resources Quantitative
Table 1¢ Staff population and its evolution; Overview of all categories of staff

Staff population

Authorised
under EU
budget 2077

Actually
filled as of
3112.207

Authorised under
EU budget for
year 20B

Actuallyfilled
as of
31.12.20B

In draft
budget for
year 20D
Scenario 1

In draft
budget for
year 20D
Scenario 2

Envisaged in
2020

Envisaged
in 2021

Envisaged
in 202

AD
Offici

AST
als

AST/SC

AD

34

29

34

32

34

43

51

57

60

TA AST

14

13

13

12

13

16

18

19

19

AST/SC

Total

48

42

47

69

76

79

CA GFIV

28

17

16

28

28

28

CAGF Il

11

10

CAGFII

CA GFlI

Total CA

30

29

27

33

33

33

SNE

12

12

12

Structural service
providers

TOTAL

84

74

74

114

121

124

External staff for
occasional
replacement
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Table 2¢ Multi-annual staff policy plan year ZD ¢ 202
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Category and
grade

Establishment plan in

EU Budget 208

Filled as of 31/12/208

Modifications in year
2018 in application of
flexibility rule

Establishment plan
in voted EU Budget
2019

Modifications in year
2019 in application of
flexibility rule

Establshment
plan 2020

Establishment
plan 2024

Establishment
plan 2022

Off. TA Off. TA Off. TA Off. TA Off. TA TA Off. TA Off. TA

AD 16
AD 15 1 1 1 1 1 1
AD 14
AD 13
AD 12 3
AD 11
AD 10 5
AD 9 10
AD 8 15
AD 7
AD 6
AD 5
Total AD 34 32 43 51 57 60
AST 1
AT 10
AST 9
AT 8
AST 7
AST 6
AST5
AST 4
AST 3
AST 2
AST 1
Total AST 13 12 16 18 19 19
AST/IE1
AST/SC2
AST/SC3
AST/SC4
AST/SC5
AST/SC6
Total AST/E
TOTAL 47 44 59 69 76 79

w
(2}
o
o
(2}

12 12 12 12
19 21 21 22

R|oo(w(o|d|w

RN
RO
P |00~
R|ag1|oo|u
[ ko2l Kok 14l

WIBRIN|IN|F-

71



* *
x * ENISA Programming Document 262022
x enisa Status: Draft, V2 Version: January 2019
*

A.4 Annex IV:Human ResourcesQualitative
A. Recruitment policy

Statutory Staff

The Agency continues to enhance the management of selection procgdithea foas on improving time
to hire, developing good practicesrecruitment andstreamlining processes. The acquisition of a modern
e-recruitment tool from another EU Agency would definitively help.

The Agencys also investing in the developmentaf HR strategic approadhcusing on competeney

0l aSR A ieSididEtkilBrmad training for Selection Board Members, alignment of

competencies across the organisation per job profile, targeted recruitment procedures for specialised
profiles,transversal recruitment procedures where reserve lists could be wuwefiling vacant positions

across all Departments/Unit§, LISOA FAO RA&AaSYAyl Gy 2F 9bL{! Qa 2

The job family and job category framework is being consolidatdide with the Annex | of the SR

Assistant Job Family:

1 Assistant Job Categor(staff carrying out administrative, technical activities such as assistance
and/or secretariat requiring a certain degree of autonomy): typically, these posts are filled by grades
SC1SC2, ASTASTS, FGI, FGlII

9 TechnicaAssistant Job Category (staff piding support with a medium degree of autonomy in the
drafting of documents and assistance in the implementation of
policies/projects/procedureprocesse¥ typically, these posts are filled by grades AB%47, FG I

1 SeniorAssistant Job Category (stafirrying out administrative, technical activities requiring high
degree of autonomy and carrying out significant responsibilities in terms of staff management,
budget implementation or coordinationdypically,these posts are filled by grades ASNST11 ad
only for the two Assistants to Head of Departments by FG IV

Operational Job Family:

1 Junior OfficetAdministrator Job Category (staff providing junior expertise in a specific field of
knowledge): typically, these posts are filled by grades AD5, E& IV

9 OfficerAdministratorJob Category (staff providing officer expertise in a specific field of knowledge):
typically, these posts are filled by grades ARIB/7, FG IV 148

1 Lead Officel/Administrator (staff providing top level expertise in a specific fieldkabwledge):
typically, these posts are filled by grades ARI39

 Team Leader Job Category (staff providing operational excellence with some managerial
responsibilities): typically, these posts are filed by grades-ADID, FG IV 148

1 SpecialAdvisorJob Category (staff providinglirect assistance in a specific field of knowledge):
typically, these posts are filled by grades ARI912.

Managerial Job Family:
1 Middle Manager Job Category (stpfbvidingoperational vision anchanagerial expertiséncluding
financial managemeinttypicall, these posts are Head of Upibsitionsfilled by grades ADAD12
1 SeniorManager Job Category (stagffoviding strategical vision and managerial experirgguding
financial expertisg typically, these posts are Head afgartmentposition (filled by gradesAD1%t
AD13)
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1 Executive Directoffilled by gradef\D1415)

Following the 2014 SR reform, ENISA adopted and is applying the new implementing rules on the
engagement and use of Temporary Staff for Agencies (TA 2f), thugrena more consistent staff policy
and allowing intermobility between EU Agencies.

Concerning the duration of employment, Temporary Agents and Contract Agents are offeredytygical

term contract of three yearsrenewable for another limited periodf five years. These contracts are
converted into contracts of indefinite period if a second renewal is offered and accepted. All contracts
renewals are subject to an assessment of the performance of the staff member and depend on budget
availability and e business needs for the function occupied as stipulated in the ED Decision 38/2017 of 6
June 2017 concerning employment contract renevialaddition, ENISA is activating shtatm contract
agents(two years, renewable once for a maximum one y¢atpe allocated depending on business needs

or any other human resources constraints (a.i. long term sick leave or part time,Tétis. engagement of

staff allows the Agency to keep an adequate degree of flexilaitity adapt the workforce based in the
business needs

Non-Statutory Staff

ENISA welcomes Seconded National Experts (8iEs)opportunity to foster the exchange of experience
and knowledge of the Agency working methods and to widen the expertise netwgerts can be
seconded to ENISA for the duration of a minimum six months to a maximum of four RS offers paid
traineeship opportunities to talented, highly qualified young professionals at the start of their careers, in a
field of their choice¢ N} Ay SSa KI @S (KS 2LILRNIdzyAde G2 AYYSNH
European system in general. The traineeship may last from a minimum of six months to a maximum of twelve
months.

Finally, in compliance with both the EU legal framework@arfidS DNBS{ f I 62 dzNJ f S3AA &
intended to rely on interim services under specific circumstances and for lipéedd. The Agency holds
a frameworkcontract thathas beerawarded to a temping agency.

B. Appraisal of performance and rissification/promotions

9bL{! KIFI&d FR2LISR (GKS LYLXSYSyiliAy3 NMz Say a. +
wSOf FaaAFAOLGARZ2Y 2F ¢! Qao

For the forthcoming years, the organisatiovill strive to see performance management as a business
processthat improves employee engagement and drive business resultgilllenable staff to focus on
having a constructive dialogue with the manager and to consider the exercise as a valuable developmente
tool, while clarifying that the appraisal and the prorast are two different exercises.
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Table 1- Reclassification of temporary staff/promotion of officials

How many staff members were prooted / Average number of yeari grade of
reclassified in Year 2@L reclassified/ promoted staff members
officials TA officials TA

Category and grade Stdf in activity at 1.01.Year 208

AD 16
AD 15 1
AD 14
AD 13
AD 12 3
AD 11
AD 10 2
AD 9 3 1 10
8
1

AD 8
AD 7
AD 6 10 2 5
AD 5 1
Total AD

AST 11

AST 10

AST 9

AST 8

AST 7

AST 6

AST 5

AST 4

AST 3

AST 2

AST 1

Total AST
AST/SC1
AST/SC2
AST/SC3
AST/SC4
AST/SC5
AST/SC6
Total AST/SC
Total 42 7

=
~

w|o|w|k|~
[
~

Table 2- Reclassification of contract staff

Function Group Grade Staff in activity at 1.01.Yea2018 How many staff members were reclassified il ~ Average number of years in grade of
Year2018 reclassified staff members

CA IV 17
16 1 1 2
15
14 7
13 7 2 3

CA Il 10 2 1 6
9 8 1 4
8 2

CAll

CAl 2 1 1 6

Total 29 6

74



ENISA Programm@gmDocument 2022022
Status: Draft, V2 Version: January 2019

C. Mobility policy

All internal moves are processed via Article 7 of the Staff Regulations and for transparency purposes ar
published internally on INTRAENISA. In order to create a motivated and versatile workforce, ENISA h;
adopted an ED Policy 01/2017 of 22 February720i Internal Mobility Polic\ENISAalsojoined the inter
agency job market (IAJM) with the view, as for all other Agencies, to offer possibilities of mobility to staff in
Agencies by assuring a continuation of careers and gratiitionally, ENISA idsa opened to mobility
between the Agencies and the EU Institutions.

D. Learning and Development

The Agency is striving for excellence in the approach to developinglstaffder to make the most out of
its internal expertise and to develop mechanismogétain staff, the organisatiois focusng on offering a
wide range of Learning and Development Opportuniiiesuding mandatory training¢e.g. Ethics and
Integrity, harassment prevention, efc various workshops and Team Building eventdjrancourses, access
to EULearn, etc.

E Gender and geographical balance

Asof 31/12/2018 ENISA counts withd/Staff members (4 TAsof which32are ADs and 2 areASTs), 2CAs
and 3 SNEs

The overall gender balance among ENISA staff shows apmealalence thais understandable given the
a02LIS 2F (GKS !13Syo0eQa ¢2Ny® !'a | YSIFadz2NBE G2 LINE
notices prevent any kind of discrimination and theSf SO A2y . 2 NRQa O2YLR2 aAl
gender and nationality as far as possitlley’ f Ay S gAGK GKS 9dz2NRPLISIFY [/ 2YY
female representation in managerial positions, the Agency nominat@®16and 2017a Frenchwomanas

Head of HRind a Swedistvomanas Head of Finances and Procurement

Gender @F @M

F 47.62%

M 52.38%

With regard to the geographical balance, while there is no quota system in operation, the Staff Regulations
require when recruiting to strive for a broad balance among natitiraland to adopt measures if there is
imbalance between nationalities among staENISA is paying great attention to this requirement as
reflected by the latest recruitments.
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11 TTTTIrr — —
IT RO BE PT ES GB ML BG CY DE FR LV PL cZ E SE SK
F. Schooling

A European School is located in Heraklion and is used byrs¢aibers of ENISAhe rest of ENISA pupils
attend various schools in Atheasd in other M®ased on service level agreement concluded with a number

of international schools

A.5 Annex \ Buildings

ENISA wiikontinue to have two office spaces in Heraklion and Athens.

A.6 AnnexVI: Privileges and immuniti€’

Privileges granted to staff

Agency privileges Protocol of privileges and immunities / diplomatic )
Education / day care
status
In accordance with Art. 28f Regulation | In accordance with Aicle 23 of Regulation (EU) No A public School of European Educatio

(EU) No 526/2013 of the European 526/2013 of the European Parliament and of the Coul] Type 2, was founded in 2005 by the
Parliament and of the Council of 21 Maj of 21 May 2013, the protocol No 7 on the privileges af Greek government in HeraklianCrete
2013, the protocol No 7 on the privilege| immunities of the European Union annexed to the TE for the children of the staff of ENISA.
and immunities of the European Union | and the TFEU applies to the Agency and its staff.

annexed to the TEU and the TFEU app| The GreelGovernment and ENISA signed a Seat

to the Agency and its staff. Agreement in April 2005, which was ratified by Greek
Law 3572/2007 and is applicable to ENISA and its sta

There is no European School operatin
in Athens.
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A.7 Annex VIl: Evaluations

ENISAs uses amternal monitoring systenfMATRIXand is used for project managememnonthly
reporting andthe ENISA management teamesregularly this information. Moreover, ENISA have
implemented a migterm review procedure and regular monthly management team meetings.

External consultantare contracted to carry annual gxost evaluation of operational activities. The scope
oftheevalud A 2y F20dzaasSa 2y 9bL{! Qad 2LISNIGA2ylIf I OGAC
EUR. The overaim of the annual evaluations is to evaluate the effectiveness, efficiency, added value,
utility, coordination and coherence.

A.8 Annex VIlIRisks YeaR020

The Self Risk Assessmarats performed by the Internal Audit Service in 2016. Three areas wepeged
for the three next yearsStakeholders' Involvement in the Production of Deliverables in ENISA (done in
2017) Human Resources (201&formation and Communication Technolo@p19)

A.9 Annex IXProcurement plan Yea2020

[To be added ithe second part of 201p

A.10 Annex XENISAOrganisation
As provided in th&NISA Regulation (EU) No 526/20h8 bodies of the Agency comprise:

1 AManagement BoardThe Management Board is ensuring that the Agency carries out its tasks
under conditions which enables it to serve in accordance with the founding Regulation.

1 AnExecutive Boardrhe Executive Board is preparing decisions to be adopted by the Management
Board on administrative and budgetary matters.

1 APermanent Stakeholders' Grouphe PSG advises the Executive Director in the performance of
his/her duties under this Regulation.

1 AnExecutive DirectoiThe Executive Director is responsible for managing the Agency and
performs his/her duties independently.

The ENISA organisation valid at the end of 28X8ovided in the image below.
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Annex B:Key Indicatordefinedfor the multtannual activities

The Agencys in a continuougrocess for improving the standing of its key indicators for the purpose of
measuring and reporting better and more accurately against its annual work program, in line with the
prescribed Commission approach.

The purpose of key indicators for ENISA igrtavide the metrics to measure against performance, results
FYR AYLI OGO 2F GKS 13SydeqQa 2dzi02YSz: 2dzildzi I yR
dynamics on network and information security, an area of policy that largely still remains unde
development at the EU level, as technology and business models evolve.

The chosen approach initially sets the designated levels of key indicators; each type of indicator is groupec
alongside other similar ones at the appropriate level. This approaslioéen developed taking into

account the capability of the Agency to report, and the need to avoid any unnecessary burden on the
Agency. The Agency capability to report reflects, effort, organisational measures as well as tools available
or that can be olaiined relatively easily. Measuring operational performance that concerns the policy

raison d'étre of the Agency remains the focal point for the key indicators introduced. The key notions and
main vectors of annual and mublinnual measurements are presedtbereunder:

Performance

Results Impact

Annual

activities’ level
(ex-WPK/cluster)

Multiannual
activities’ level

Output level

(ex-Deliverables) Agency level

Output measured

KPls for each deliverable

Outcome measured

KRI (Key Results
Indicators) per Activity

Progress of KRI
presented for year N

Proposed indicators:

« S: scope

= B: budget(*)

« P: people ()

- T: time(*)

= Q: quality of performance
(depending on the output:
Publication, Events,
Support)

“(*)Up to the designated levels

Proposed indicators:

«D: delivery Indicator
(Y/N), i.e. 95% (3 sigma)
of projects/activity
delivered in SBPTQ for
year N, with 5%
fluctuation margin

«F: feedback from
stakeholders -- Store and
analyse aggregates in a
database

Outreach Impact Kl (Key
Impact Indicators)

Proposed indicators:
+95% (3 sigma) of
projects/activity delivered
in SBPTQ for year N+1 and
N+2, with 5% fluctuation
margin

«Fa: Feedback aggregation

Fitness-for-purpose at

the Agency level:

+E: evaluation report
according to mandate
every 2 years — external
evaluation (COM, etc.)

annual multi-annual

Key indicators at ENISA seek to measure:

1 Performance that is a concern at the output level when deliverables are produced. Metrics used,
are project managemenbased and they include:

a. Adherence to the scope of the deliverable or project

Budget (or financial resources) available to the output or project, remaining within prescribed

levels with a £5% margin

c. People (or human resources) available to the output or project, remaining within prescribed levels
with a £5% margin

d. Time available t@arry out the output or project remaining within prescribed levels with a £5%
margin

e. Quality of performance depending on the type of output, according to the classification of output
in the work program (being, publication, event, support).

=
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f Results that e a concern at the annual and at meiitiy’ y dz £ +F QG AGAGASAaQ SO
are as follows:

a. Delivery indicator aiming at delivery of at least 95% against work program planning. This is
SldA @It Syd G2 | o 060 { A 398.B% and I98%)yclkatly tiergeyicy 6 N
has historically proven its operational ability to deliver at much higher level, meetifg Sigma)
specification requirements (at 99,99%). However allowing for a 3 Sigma level meets the above
mentioned deviation ratef +5%% The criteria used, being scope, budget, people, time and
quality, they all refer to the proper execution of the project leading up to the production of
output. This evaluation is done at the end of the project within ENISA.

b. Following the produgbn process that leads up to an output, feedback from stakeholders is
collected on each output. Results are further aggregated on a-anuttial basis by the Agency.

1 Impact is measured at the Agency level only; it is based on feedback received frovaliatien
2T (KS ! 3SyO0eQa LISNF2NXI YOS 0286y AYAUGAFGAODSaA
initiative) and/or institutional third party evaluations such as those commissioned by the European
Commission, the European Court of Auditors etc.

The keyindicators broken down at the output level, the activities level and the agency level, are presented

hereunder:
Key indicators in ENISA
Output level Activities level Agency level
Scope (e.g. Scope driftas| S | Variable: Deliverables (number of D Numerical: 9@l tdzZt GA2Yy 6 N E |Variable:
compared to approved WH TLR deliverables realised against th quantitative aggregates) Periodic Agencyf TLR
plan) WP plan) target evaluation e.g. COM (2018),
Ramboll etc.)
Budget (e.g. appropriationy B | Variable: Feedback (number of positive | F Numerical:
utilised and staféngaged TLR and not so positive feedback) guantitative
in a project plus or minus *) target
50%)
People (e.g. staff engaged| P | Variable: Feedback aggregates fowlti- | Fa | Numerical:
in a project plus or minus TLR annual performance (**) guantitative
5%) target
Time (e.g. duration of T | Variable: (*) Feedback via e.g. survey
project plus or minus 5%) TLR associated with deliverables or
website
Quality (e.g. citations, Q | Integer: (**) Aggregations of
downloadsMS quantitative | deliverables or categories
participation etc.) target thereof

All rating indicators follow a variable Traffic Light Rating (TLR) system that is laid out as follows:
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1 Green, that reflects 5% deviation meaning that the planning / performance are appropriate and
within prescribed levels.

Yellow, that reflects 20% deviation meaning that the planning / performance need to be revisited.
Red, which reflects deviation abo28% meaning that the planning / performance need thorough
review.

= =

Feedback is collected by means of surveys. It is envisaged that the deliverables part of &itewal be
leveraged to channel targeted feedback against each deliverable downloadeds &hiask however that
will be made available as from 2018, at the earliest.

Below follows an example of output related indicators to be collected concerning the key types of Agency
output, being Publication, Event, Support types of output.

KPI | Description Output type (P) * | Output type (E)** | Output type (S)***
1 S Defined in the planning phase and
confirmed throughout delivery Scope in start remains identical to scope in the end
2 B Budget remains within +5% of Working group, external Logistics, reimbursements for | Technical equipment, services,
designated budget level toover supplier, experts etc. speakers, catering, communication, market research
requirements defined communication etc. etc.
3 P Staff allocated to remain within +5%
of designated FTEs REF: Matrix data
4 T Project duration to remain within 59 REF: Matrix data
of planned time
5 Q Any of the following quality indicatord Number of MS involved, Number of participants, Number of subscribers,
as appropriate experts from MS authorities,| aggregation of feedback in aggregation of feedback of
Industry representatives, event survey etc. participants; feedbek of the
R&D etc., % population Policy principal (e.g. COM /MS
(survey) etc. etc.)
*Publication e.g. methods for security and privacy cost analysis
**Event e.g. WS on privacy and security
***Support e.g. NIS portal

Below follows an example of outcome related indicators to be collected concerning the key types of
Agency activities, at the annual and at the matinual level.

Aggregated outcome at the annual activity level in years n, n+1 and n+2 Multi-annual level
Annual activityy,. Annual activityy.. Annual activityy,. Multi-annual activityy..evolution
inyear n in year n+1 in year n+2
Delivery related | e.g. output instantiations e.g. output instantiations e.g. output instantiations In each 3 year period we aggregate
70% Green 80% Green 90% Green a per activity level:
20% Yellow 10% Yellow 10% Yellow 80% Green
10% Red 10% Red 0% Red 13% Yellow
7% Red
Feedback e.g. green feedback e.g. green feedback e.g. green feedback In each 3 year period we aggregate
(external) Out of 200 responses Out of 200 responses Out of 200 responses a per activity level:
45% positive 50% positive 55% positive 50% positive
45% neutral 40% neutral 40% neutral 41% neutral
10%negative 10% negative 5% negative 9% negative
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ABB: Activity Based Budgeting

APF: Annual Privacy Forum

BEREC: Body of European Regulators of Electronic
Communications

cPPP: Cyber Security Puliticvate Partnership

CE2Q0: Cyber Europe ZD

CEF: Connecting Europe Facility

CEP: Cyber Exercises Platform

CEREU: Computer Emergency Response Team for the EU
Institutions, Bodies and Agencies

CEN: European Committee for Standardization
CENELEC: European Committee for Electrotechnical
Standardization

CIIP: Critical Information Infrastructure Protection
CSCG: ETSI GEENELEC Cyber Security Coordination Group
CSIRT: Computer Security Incidents Response Teams
CSSU: Corporate Stakeholders and Services Unit

COD: Core Operational Department

COM: European Commission

CSS: Cyber Security Strategy

CNW: CSIRTs Network

DG: EC Directorat&eneral

DG CONNECT: EC Directofaemeral CONNECT

DPA: Data Protection Authorities

DPO: Data Protection Officer

DSM: Digital Single Market

E: Event, type of output i.e. conference, workshop, and
seminar

EB: ENISA Executive Board

EC3: European Cybercrime Centre, Europol

ECA: European Court of Auditors

ECSM: European Cyber Security Month

ECSO: European Cyber Security Organisation

ED: Execute Director

EDO: Executive Directors Office

EDPS: European Data Protection Supervisor

elD: electronic Identity

elDAS: Regulation on electronic identification and trusted
services for electronic transactions in the internal market
ETSI: Europearelecommunications Standards Institute
EU: European Union

FAP: Finance, Accounting and Procurement

FIRST: Forum of Incident Response and Security Teams
FM: Facilities Management

FTE: Full Time Equivalents

H2020: Horizon 2020

HoD: Head of Department

HR: Himan Resources

IAS: Internal Audit Service

ICC & IAC: Internal Control Coordination and Internal Audit
Capability

ICS/SCADA: Industrial Control Systems/Supervisory Control
and Data Acquisition

ICT: Information and Communication Technologies

IS: Informatbn Systems

ISP: Internet Service Providers

IXP: Internet exchange point

Kll: Key Impact Indicator

KPI: Key Performance Indicator

LEA: Law Enforcement Agency

MFF: Multi Annual Financial framework

M2M: Machine to Machine

MB: Management Board

MS: Member Stz

NAPAC: National Public Authority Representatives Committee
NCSS: National Cyber Security Strategies

NIS: Network and Information Security

NISD: NIS Directive

NLO: National Liaison Officer

NRA: National Regulatory Authority

O: Output

OES: Operators of Essential Services

P: Publication, type of output covering papers, reports,
studies

PDCA: Plabo-CheckAct

PETs: Privacy Enhancing Technologies

PPP: Public Private Partnership

PSG: Permanent Stakeholders Group

Q: Quarter

QMS: Quality Mnagement System

R&D: Research and Development

RD: Resources Department

S: Support activity, type of output

SB: Supervisory Body

SCADA: Supervisory Control and Data Acquisition

SDO: Standard Developing Organization

SME: Small and Medium Enterprise

SO: Stategic Objectives

SOP: Standard Operating Procedure

SRAD: Stakeholder Relations and Administration Department
TRCSIRT: Task Force of Computer Security Incidents
Response Teams

TLR: Traffic Light Rating

TRANSITS: Computer Security and Incident Respease T
(CSIRT) personnel trainings

TSP: Trust Service Provider

US: United States of America

WP: Work programme
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Annex DList of Policy References

The Agency situates its work in the wider context of a legal and policy environment as pointed out below.
Its activities and tasks are fulfilled as defined by its Regulation and integrated in this larger legal framework
and policy context.

] Year Reference Policy/legislation reference. Complete title and link \
2017

2017 Cybersecurity JOINT COMMUNICATION TO THE EUROPEAN PARLIAMENT AND THE COUNCIL Resilie

Strategy Deterrence and Defence: Building strong cybersecurity for thel@UN/2017/0450 final, available

at: http://eur -lex.europa.eu/legatontent/EN/TXT/?qid=1505294563214&uri=JOIN:2017:450:F

Cybersecurity Act, European Commission, Proposal for a Regulation of the European Parliament and of the Cot

Proposed ENISA regulation ENISA, the "EU Cybersecurity Agency", and repealing Regulation (EU) 526/2013, and on
Information and Communicatiohechnology cybersecurity certification ("Cybersecurity Act"),
COM(2017) 477, available attp://eur -lex.europa.eu/legal
content/EN/TXT/?uri=COM:2017:477:FIN

CouncilConclusions on Council Conclusions of 20 November 2017 on the Joint Communication to the European Parl

2017 Cybersecurity and the Council: Resilience, Deterrence and Defence: Building strong cybersecurity for-the E

Strategy http://www.consilium.europa.eu/media/31666/st14435en17.pdf

2016

The NIS Directive Directive (EU) 2016/1148 of the European Parliament and of the Council of 6 July 2016 conc
measures for a high common level of security of network and information systems across the
Union, OJ L 194, 19.7.2016, p3Q, available at: Eltttp://data.europa.eu/eli/dir/2016/1148/0j

COM communication COMMUNICATION FROM THE COMMISSION TO THE EUROPEAN PARLIAMENT, THE C

0410/2016 on cPPP EUROPEAN ECONOMIC AND SOCIAL COMMITTEE AND THE COMMITTEE OF THE REC
Strengthening Europe's Cyber Resilience System and Fostering a Competitive and Innovativi
Cybersecurityridustry, COM/2016/0410 final, available attp://eur -lex.europa.eu/legal
content/EN/TXT/?uri=CELEX:52016DC0410

COM decision C(2016)440C COMMISSION DECISIef 5.7.2016 on the signing of a contractual arrangement on a public

on cPPP private partnership for cybersecurity industrial research and innovation between the Europea
Union, represented by the Commission, and the stakeholder organisation, Brussels, 5.7.201€
C(2016) 4400 final, available at (including link to the Anries)s://ec.europa.eu/digitalsingle
market/en/news/commissiordecisionestablishcontractuatpublic-private-partnership
cybersecuritycppp

Joint Communication on JOINT COMMUNICATION TO THE EUROPEAN PARLIAMENT AND THE COUNCIL Joint F

countering hybrid threats countering hybrid threats a European Union response, JOIN/2016/018 final, available at:
http://eur -lex.europa.eu/legatontent/EN/TXT/?uri=CELEX:52016JC0018

General Data Protection Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on

Regulation (GDPR) protection of natural persons with regard the processing of personal data and on the free
movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulati
(Text with EEA relevance), OJ L 119, 4.5.201688, available at:
http://data.europa.eu/eli/reg/2016/679/0j

LEA DP Directive Directive (EU) 2016/680 of the European Parliament and of the Council of 27 April 2016 on tt
protection of natural persons with regard to the processing of personal datatmpetent
authorities for the purposes of the prevention, investigation, detection or prosecution of crimir
offences or the execution of criminal penalties, and on the free movement of such data, and
repealing Council Framework Decision 2008/977/JHA,109,14.5.2016, p. 8431, available at:
http://data.europa.eu/eli/dir/2016/680/0j

PNR Directive Directive (EU) 2016/681 of the European Parliament and of the Council of 27 April 2016 on tt
of passenger name record (PNR) data for the prevention, detection, investigation and prosec
of terrorist offences and serious crime, OJ L 119, 4.5.201832;149, available at: ELI:
http://data.europa.eu/eli/dir/2016/681/0j

2015

Digital Single Market COMMUNICATION FROM THE COMMISSION TO THE EUROPEAN PARLIAMENT, THE C
Strategy for Europe (DSM) EUROPEAN ECONOMIC AND SOCIAL COMMITTEE AND THE COMMITTEE OF THE REC
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Single Market Strategy for Europe, COM/2015/0192 fimab://eur -lex.europa.eu/legal
content/EN/TXT/?qid=1447773803386&uri=CELEX:52015DC0192
Payment Services Directive Directive (EU) 2015/2366 of the European Parliament and of the Council of 25 November 20:
payment services in the internal market, amending Directives 2002/65/EC, 2009/110/EC and
2013/36/EU and Regulation (EU) No 1093/2010, and repealing Directivéc2(BZ (Text with
EEA relevance), OJ L 337, 23.12.2015,¢1.235 available at:
http://data.europa.eu/eli/dir/2015/2366/0j
The European Agenda on COMMUNICATION FROM THE COMMISSIONME EUROPEAN PARLIAMENT, THE COUNC
Security EUROPEAN ECONOMIC AND SOCIAL COMMITTEE AND THE COMMITTEE OF THE REC
European Agenda on Security, COM/2015/0185 final, availalilgmt/eur -lex.europa.eu/legal
content/EN/TXT/?uri=COM:2015:0185:FIN
2014
elDAS Regulation Regulation (EU) No 910/2014 of the European Parliament and of the Council of 23 July 2014
electronic identification and trust services for electronic transactions in the internal market an
repealing Directive 1999/93/EC, OJ L 257, 28.8.2014 ¢ 143available at:
http://data.europa.eu/eli/reg/2014/910/0j
Communication on Thriving Towards a thriving datdriven economy, COM(2014) 442 final, Communication from the
Data Driven Economy Commission to the European Parliament, the Council, the European Economic and Social
Committee of the regions, July, 2014, availablénttps://ec.europa.eu/digita
agenda/en/news/communicatiomlata-driven-economy
2013
Council Conclusions on the Council conclusions on the Commission and the High Representative of the European Union
Cybersecurity Strategy Foreign Affairs and Security Policy Joint Communication on the Cybersecurity Strategy of the
European Union: An Open, Safe and Secure Cyberspace, agreed by thel Gfaies Council on
25 June 2013Http://register.consilium.europa.eu/pdf/en/13/st12/st12109.en13.pdf
Cybersecurity Strategy of  JOINT COMMUNICATION TO THE EUROPEAN PARLIAMENT, THE COUNCIL, THE EURC
the EU ECONOMIC AND SOCIAL COMMITTEE AND THE COMMITTEE OF THE REGIONS, Cybet
Strategy of the European Union: An Open, Safe and Secure Cyberspace, JOIN(2013) 1 final,
available athttp://ec.europa.eu/newsroom/dae/document.cfm?doc_id=1667
ENISARegulation Regulation (EU) No 526/2013 of the European Parliament and of the Council of 21 May 2013
concerning therhe EU Cybersecurifgency(ENISA) and repealing Regulation (EC) No 460/20(
OJ L 165, 18.6.2013, p.c&B, available athttp://data.europa.eu/eli/reg/2013/526/0j
Directive on attacks against Directive 2013/40/EU of the European Parliament and of the Council of 12 August 2013 on at
information systems against information systems and replacing Council Framework Decision 2005/222/JHA, OJ L
14.8.2013, p. 814, available athttp://data.europa.eu/eli/dir/2013/40/0j
Framework Financial Commission Delegated Regulation (EU) No 1271/2013 of 30 September 2013 on the framew
Regulation financial regulation for the bodies referred to in Article 208Refgulation (EU, Euratom) No
966/2012 of the European Parliament and of the Council, OJ L 328, 7.12.201&%®. 42
http://data.europa.eu/eli/reg_del/2013/1271/0j
COM Regulation 611/2013 Commission Regulation (EU) No 611/2013 of 24 June 2013 on the measures applicable to th
on the measures applicable notification of personal data breaches under Directive 2002/58/EC of the European Parliamaer
to the natification of of the Council on privacy and electronic communications, OJ L 173, 26.6.2048, avalable at:
personal data breaches http://data.europa.eu/eli/reg/2013/611/0j
2012
Action Plan for an Communication from the Commission to the European Parliament, the Council and the Eurof
innovative andcompetitive  Economic and Social Committee regarding an Action Plan for an innovative and competitive
Security Industry Security IndustryCOM(2012) 417 final
European cloud computing The Communication COM(2012)529 'Unleashing the potential of cloud computing in Europe’,
strategy adopted on 27 September 201itp://eur-
lex.europa.eu/LexUriServ/LexUriServ.do?uri=COM:2012:0529:FIN:EN:PDF
EP resolution on CIIP European Parliament resolution of 12 June 2012 on critical information infrastructure protectit
achievements and next steps: towards global cysesgurity(2011/2284(INI)), available at:
http://www.europarl.europa.eu/sides/getDoc.do?type=TA&reference=R¥2012
0237&language=EN&ring+#20120167
2011

Council conclusions on CIIF

Council conclusions on Critical Information Infrastructure Protection "Achievements and next
steps:
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http://data.europa.eu/eli/reg/2014/910/oj
https://ec.europa.eu/digital-agenda/en/news/communication-data-driven-economy
https://ec.europa.eu/digital-agenda/en/news/communication-data-driven-economy
http://register.consilium.europa.eu/pdf/en/13/st12/st12109.en13.pdf
http://ec.europa.eu/newsroom/dae/document.cfm?doc_id=1667
http://data.europa.eu/eli/reg/2013/526/oj
http://data.europa.eu/eli/dir/2013/40/oj
http://data.europa.eu/eli/reg_del/2013/1271/oj
http://data.europa.eu/eli/reg/2013/611/oj
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=COM:2012:0529:FIN:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=COM:2012:0529:FIN:EN:PDF
http://www.europarl.europa.eu/sides/getDoc.do?type=TA&reference=P7-TA-2012-0237&language=EN&ring=A7-2012-0167
http://www.europarl.europa.eu/sides/getDoc.do?type=TA&reference=P7-TA-2012-0237&language=EN&ring=A7-2012-0167

** * ENISA Rrgramming Document 2022022
x enisa Status: Draft, V2 Version: January 2019
*
towards global cybesecurity" (CIIP), 2011, Adoption of Council conclusions, available at:
http://register.consilium.europa.eu/doc/srv?I=EN&f=ST%2010299%202011%20INIT
COM Communicationon ~ COMMUNICATION FROM THE COMMISSION TO THE EUROPEAN PARLIAMENT, THE C
ClIP EUROPEAN ECONOMIC AND SOCIAL COMMITTEE AND THE COMMITTEE OF THE REC
(old ¢ focus up to 2013) I NARGAOFET LYT2NXIFGA2Y LYFNIF &0G§NHOGdzNBE t NRGS
sedzNR (& Q2 NHz2aSfa>X oMPoPHAMMIE /haoHAMMU M
http://ec.europa.eu/transparency/regdoc/rep/1/2011/EN/2011-163-ENF1-1.Pdf
EU LISA regulatn Regulation (EU) No 1077/2011 of the European Parliament and of the Council of 25 October
establishing a European Agency for the operational management ofdéaaje IT systems in the
area of freedom, security and justice, OJ L 286, 1.11.201¢ 1/, Yersion consolidated, after
amendments, available hereitp://data.europa.eu/eli/reg/2011/1077/201507-20
Single Market Act Single Market Aot Twelve levers to boostgrowthy R a0 NSy 3G KSy O2y TAF
¢2 / NBFGS bS6 DNRGGKET /hadunmmoOunc CAYL
Telecom Ministerial Telecom Ministerial Conference on CIIP organised by the Presidency in Balatonfiired, Hurga
Conference on CIIP 15 April 2011
2010
Internal Security Strategy  An internal security strategy for the European Union (6870/10),
for the European Union http://www.consilium.europa.eu/uedocs/cms_data/docs/pressdata/en/jha/113055.pdf
Digital Agenda Communication from the Commission to the European Parliament, the Council, the Europear
Economic and Social Committee and the Committee of the Regions A Digital Agenda for Eur
COM/2010/0245 final, available dtttp://eur -lex.europa.eu/legal
content/EN/TXT/?uri=CELEX:52010DC0245&from=EN
2009
COM communication on Communication from the Commission to the European Parliament, the Council, the Europear
loT Economic and Social Committee and the Committee of the Reglotesnet of Things : an action
plan for Europe, COM/2009/0278 final, availabletatp://eur -lex.europa.eu/legal
content/EN/TXT/?uri=COM:2009:0278:FIN
Council Resolution of Council Resolution of 18 December 2009 on a collaborative European approach to Network ¢
December 2009 on NIS Information Security, OJ C 321, 29.12.2009.4, available athttp://eu r-lex.europa.eu/legal
content/EN/TXT/?uri=celex%3A32009G1229(01)
2002

Framework Directive
2002/21/EC as amended

Directive 2002/21/EC of the European Parliament and of the Council of 7 March 2002 on a
common regulatory framework for electronic communications networks and services (Framev
Directive), OJ L 108, 24.4.2002, pc=B consolidated version, after amenemts, available at:
http://data.europa.eu/eli/dir/2002/21/200912-19

ePrivacy Directive
2002/58/EC as amended

Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002 concerr
the processing of personal data and the protection of privacy in the electronic communication
sector (Directive on privacy and electronic communications), @fficurnal L 201 , 31/07/2002 P
0037¢ 0047, Consolidated version, after amendments, available at:
http://data.europa.eu/eli/dir/2002/58/200912-19
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