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OPEN CYBER SITUATIONAL
AWARENESS MACHINE
(OPENCSAM)

Record of processing activity

Title Open Cyber Situational Awareness Machine (OpenCSAM)
Name and contact details of DPO dataprotection@enisa.europa.eu

Name and contact details of processor The dat_a processor of this processing operation is Ea_u de Web company, based in
Romania, responsible for the development and technical support of the platform.

Users of the platform: Blueprint stakeholders from EU Institutions and Member
States (as described in the EC recommendation C(2017) 6100 final, 13/9/2017).

Web users, whose public posts (related to cybersecurity) are indexed by the
OpenCSAM search engine.

Description of data subjects

- EUROPEAN UNION AGENCY FOR CYBERSECURITY



Time limits (for the erasure of data)

Transfers to third countries

Privacy statement

For the users of the platform, personal data will be kept up for as long as the users
are active OpenCSAM users (user account information). Users can notify ENISA at
opencsam@enisa.europa.eu if they would like to de-register from the tool. Then all
related personal information is deleted. All the data are kept in the databases stored
on the ENISA servers.

Regarding the indexing of the data, the data is erased when the administrator deletes
it from the repository. Twitter API data is deleted after 30 days or after Twitter sends
a request for deletion. User search history is kept only for twitter API requests and
only for 30 days. Afterwards it is automatically deleted.

N/A

OpenCSAM is hosted at ENISA's datacenter. All related data are stored within the
virtual machine(s) that consist the application.

Privacy statement available on ENISA's intranet and for OpenCSAM users.
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