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ENISA CYBER EXERCISES
PLATFORM

Record of processing activity

Name and contact details of DPO dataprotection@enisa.europa.eu

Outsourced contractors involved in the overall management and operation of CEP.

Name and contact details of processor Provider of Cloud infrastructure supporting CEP:Microsoft Azure, used under SLA
between ENISA and European Commission DG DIGIT for the Cloud Il Framework
Contract (DIGIT-00786-00).

Description of data subjects Organisers, participants, observers, contributors of any project hosted on CEP
(users of CEP).

Personal data can be removed from CEP either by controllers or by the data owner

Time limits (for the erasure of data) directly using the "forget-me" functionality.
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All personal data will be kept up to six months after the finalisation of the evaluation
report of the last exercise project that a user participates in. Backup data maybe kept
for a maximum of two years after the planned execution of the exercise. After this
period, contact data are automatically deleted while exercise-related and
logging/monitoring data, are kept anonymised.

Transfers to third countries

Personal data are located in Microsoft Azure datacentres within EU. ENISA only
uses the processor for infrastructure - laaS (Microsoft Azure) for the CEP platform.
Limited necessary transfers of personal data may take place to Microsoft
datacentres in the US or elsewhere in the context of the service provision, e.g. for
technical support. Transfers are performed on the basis of safeguards put in place
by the EC DG DIGIT with Microsoft - under relevant Cloud Il DG DIGIT Framework
Contract.

Privacy statement

General CEP privacy statement:
https://www.cyberskills.eu/Resources/DataPrivacyStatement.pdf; Spefic privacy
statements are provided per exercise by joint controllers.
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