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COLLABORATION PLATFORM

Record of processing activity

Name and contact details of DPO dataprotection@enisa.europa.eu

Microsoft, Sharepoint Online and One Drive for Business (part of Microsoft Office
365 suite), only for the external collaboration platform, provided via relevant EC DG
DIGIT Framework Contract. In addition, external contractors may be involved in the
maintenance and support of the on-premise system.

Name and contact details of processor

ENISA staff members for the internal platform.

Description of data subjects ENISA staff members and external collaborators working on common projects with
ENISA staff members in the context of ENISA's core operations.

Each online project site will be deleted at the end of the project, following notification
of the project manager & migration period allowing the transfer of project data to the
internal document management system (intranet). Personal data of users from online
platform will be eliminated upon the termination action notified to ENISA IT. Each on-
premise project site will also be deleted at the end of the project, following notification
of the project manager for this termination action notified to ENISA IT.

Time limits (for the erasure of data)

For the external collaboration platform only. Content data (i.e. SharePoint Online
Transfers to third countries site content and the files stored within that site, files uploaded to OneDrive for

Business) are stored by Microsoft only within EU but may be transferred outside

EU/EEA for specific purposes, e.g. technical support. Service generated (log data)
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and diagnostic data, as well as data for multi-factor authentication (MFA) in the
online collaboration platform are stored by Microsoft in US. The transfer of personal
data to Microsoft in US and to its sub-processors in US and other third countries
are based on specific safeguards, in particular the EC SCCs (established under the
Inter-Institutional Licensing Agreement-ILA, between Microsoft and the EC DG
DIGIT).

Privacy statement Available on ENISA's intranet for all ENISA's staff.
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