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WEB CONFERENCING

Record of processing activity

Name and contact details of DPO dataprotection@enisa.europa.eu

CISCO - for the provision of the Webex teleconference platform. ENISA has
purchased the service under the European Commission's DG DIGIT SIDE Il
Framework Contract. A specific Data Processing Agreement (DPA) has been
signed betweenENISA and the processor CISCO.

Name and contact details of processor

ENISA staff.

Staff of federated partners with whom ENISA has an agreement.
Description of data subjects
External collaborators, contractors, etc. communicating with ENISA staff members.

Participants in ENISA's online conferences and events.
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Time limits (for the erasure of data)

For S4B: Meeting/call related data is stored on ENISA's server for troubleshooting
purposes for up to 6 months. Storage of chat messages is deactivated by default
(global setting).

For Webex: Meeting host information is maintained for 7 years by CISCO after
termination of the service for audit purposes. User generated data are deleted by
CISCO after each meeting. Analytics data are maintained by CISCO until the
termination of the contract. Any locally stored user data will be deleted by the meeting
host/organiser (ENISA) in accordance with its policy for events.

Transfers to third countries

Relevant to CISCO Webex only.

In particular, Webex host meeting information and analytics data are processed by
Cisco (processor) in US and UK. For UK the processing is based on the
Commission's adequacy decision for UK. For processing in the US, ENISA and
CISCO have signed the latest version of the EC Standard Contractual Clauses
(SCCs) - as part of the DPA signed between ENISA and CISCO.

Transfers of personal data for the provision of the Webex service may also take in
US and other third countries for the provision of technical support (follow-the-sun).
These transfers are also governed by the EC SCCs signed between ENISA and
CISCO (and form part of the DPA between the two parties).

Communication of Webex meetings is end-to-end encrypted. CISCO has approved
BCRs (NL DPA as lead authority).

Privacy statement

Available on intranet for all ENISA staff. Information on the use of CISCO Webex is
provided, whenever relevant, in privacy statements of ENISA online conferences
and events.
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