MTIO EUROPAI SZAMVEVGSZEK

EBPOMNENCKA CMETHA MAJATA
™ . -
TRIBUNAL DE CUENTAS EUROPEO e e IL Q%E‘JL'OE:I"EE‘;;EE‘:( ;ﬁlk::n"ggum
EVROPSKY UGETNI DVUR U * "% &
DEN EUROP/EISKE REVISIONSRET N\ P Y EUR‘?{: PN Z'ZYEsggiﬁfsB:SggggﬁOWY
EUROPAISCHER RECHNUNGSHOF S :
s cmmbcamniorow
EYPQMAIKO EAETKTIKO IYNEAPIO RPN RABUNSKO SOMSeE
EUROPEAN COURT OF AUDITORS CORTE DEI CONTI EUROPEA oA
COUR DES C.OMFgEiS EUROPEENNE EIROPAS REVIZIJAS PALATA TILINTARKASTUSTUOMIOISTUIN
CUIRT INIUCHOIRI NA HEORPA EUROPOS AUDITO RUMAI EUROPEISKA REVISIONSRATTEN

Report on the annual accounts
of the European Network and Information Security Agency
for the financial year 2010

together with the Agency’s replies

12, RUE ALCIDE IDE GASPER] TELEPHONE (-+352)} 43 98 —1 E-MAIL: euraud@eca.europa.cu
1,- 1615 LUXEMBOURG TELEFAX (+352) 4393 42 INTERNET: http://eca.europa.cu



INTRODUCTION

1. The European Network and Information Security Agency (hereinafter "the
Agency"), which is located in Heraklion, was created by Regulation (EC)

No 460/2004 of the European Parliament and of the Council of

10 March 2004", amended by Regulation (EC) No 1007/2008 of the European
Parliament and of the Council of 24 September 20082. The Agency's main task
is to enhance the Union’s capability to prevent and respond to network and

information security problems by building on national and Union efforts®.

2. The Agency’s final 2010 budget was 8,1 million euro, compared with
8,1 million euro the previous year. The number of staff employed by the Agency

at the end of the year was 53 as compared with 56 the previous year.

STATEMENTDF'AS_.S'_URANCE.”‘_“2-.:..'_1:"- T

3 Pursuant to the provzs;ons of Art:cle 287(1)'_:' 'ec:' nd subparagraph of the

Treaty on: the Functlomng of the European Umon { e’:Court has audltef he |

annual accounts of the Agency, wh;ch comprlse the “fmanclal statements”5
and the “reports on the lmplementa’non of the Iaudge’t”6 for the flnanmal year

' 0JL77,13.3.2004, p. 1.
2 0JL 293, 31.10.2008, p. 1.

*  The Annex summarises the Agency's competences and activities. It is presented
for information purposes.

These accounts are accompanied by a report on the budgetary and financial
management during the year which gives infer alia an account of the rate of
implementation of the appropriations, with summary information on the transfers
of appropriations among the various budget items.

®  The financial statements include the balance sheet and the economic outturn
account, the cash-flow table, the statement of changes in capital and the annex to
the financial statements, wh!ch includes a description of the main accounting
policies and other explanatory information.

®  The budget implementation reports comprise the budget outturn account and its
annex.
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ended 31 December 2010, and the [egailty and regularrty of the transactlons
underlying those accounts. - | |

4 Thrs Statement of Assurance is addressed to the European Parl:ament and
the Counc:l in accordance wrth Artlo]e 185(2) of Councﬁ Regulatlon (EC
Euratom) No 1605/20027

The Drrecto_r_’s 'respongibi};ty ey .

TheCourts responstb[iltv

6 The Court’s responsrb;hty IS to prov:de on the basrs of its audrt a statement

of assurance as to the reirablllty of the annual accounts of the Agencyjand the :.

iegahty and regu!arrty of the transactrons underlylng thern

7 0JL 248, 16.9.2002, p. 1.

8 Article 33 of Commission Regulation (EC, Euratom) No 2343/2002 of
19 November 2002 (OJ L 357, 31.12.2002, p. 80).

¥ Article 38 of Regulation (EC, Euratom) No 2343/2002.
% The rules concerning the presentation of the accounts and accounting by the
Agencies are laid down in Chapter 1 of Title VII of Regulation (EC, Euratom)
No 2343/2002 as last amended by Regulation (EC, Euratom) No 652/2008 of
9 July 2008 (OJ L 181, 10.7.2008, p. 23) and are integrated as such in the
Financial Regulation of the Agency.
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7. The Court conducted its audit in accordance with the IFAC and ISSAI™
lnternational Audlting St'andards and Codes of Ethics. Those standards require
the Court to comply wrth ethlcal requrrements and to plan and perform the audit
so as to obtam reasonabie assurance as fo whether the accounts are free of
matenal mlsstatement and whether the underlyrng transacttons are legal and

regular :

.8 The Cou _ s audtt Involves performmg procedures to obtam aud:t evrdence :'
;;of the amounts and dlscfosures |n the accounts and of the legalrty and :

regular_lty of ?the_ transactrons underlyrng them The procedures selected

_rncludrng its ssessment cf the rlsks of matenal mrsstatement of the accounts

made by ma agement as well as evaluating the overall presentatron of the

accounts

9 The Court beEieves that the audlt evrdence obtamed is sufﬂc;ent and ;

appropnate to provrde a basts for the opmrons set out below i
Opipion _o'nE the reliability of the a'c'c:ounﬁts

10 In the Court’s oplnion the Agency s Annual /‘-\ccounts12 falr]y present in aII

material respects its financial posrtlon as of 31 December 2010 and the results

" International Federation of Accountants (IFAC) and International Standards of
Supreme Audit Institutions (ISSAI).

2 The Final Annual Accounts were drawn up on 7 June 2011 and received by the
Court on 30 June 2011. The Final Annual Accounts, consolidated with those of the
Commission, are published in the Official Journal of the European Union by
15 November of the following year. These can be found on the following website
hitp://eca.europa.eu or http://www.enisa.europa.eu/about-enisa/accounting-finance.
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of its operat;eas and its cash flows for the year then ended in accordance with

the provisions of its Financ:lai Regutatlen

Opm:on on the Iegahty and the regulanty of the transactlons underlymg

the accounts

11 In the Court’s opmlon the transactlons underlymg the annual accounts of
the Agency for the fmancial year ended 31 December 20’10 are m ail matenai

respects Iegal and regu[ar

12. The comments which follow do not call the Court’s opinions into question.

COMMENTS ON THE BUDGETARY AND FINANCIAL MANAGEMENT

13. In 2010, 52 % of the Agency’s operational budget (Title lll) was committed
but not spent. This level of carry-over is excessive and at odds with the

budgetary principle of annuality.

OTHER MATTERS

14. With regard to staff selection procedures, neither the thresholds that

candidates had to meet in order to be invited to interview nor those necessary
for them to be put on the reserve list were fixed in advance. They were set by
the selection board after the evaluation of the candidates. These practices put

at risk the transparency of the recruitment procedures.

This Report was adopted by Chamber IV, headed by Mr Igors LUDBORZS,
Member of the Court of Auditors, in Luxembourg at its meeting of 6 September
2011.

For the Court of Auditors

Ly

-

%k 4
Y %4 2% Vitor Manuel da SILVA CALDEIRA
President
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Annex

European Network and Information Security Agency (Heraklion)

Competences and activities

Areas of Union
competence deriving
from the Treaty

(Councif Decision of

19 February 2004, taken
on the basis of the
Trealy on the
Functioning of the
European Union)

The representatives of the Member State governments have, by common agreement, adopted a
statement on the creation of a European Network and Information Security Agency. The Agency
should operate as a point of reference and establish confidence by virtue of its independence, the
quality of the advice it delivers and the information it disseminates, the transparency of its
procedures and methods of operating, and its diligence in performing the tasks assigned to it.

Competences of the
Agency

(Regulation (EC) No
460/2004 of the
Parfiarment and of the
Council of 10 March
2004}

Objectives

- The Agency enhances the capability of the Union, the Member States and the business
Union to prevent, address and respond to network and information security problems.

- The Agency provides assistance and delivers advice to the Commission and the Member
States on issues related to network and information security falling within its competencies.

- The Agency develops a high level of expertise and uses this expertise to stimulate broad
cooperation between actors from the public and private sectors,

Tasks

The Agency:

- collects information on current and emerging risks that could produce an impact on
efectronic communications networks,

- provides the European Parliament, the Commission and European bodies or competent
national bodies with advice and assistance,

- enhances cooperation between actors in its field,

- facilitates cooperation on common methodologies to address network and information
security issues,

- conlributes to awareness-raising on network and information security issues for all users,
- assists the Commission and the Member States in relations with industry,

- tracks standards,

- advises the Commission on research in the area of network and information,

- promotes risk assessment activities on prevention solutions,

- contributes to cooperation with third countries.

Governance

1 - Management Board

The Management Board shall be composed of one representative of each Member State, three
representatives appointed by the Commission, as well as three representatives, proposed by the
Commission and appointed by the Council, without the right to vote, each of whom represents one
of the following groups:

- infarmation and communication technologies industry;
- consumer groups;
- academic experts in netwoik and information security.

2 - Executive Director

1. The Agency is managed by its Executive Director, who is independent in the performance of his
duties.

2. The Executive Director is appointed for a term of office of up to five years.
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3.- External audit
Court of Auditors.
4 - Discharge authority

Parliament, acting an a recormmendation from the Council,

Resources made
availabie to the
Agency in 2010 (2009)

Final Budget
8,1 (8, 1) million eurs of which the Community subsidy is 100% (700%).

Staff at 31 December 2010
44 (44) posts foreseen in the establishment plan, of which occupied: 40 (43).

Other posts occupied:

11 (8) Contract Agents, 2 {4) Seconded National Experts.
Total staff: 53 (56), underiaking the following tasks:
operational: 34 (38)

administrative: 19 (18}

rnixed: 0 (7)

Products and services
in 2010 (2009}

MTP' 1: Improving resilience in European electronic communication network

In 2010, the main effort in this area was to support the actions described in the communication
released by the Commission in March 2009, {Deliverables: 6}

MTP 2: Developing and maintaining co-operation between Member States

In 2010, co-operation among Member States was developed further and international cooperation
opportunities were explored with the aim of improving the capabilities of all Members States and
increasing the averall coherence of the approach to NIS at the pan-Eurcpean level, Due to its
limited resources, the Agency cooperated closely with the Commission services in order to
minimize its efforis and maximize the results. (Deliverables: 12)

MTP 3: Identifying emerging risks for creating trust and confidence

The Agency established a framework that will enable decision makers to better understand and
assess emerging risks arising from new technologies and new applications. The Agency continued
preparing Risk Assessment reports to express the Agency’s view on emerging risks arising from
new technologies and new applications. In addition, the Agency explored topics related to
accountability and trust in the future Internet. As such, this MTP provided an antenna function for
decision makers in Europe and possibly beyond. (Deliverables: 2)

PA: Identity, accountability and trust in the future Internet

The overall goal of this Preparatory Action was to “ensure that Europe maintains a high level of
security and confidence of both users and industry on the electronic communication infrastructure
and provided services, while at the same time limiting the threats to civil Iiberties and privacy”.
{Deliverables: 5)

PA2: Identifying drivers and frameworks for EUJ sectoral NiS Cooperation

The purpose of this PA was fo clarify the question of how to get commitments from relevant actors
to collective action to address NIS challenges at a pan-European level. (Deliverables: 1)

Source: Information supplied by the Agency.

1

2

MTP: Multi-annual thematic programme.

PA: Preparatory Action.

ADBO02371EN04-11PP-CH086-11APCFIN-RAS-2010-ENISA-OR.poC 20.9.2011






ENISA - European Network and Information Security Agency
ENISA - Agence Européenne chargée de la Sécurité des Réseaux et de I'information

THE AGENCY’S REPLIES

13. ENISA's activity life cycle along with the fluctuations of staff contributed to the level of
carry-forward noted by the Court. The Agency carries out a project to further optimise its
procedures, improve procurement planning, and implement a project management and

follow-up tool.

14. Guidelines for the Selection Boards are currently under way. Additionally, the list of
information to be included in the minutes of the Selection Boards was revised foreseeing

the establishment of thresholds before assessing the list of suitable candidates.

ENISA_2010_EN.doc






