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About ENISA

The European Network and Information Security Agency (ENISA) is an EU agency created to
advance the functioning of the internal market. ENISA is a centre of excellence for the European
Member States and European institutions in network and information security, giving advice and
recommendations and acting as a switchboard of information for good practices. Moreover, the
agency facilitates contacts between the European institutions, the Member States and private
business and industry actors.
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Introduction

ENISA engaged an external consultant (i.e. Deloitte) for a project aiming towards the provision of
updated country reports to give an overview of the key Network and Information Security (NIS)

Country Reports Overview Document

developments and other key aspects in each country in the scope.

A total of 30 countries were included in the scope of the project i the 27 EU Member States and 3
other countries within the European Economic Area - and therefore 30 updated individual country

reports were issued, covering:

Nr country WM Nr  Country
1 Austria 16 Latvia
2 Belgium 17 Liechtenstein
3 Bulgaria 18 Lithuania
4 Cyprus 19 Luxembourg
5 Czech Republic 20 Malta
6 Denmark 21 Norway
7 Estonia 22 Poland
8 Finland 23  Portugal
9 France 24 Romania
10 Germany 25 Slovakia
11 Greece 26 Slovenia
12 Hungary 27 Spain
13 Iceland 28 Sweden
14 Ireland 29 The Netherlands
15 Italy 30 United Kingdom

The purpose of the current document is to provide a general introduction to the entire project and
a high level overview of the individual country reports produced. It is not intended to provide a
separate analysis, nor is it intended to perform benchmarking or ranking of the NIS specific

elements of these countries.

For more detailed information on the NIS aspects specific for each country, we refer to the
individual country reports published on ENISA web site.
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Approach

A structured approach was applied in order to support update analysis and delivery of the 2011
NIS country reports.

The adopted approach to collect the required information for updating the country reports was
based on five distinct inputs as depicted in the figure below:

Agree on new Country Report
structure with ENISA (kick-off)

Desktop research ‘

Country Collect input from D’e

‘ Collect primary input from ENISA/ Reports network of NIS professionals
I

Collect input from one or more selected
key stakeholders per Member State

Figure 1 - Information collection approach

After an initial analysis of prior year NIS country reports, a number of new elements were
identified to be included in the updated version of the country reports. These elements have the
aim to enhance the structure and content of the updated country reports and to also ensure that
the country reports are in line with the ENISA Work Programme.

Extensive desktop research was performed on a broad set of relevant information sources
available, including an in-depth review of the current state of the information described in the
previous year country reports.

Public information sources regarding key stakeholders active in NIS were considered on a per-

country basis, i ncluding those i ndi c adiseVwdho Dimectory en NetNork Ardds 7 Wh o

I nformation Securityo publication. Based on this research,
was initially compiled, enhanced and updated.

The international network of Deloitte in the countries in scope was also used for the purposes of
this extensive country reports exercise. Key European members of the network of Deloitte Security
& Privacy professionals collected and provided additional input regarding new developments in the
Member States and validated the draft updated country reports.

Key input and comments were also collected from close interaction with the ENISA National
Liaison Officers (NLOs) from the Member States in the scope, in close coordination with the
project Steering Committee i led by Mr. Giorgos Dimitriou, ENISA External Relations Expert.
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Mix of
formalised and
direct
communication

Follow-up and
courtesy
notificationon
the status

Figure 2 - Key principles followed during the interaction with the NLOs

The draft versions of the country reports were iterated with the NLOs who provided valuable
clarification comments and additional input on the different sections of the individual reports. The
authors would like to acknowledge the valuable input received from NLOs.

The structure of the individual country reports

The individual country reports present the key NIS information by following a structure intended to
provide additional value to the reader:

1 NIS national strategy, regulatory framework and key policy measures
1 Overview ofthe NIS governance model at country level:
o Key stakeholders, their mandate, role and responsibilities, and an overview of their
substantial activities in the area of NIS
o Interaction between key stakeholders, information exchange mechanisms in place, co -
operation & dialogue platforms around NIS
o Fostering a proactive NIS community
1 Country specific NIS facts, trends, good practices and inspiring cases (as applicable):
0 Security incident management
Emerging NIS risks
Resilience aspects
Privacy and trust
NIS awareness at the country level
Country -specific activities for identifying and promoting economically efficient
approaches to information security
o Interdependencies, interconnection and improving critical information infrastructure
protection
1 Relevant statistics for the country

O 0O o0ooo

This generic structure can however be subject to adaptations from one country to another, based
on the different inputs that were collected. It is also worth mentioning that this year, particular
efforts were made in order to follow the topics of ENISAS svork program 2011.
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NIS national strategy, regulatory framework and key
policy measures

For the details related to the countries and examples indicated in this section , we invite the
readers to consult the indi  vidual country reports. These reports include the relevant links and
references, as appropriate, to the third - party sources that are quoted.

Overview of the NIS national strategy

There is no consistency in the observed European countries with respect to the presence of a NIS
national strategy or cyber-security strategy, but many countries are putting strong efforts to make
progress in this area. From this perspective there are differences by individual country, and
moreover, these differences are not necessary related to the size of the country.

In most of the countries, there is still no formally defined and consolidated NIS national strategy,
but key elements are often embedded into the strategies, initiatives and measures implemented or
planned by the government. Usually, the government and the public authorities are playing a
central and active role in defining the main lines of the NIS national strategy. As a general
comment, the level of involvement from other stakeholders (industry, academic, NGOs, etc.) is not
consistent throughout Europe.

Interesting recent developments regarding national NIS or cyber security strategies include the
following examples for France, Germany and The Netherlands early 2011.

In 2009, the French government took a first step regarding its national strategy for the defence
and security of information systems with the creation of ANSSI, the French Network and
Information Security Agency, which acts as the national authority for cyber-security. Following
these efforts, France issued a national strategy for the defence and security of information

systems in February 2011. This strategy relies on four major objectives: being a global power in
cyber-defence and belong to the first circle of major nations in this area, while maintaining its
autonomy; guarantee Franceds freedom of decision by

reinforce the French nat i on alseaurity;ahd ensufersecarity im thé eybeg-s 6

space.

The German Federal Government has announced its National Cyber Security Strategy early in
2011 to ensure secure operation of communications networks for the State, business and citizens.
The core points of the strategy include: enhanced protection of critical infrastructure against IT
attacks; protection of IT systems in Germany; and an effective joint effort across Europe and the
world. The strategy also calls for the creation of a National Cyber Defence Centre, to be led by the
Department for IT Security (BSI).

The Netherlands consider trust in the Information Society as an important condition for
economic development, prosperity and social welfare. In carrying out the political demands of the
Dutch Parliament and the new Government, the administrations have been preparing a national
cyber security strategy. This strategy embraces combating cybercrime including illegal and harmful
content, improving network and information security, cyber defence and cyber warfare. The
minister of Security and Justice presented the first Dutch national Cyber Security Strategy for
approval by the Dutch parliament (Second Chamber). The strategy contains an analysis of the
problem, a vision presentation, as well as an action plan.

Another interesting example is the Estonian Cyber-security Strategy that lays out the priorities

and activities aimed at improving the security of thecount ryds cyber spsecuety The

the pr
cyber

cyber
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strategy concentrates on the following areas: the responsibilities of state and private
organizations, vulnerability assessments of critical national information infrastructure, the
response system, domestic and international legal instruments, international cooperation, and
training and awareness-raising issues.

It should be noted that several countries are also in the process of preparing or considering the
creation of a holistic cyber security strategy, while others have already done so.

The regulatory framework

This section aims to provide an overall picture of the situation and progress of NIS-related
regulations and laws within the 27 EU member states and the 3 EFTA members that are also in the
scope of these reports.

In general, the primary legislation in the countries included in the scope of the Country Reports is
well represented and quite aligned in terms of NIS topics covered. However the definitions of NIS
topics and structure of regulation is not consistent. An overview of the NIS areas that are
addressed by the national primary legislation and that have relevance from an NIS perspective is
included in the individual country reports. These typically include Data Protection-Privacy,
eSignatures-eldentity, eCommunications and Cyber Crime. Additionally, secondary regulation on a
national level, such as self-regulations, is further presented in the country reports.
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NIS Governance

For the details related to the countries and examples indicated in this section we invite the readers
to consult the individual country reports. These reports include the relevant links and references,
as appropriate, to the third - party sources that are quoted.

Overview of the key stakeholders by country

For the update of the NIS country reports, key stakeholders were identified for each country in the
following areas:

Government (national authorities, regulators, etc.);
CERT teams;

Industry organisations with a focus on NIS;
Academic organisations with NIS focus;

Other organisations with NIS focus.

= =4 =4 =4 4

The country reports illustrate differences in the number of stakeholders and their respective
mandates involved in NIS on national level. These are linked either to the size of the country and
its maturity in structurally addressing NIS issues across the board.

An interesting trend is that more countries are establishing centralized cyber-security authorities

(e.g. in the United Kingdom, France, The Netherlands, etc.). In other countries, the need for such
centralized bodies is often recognized by private or public sector stakeholders, even though it has
not led to a concrete implementation yet. Clearly this is linked to the formulation of an adequate

national Cyber security strategy.

The country reports also illustrate the increasing presence of national and governmental CERTSs.
Furthermore, the number of other CERTs varies from one country to another, depending mostly on
the size of the country and its general level of awareness regarding NIS issues.

Interaction between key stakeholders, information exchange mechanisms in place, co-
operation & dialogue platforms around NIS

Achieving a coherent response to the evolving NIS threat landscape, in which all actors contribute
to define and implement a global approach to securing infrastructure and reacting to incidents,
remains a key challenge in modern information security. Whilst Member States can reasonably
expect to master natural disasters and malicious attacks that take place within their own borders,
incidents that have a global impact will require a coordinated prevention strategies and response
based on strong collaboration. This will only be possible if the community at large is both aware of
the role that it has to play and has the necessary competence to carry out the associated
activities.

Overall, the interaction between key stakeholders has increased further in the past year and
additional information exchange mechanisms have been put in place. The co-operation and
dialogue platforms around NIS are essential and this is clearly recognized in the Member states.
Several countries have established sector collaboration and consultation initiatives around NIS
topics, such as | SAC6s and WARPs.
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NIS facts, trends, good practices and inspiring cases

For the details related to the countries and examples indicated in this section , We invite the
readers to consult the individual country reports. These reports include the relevant links and
references, as appropriate, to the third - party sources that are quoted.

Security incident management and reporting

In most of the countries that were the subject of this study, information security incidents are
reported and handled via the national/governmental CERTs. The level of information reported and
of support given by the CERT varies depending on the type and severity of the incident or issue,
the type of constituent, the size of the user community affected, and CERT resources available.
Special attention is generally given to issues affecting critical infrastructure.

The security incident management services are often provided by CERTs and only during the
normal office hours, from Monday to Friday. However more and more CERTs operate on a 24x7
basis in many countries. CERTs are also still expanding their services in order to better support
their constituencies, also towards preventative measures including alerting, advisory, etc.

Network operators are also essential in responding in the case of security incidents in their
networks. The common practice is that representatives work with NIS-related authorities in case
of major incidents, in order to appropriately coordinate the incident handling. In some countries,
notice-and-takedown provisions have been implemented to make incident response more efficient.

Risk Management and Emerging NIS risks

In the different Member States, the risks due to man-made attacks, technical failures or natural
disasters are often not completely investigated or analysed. Cyber attacks have risen to an
unprecedented level of sophistication and the large scale cyber-attacks on Estonia, Lithuania and
Georgia are the most widely covered examples of a general trend. The increasing number of
viruses, worms, malware, botnets and spam in all Member States confirm the severity of the
problem.

The high (and increasing) dependence of critical information infrastructures, their cross-border
interconnectedness and interdependencies with other infrastructures, as well as the vulnerabilities
and threats the Member States face raise the need to address their security and resilience in a
systemic perspective as the frontline of defence against failures and attacks.

Most countries have a kind of risk management process either in the context of National Security,
CIP (Critical Infrastructure Protection), etc. However the existence of a comprehensive NIS risk
assessment process is closely correlated with the (preparation of and) existence of a national NIS
strategy, and hence the overall maturity of the Member States in addressing cyber risks.

Resilience aspects

Best practice information on the resilience of eCommunications networks is usually collected by
different authorities, while there is no central repository in place.
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In many countries, good practices on eCommunications networks resilience have been worked out
in the form of recommendations by the responsible authorities, service providers associations,
etc., and address key aspects regarding business continuity and recovery measures.

As in the previous issue of this overview document, the Austrian Programme for Critical
Infrastructure Protection (APCIP) can be cited as an inspirational example as it defines the risks,
stakeholders and objectives in regards of resilience, and involves Ministries and the private sector.

France is also worth mentioning, as part of its national risk management process involves having
each ministry doing a risk assessment regarding network resilience and information security. This
country also participates in multiple nation-wide and international exercises on crisis management
in the cyber-defence context, parts of which being focused on network resilience.

The particular case of Malta, which was already described in 2010, can again be quoted.
International connectivity being crucial to this country, the Malta Communications Authority (MCA)
deemed appropriate to issue a regulation on international connectivity, giving it the required
powers to ensure that international gateway providers are caring for redundancy in their links.

In other countries, no mechanism exists where authorities, telecom providers and infrastructure
owners would meet on a regular basis to address eCommunications resilience and/or security
issues. In multiple countries, however, industry players have got their own bilateral mechanisms
such as a committee addressing technical issues.

Privacy and trust

In general, the Data Protection Directive has been implemented by the countries and at least one
competent national regulatory authority on this matter is in place and responsible for the
enforcement of the locally-implemented Data Protection Act. An interesting case is Germany,
where there are 20 different federal and regional supervisory authorities in place responsible for
monitoring the implementation of data protection.

With few exceptions, there are no deviations from the standard definition of personal data or
sensitive data. The noted exceptions are, for example, extensions of the definition to data relating
to both individuals and legal entities (e.g. Austria). Latvia is also worth mentioning here, as it has
implemented a general ban for the processing of sensitive personal data.

The Data Protection Acts implemented by countries do not always contain an obligation to inform
the authority or the affected data subject of a security breach. This is apparently the case for
countries like Germany, Greece and ltaly.

However, in certain sectors data controllers may be required to inform sector regulators of any
breach noted - such obligations may arise from contractual obligations if the data controller has
entered into a contract with the data subject.
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NIS awareness at the country level

European Member States have continued their awareness rising activities on various levels. An
inspirational case is Austria i this country has put in place an IT Security Handbook, which is a
key NIS awareness tool at national level used across different sectors to establish comprehensive
IT security processes. The Austrian IT Security Handbook was published by the A-SIT (Austrian
Centre of Secure IT).

Awareness actions targeting the consumers/citizens

The results regarding the EUS $iSafer Interneto programme can be observed in the different EU
countries. This program covers public awareness activities, actions for fighting illegal and harmful
content online and actions promoting a safer online environment.

Furthermore there are many national awareness initiatives where the public and private sector
collaborate. A good example of this can be found in the UK with the Get Safe Online
(http://www.getsafeonline.org/) campaign and national initiative. It aims at teaching citizens and
micro-businesses about basic computer security and internet privacy. It was launched in October
2005 with the backing of several public and private partners. The campaign's centre point is its
website where people can go to get information about internet safety, how to protect themselves
online, and practical advice. The site offers information for beginners, as well as more technical
information and guidance for businesses as well as home users.

Anot her interesting exampl e i s ,organisédixanually by tbeaGommiPteeot ect i o n o
for Data Protection (Datenschutzkommission) in Austria i this focuses on promoting data

protection good practices and on awareness rising towards Consumers/Citizens, but also SMEs,

large enterprises, government institutions.

In almost all countries, ISPs offer their clients information on possible vulnerabilities and risks and
provide (webzdased) spam filters, blacklists, etc. Also, the banks inform and warn their clients via
their website about the risks of Internet banking and, in particular, phishing (for which victims are
increasing). This is the case in the majority of the newer EU Member states, for example in:
Latvia, Bulgaria, Hungary, Romania, Lithuania, Poland or Czech Republic where the number of
cases of fraud was relatively higher than in the rest of the countries in scope.

Awareness actions towards spam and/or malware

An interesting and increasingly popular category of awareness actions noted relates to the
awareness actions towards spam and/or malware.

More information about the spam phenomena and guidelines regarding the measures to be taken
by an end-user against unsolicited commercial communications, are in general provided by
industry or consumer organisations through their websites. In Romania for instance, the
Association for Technology and Internet provides the first Romanian black list of spammers
through its website.

Some countries have already a tradition in this respect, like for example Germany, who organised
the 7™ German Anti Spam Summit, September 14 i 16, 2009, in Wiesbaden.


http://www.getsafeonline.org/
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Relevant statistics for the countries in the scope

In general, the more a country relies on IT for its business and governmental activities, as well as
for private purposes, the more NIS gains in importance. For this reason, a general understanding
of the stage of IT adoption in the countries included in the scope of the country reports is relevant.

We included IT adoption indicators in the country reports, based on Eurostat® information which
allows comparing different countries. The statistics presented in the reports are linked to the
following areas:

1 Internet access;
1 Awareness regarding IT security;
1 Best practices and policies.

Statistics on Internet access

These statistics give a general idea on the level of Internet access that can be measured in each
country for the population and for enterprises, as can be seen in figures below.

Internet access (% of households)

100

80 4+ 91
60 -
40

2010

Metherlands ™ European average (27 EU Member States + 3 EEA Countries)

Figure 3 - Example on Internet access for households in the Netherlands

! Source : Eurostat
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Internetaccess by enterprisesin 2010 (% of enterprises)

100

BO A

60

40

20 A

2010

W Metherlands B Europeanaverage (27 EU Member States + 3 EEA Countries)

Figure 4 - Example on Internet access for enterprises

For more detailed information on the NIS aspects specific for each country, we refer to the
individual country reports published on ENISA web site.

Statistics on awareness regarding IT security

These statistics provide an overview of the general awareness level of the population in each
country, compared with the European average.

This awareness level is illustrated by both the reluctance of Internet users towards performing
certain web-based activities and their potential use and update of IT security software and tools to
protect their private computers and data, as shown in the figures above.

Activitiesvia Internet not done because of security concerns
(% of population)

20

15

10

2010
W Metherlands M European average (27 EU Member States + 3 EEA Countries)

Figure 5 - Example on activities via Internet not done because of security concerns
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Use and update of IT security software or tools to protect
private computersand data (% of population)

100
80 -
60 -
40 -
20 -

2010
Metherlands M European average (27 EU Member States + 3 EEA Countries)

Figure 6 - Example on the use and update of IT security software and tools to protect
private computers and data

For more detailed information on the NIS aspects specific for each country, we refer to the
individual country reports published on ENISA web site.

Statistics on best practices and policies

These statistics provide the reader with an overview of the application of ICT security policies in
enterprises, for each surveyed country, as shown below.

Enterprises that had a formally defined ICT security policy
(% of enterprises)

50
40

30
20
10 -+

2010
Metherlands M Europeanaverage (27 EU Member States + 3 EEA Countries)

Figure 7 - Example on use of an ICT security policy in enterprises

For more detailed information on the NIS aspects specific for each country, we refer to the
individual country reports published on ENISA web site.
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Other statistics

The country reports also include statistics from the Anti-Phishing Working Group, allowing a
comparison between the number of phishing attacks in the first half of 2009 and the first half of
2010, as shown in figures below.

700
600 +—
500 +——— S _
400 +—— ———————
00 +— 1H2009
200 4| W 1H2010
100 +——
a T
# Unigue phishing attacks Unique domain names used for
phizhing

Figure 8 - Example of APWG statistics for unique attacks and unique domain names used
for phishing

2
18
16
14 — ——————
12 +——
1 4+——
08 - 1H2009
06 — H1H2010
04 +—
02 ——
o] T
Phish per 10.000 domains Attacks per 10,000 domains
registered inthis country

Figure 9 - Example of APWG statistics per 10.000 domains

For more detailed information on the NIS aspects specific for each country, we refer to the
individual country reports published on ENISA web site.



****

* x
, enisa
European Network
* and Information
> 4 Security Agency

PO Box 1309, 71001 Heraklion, Greece, Tel: +30 2810 391 280
Www.enisa.europa.eu



