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EXECUTIVE SUMMARY

Cloud computing is a new way of delivering

computing resouces, not anew technology The key conclusion of this paper is that the
Computing services ranging from data Of 2dzRQa S <odleAadYiaxibility age T
storage and processing to software, such as both a friend and a foe from a security point
email handling, are now available instantly, ~of view. The massive concentrations of
commitmentfree and ondemand.Since we resources and data present a more attractive
are in a time of beltightening, thisnew target to attackers, but clouebased defences
economic model for@mputing has found can be more robust, scalable and cest

fertile ground and is seeing massive global effective. Thigpaper allows an informed
AyoSaildyYSyido | OO2 NI Ay assessment of the security risks and benefits
worldwide forecast focloudservices in 2009  of using cloud computing providing security
will be in the order of $17.4bl). The guidance for potential and existing users of
estimation for 2013amountsto $44.2bn, cloud computing.

with the European maet ranging from
eEPTMY AY Hnanny B ecInnp¥Y AY HAMO

¢tKS (1Se O2yOfdzaArzy 2F GKAA LI LISNI A& GKFG GKS Of
and a foe from a security point of view. The massive concentrations of resources and data present a
more attracive target to attackers, but cloudased defences can be more robust, scalable and cost
effective. This paper allows an informed assessment of the security risks and benefits of using cloud
computing- providing security guidance for potential and existirsgrs of cloud computing.

The security assessment is based on threeazs® scenarios: 1) SMigration to cloud computing
services, 2) the impact afoud computingn service resilience, 8joud computingn e-Government
(e.g., eHealth).

The new econmic model has also driven technical change in terms of:

Scale commoditisation and the drive towards economic efficiehayeled to massive concentrations
of the hardware resources required to provide services. This encourages economies ofacalle
the kinds of resources required to provide computing services.

Architecture: optimal resource use demands computing resources thatadogtracted fromunderlying
hardware. Wrelatedcustomerswvho share hardwareand softwareresourcegely on logical isotéon
mechanisms to protect their datao@puting content storage and processing are massively
distributed. Global markets for commoditiefemandedge distribution networks where content is
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delivered and received as close to customers a

possible This temlency towards global Nevertheless, both governments and SMEs

distribution and redundancy means resources  face the reality that many of their

are usually managed in bulk, both physically employees will be using cloubased

and logically. services whether or not this is part of their
official policy.

Given the reduced cost and flexibility it brings,

a migration to cloud computing is compelling for many SNHesvever, the surveyndertaken as part
of this report(seeSurvey- An SMBPerspectiveon Cloud Computingonfirmsthat majorconcerns for
SMESs migrating to the cloudcludethe cmnfidentiality of their information andiability for incidents
involving the infrastructure

Governments are also interested in the possibility of using cloud computing to reduce IT costs and

increase capabilities. For example, the US government GSArgE8ervices Administration) now

offers a portal for cloud computing servic@). Governments too, have serious hurdles to overceme

Ay GSN¥Xa 2F Lzt A0 LISNOSLIGAZ2Y 2F GKS aS0Odz2NB LINROS
computing infrastructees. On top of this, there are also legal and regulatory obstacles which prevent

many eGovernment applications from moving to clodévertheless, both governments and SMEs

face the reality that many of their employees will be using clbaded services vdther or not this is

part of their official policy.

Forcloud computingo reach the full potential promised by the technologymust offer solid

information security. This paper explains, based on concrete scenarios, what cloud computing means
for network and information security, data protection and privacy. We look at the security benefits of
cloud computing and its risks. We cover the technical, policy and legal implications. Most importantly,
we make concrete recommendations how to address the sks and maximise the benefits.

Finally, it is important to note thatloud computingan refer to several different service types,

including Application/Software as a Service (SaaS), Platform as a Service (PaaS), and Infrastructure as a
Service (laaS). Thisksand benefits associated with each model will differ and so will the key
considerations in contracting for this type of service. The following sections attempt to make the
distinction when the risks or benefits apply differently to different clouddels.

TOP RECOMMENDATIONS

ASSURANCE FOR CLOUBTOMERS
Cloud customers need assurance that providersfaltewing sound security practices in mitigatitinge
risks facing both the customer and the provider (e0DoSattackg. They need this in order tmake
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sound business decisions and to maintain or obtain security certificaonearly symptom of this
needfor assurancés that manycloud providers are swamped with requests for audits.

C2NJ GKA& NBIFazys 6S KI @S SEnhdabBns asé Randardyistof 2 F (G KS
questions which can be used to provide or obtain assurance
Documents based on the chelikt should provide a mearier customergo:

1. assesshe risk ofadopting cloud services

2. comparedifferent cloud providerofferings

3. obtainassurance fronselectedcloud providers

4. reducethe assurance burden on cloud providers.
The security cheekst covers all aspects of security requirements including legal issues, physical
security, policy issues and technical issues.

LEGAL RECOMMIBATIONS

Mostlegal issues involved in cloud computing wilirentlybe resolved during contra@valuation (ie
whenmaking comparisonietween different providers) onegotiations.The more common case in
cloud computing will beelecting between diffemt contracts on offer in the market (contract
evaluation) as opposed to contractgotiations However, opportunities may exist for prospective
customers of cloud services to choose providers whose contracts are negotiable

Unlike traditionalinternet senices, standard contract clauses may deserve additional review because

of the nature of cloud computing. The parties to a contract should pay particular attention to their

rights and obligations related to notifications of breaches in security, tlatesfers, creation of

derivative works, change of control, and access to data by law enforcement entities. Because the cloud
can beused to outsource critical internal infrastructure, and the interruption of that infrastructure

may have wide ranging effects, tparties should carefully consider whether standard limitations

liability adequately represent allocations of liabijigiven the partieQuse of the cloud, or

responsibilities for infrastructure.

Until legal precedent and regulations address secuadtycerns specific to cloud computing, customers
and cloud providers alike should look to the terms of their contract to effectively address security risks.

LEGAL RECOMMENDATIONS THEEUROPEANCOMMISSION
We recommend that the European Commission stodglarify the following:

9 certain issues related to the Data Protection Directive and the recommendations of the
Article 29 Data Protection Working Party;

1 cloud providers obligation to notify their customers of data security breaches;



x
f**

. * *
Cloud Computing x enisa

| European Network
and Information

Security Agency

BENEFIT,RISKS AND RECOMMENIDNS FOR INFORMANISECURITY

1 how the liability eemptions for intermediaries arising from the eCommerce Directive
articles 1215 apply to cloud providers;.

1 how best to support the minimum data protection standards and privacy certification
schemes common across all the member States.

RESEARCH RECOMMENEDNS

We recommend priority areas of research in order to improve the security of cloud computing
technologies. The following are the categories we have considered with a few examples of specific
areas from the full list:

BUILDING TRUST IN TEEOUD

9 Effects of different formsof breach reporting on security
1 Endto-end data confidetiality in the cloud and beyond
1 Higher assurance cloudgrtual private clouds etc

DATA PROTECTION INR@E SCALE CREGBGANIZATIONAL SYBEE

i Forensicand evidence gatheringnechanisms.
1 Incident handlig - monitoring and traceability
1 Internationaldifferences in relevant regulations including data protection and privacy

LARGE SCALE COMPUBYBTEMS ENGINEERING

1 Resourcesolation mechanismsdata, processing, memory, logs etc
1 Interoperability between cloud providers
1 Resilience of cloud computing. How can cloud improve resilignce

TOP SECURITY BENEFITS

SECURITY AND THE BENB OF SCALEt

simply, all kinds of security measures are Therefore the same amount of ingément in

cheaper when implementedn alarger scale.  gecyrity buys better protection. This includes
Therefore the same amount of investmentin )| kinds of defensive measures such as

security buys better protectiorThis includes filtering, patch management, hardening of

all kinds of defensive measures such as virtual machine instances and hypervisors,
filtering, patch management, hardening of etc. Other benefits of scale includeultiple
virtual machine instances and hypervis@&.  |ocations, edge networks @tent delivered or
Other benefits of scale includeultiple processed closer to its destination), timelines

locations edge networks (content delivered or - of ragponse, to incidents, threat management
processed closer to its destinatiom)neliness
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of responseto incidents, hreatmanagement
SECURITY AS A MARKBFFERENTIATOR
securityis a priority concern for many cloud
customers; many of therwill make buying
choices on the basis of the reputation for
confidentiality, integrity and resilience of, and
the security services offered by, a provider.
This is a strong driver for cloud providers to
improve security practices.

Benefits of resource concentratiodlthough
the concentration of resources undoubtedly
has disadvantages for security [see

Risk$, it has the obvious advantage of
cheaper physical perimiterisation and physice
access control (per unit resource) and the
easier and cheaper application of many
security-related processes.

STANDARDISED INTERESEOR MANAGED
SECURITY SERVIdagecloud providers can offer a standardised, open interfacenémaged security
servicesproviders. This creates a more opand readily availablmarket for security services

RAPID SMART SCALING OF @BRCEShe ability of the cloud provideto dynamically reallocate
resources for filtering, traffic shaping, authentication, encryptietc, to defensive measures (e.g.,
against DDoS attackisas obvious advantages for resilience.

AUDIT AND EVIDENGRATHERINGloud computing (when using virtualisatiorgan provide dedicated,
pay-per-use forensic images of virtual machines which are accessible without taking infrastructure off
line, leading to less dowtime for forensic analysi$t can also provide more cosffectivestorage for

logs allowing more comprehensive logging without compromising performance.

MORE TIMEL¥EFFECTIVE AND EAENJ1 UPDATES AND DBEEASdefaultvirtual machine images and
software modules used by customers can be-paedened and updated witthe latest patches and
security settings according to firaned processes; laaS cloud service APIs also allow snapshots of
virtual infrastructure to be taken regularly and compared with a baselipelates can be rolled out
many times more rapidly acrosshomogenous platform than in traditional cliebased systems that
rely on the patching model.

BENEFITS OF RESOUROECENTRATIOAIthough the concentration of resources undoubtedly has
disadvantages for security [s&8sk$ it has the obvious advange of cheaper physical

perimiterisation and physical access control (per unit resource) and the easier and cheaper application
of many securityrelated processes.
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TOP SECURITY RISKS
The most important classes olbudspecificrisksidentified in this papeare:
LOSS OF GOVERNAN@HUSIng cloud

infrastructures, the client necessarily cedes  |solation failure:multi-tenancy and shared
control to theCloud ProviderGPH on a number  resources are defining characteristics of clou

of issues which may affect securifpt the computing. This risk category covers the
same time SLAs may not offer a commitment failure of mechanisms separating storage,
to provide such services on thempaf the memory, routing and even reputation

cloud provider, thus leamg a gap in security between different tenants (eg, scalled
defences. guesthopping attacks). Howeveit should be

considered that attacks on resource isolation
LOCKIN: thereis Currently little on offer in the mechanisms (eg,_ against hypervisors) are st

way of tools, procedures or standard data less numerous and much more difficult for an|
formats or services interfaces that could attacker to put in practice compared to
guarantee data, application and service attacks on traditional OSs.

portability. This can make it difficult for the
customer to migrate from one provider to

another or migrate data and services back to ahause IT environmenthis introduces a
dependencyon a particular CPRor service provisionespecially if data portability, aBe most
fundamental aspect, is not enabled

ISOLATION FAILURBuUlti-tenancy and shared resources are defining characteristics of cloud
computing.This risk category covers the failure of mechanisms separating storage, memory, routing
and even reputatio between different tenantsg.g.,so-called gueshoppingattacky. Howeverit

should be considered that attacks o#source isolation mechanisms..,.against hypervisors) are still
less numerousind much more difficulfor an attacketto put in practce compared to attacken

traditional OSs.

COMPLIANCE RISKBvestmentin achieving certificatiofe.g.,industry standard or regulatory
requirement9 may be put at risk by migration to the cloud:
9 if the CP cannot provide evidence of their own complianita the relevant requirements
9 if the CP does not permit audit by tloéoud customerCQ.
In certain cases, it also means that usirgualiccloud infrastructure implieghat certain kind of
compliance cannot be achievé¢el.g.,PCl DS&)).

MANAGEMENINTERFACE COMPROMISEtomermanagement interfacesf a public cloud provider
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are accessible through the Internet and mediate accedartger sets of resourcdshan traditional
hosting providersand therefore pose an increased rigispecially whenambined with remote access
and web browser vulnerabilities.

DATA PROTECTIO8loud computingroses several data protection risks for cloud customers and
providers. In some cases, it may be difficult for the cloud customer (in itesad@ta controllérto
effectively check the data handling practices of éheud providerand thus to be sure that the data is
handled in a lawful way. This problem is exacerbatezhsesof multiple transfers of data, e.g.,
between federatedtlouds On the other hand, someaoud providergdo provide information on their
data handling practices. Some also offer certification summaries on their data processing and data
security activities and the data controls they have in placg, SAS70 certification.

INSECURE OR INCOMFEBDATA DELETIOMhena request to delete a cloud resource is made with
most operating systems, this may not result in true wiping of the dadaquate or timely data
deletion mayalsobe impossiblgor undesirable from a customer perspecijyeither because extra
copies of data are stored bare not available, or becaugée disk to be destroyedlso stores data
from other clientsIn the case of multipléenanciesandthe reuse of hardware resources, this
represents a higher risk to the customer thaith dedicated hardware.

MALIcIous INSIDERhile usually less likely, the damage which may be caused by malicious insiders is
often far greater. Cloud architectures necessitate certain roles which are extremelyiskgEkxamples
include CP system adnistrators and managed security service providers

NB: therisks listed above dnot follow a specific order of criticalityhey are just ten of the most
important cloud computing specific risks identified during the assessment.idkseaf using cloud
computing should be compared to the risks of staying with traditional solutions, such as désisegp
models. To facilitate thisn the main documentve have included estimates of relative risks
compared with a typical traditional environment.

Pleaseote that it is often possibleandin some caseadvisablefor the cloud customer to transfer
risk to the cloud providethowever not all risks can be transferréfia risk leads to the failure of a
business, serious damage to reputation or legal imgibos it is hard or impossible for any other
party to compensate for this damagéltimately, you can outsource responsibility but you can't
outsource accountability.
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TARGET AUDIENCE

The intendedaudiencesof this report are:

1 businesdeaders of Small and
Medium EntrepricesSME3}in
particular,to facilitate their
evaluaton and mitigation ofthe risks
associated wittadoptingcloud
computingtechnologies

1 Europearpolicymakersto aid them
in decidngon research policy (to
develm technologies to ntigate
risks;

1 Europearpolicymakersto assist
themin decidingon appropriate

Cloud computings an ordemand servie
model for IT provision, often based on
virtualization and distributed computing

technologies. Cloud computing architectures

have:
9 highly abstracted resources

near instant scalability and flexibility

1

1 nearinstantaneous provisioning

9 shared resources (hdware,
database, memory, etc)

f WaSNBAOS 2y RSYlyY
@2dz 32Q

WLl e | a
I programmatic management (eg,
through WS API).

(0]

policy and economic incentives, legislative measures, awareaésng initiativesetc, vis-a-

vis cloudcomputing technologies;

1 individualsor citizensto enable thento evaluate thecosis andbenefits of using the

consumer version adheseapplications

(Q.OUD COMPUTINGNORKING DEFINITION

This is the working definition of cloud computing we are using for the purposes of this Ktisdyot
intended asyet another definitive definition. Sources for odefinition can be reviewed 4b6), (6) and
(54).

Cloud computings an ondemand service model for IT provisjariten based on virtualization and
distributed computing technologies. Cloud computing aeattures have:

1 highlyabstracted resources

nearinstantaneous provisioning

WerviceorRS Yl Y RQZ

= = =4 -4 -

nearinstant scalability and flexibility

sharedresources (hardware, database, memory, etc)

dza dz £ f e

GAGK | WLI & |

programmatic nanagement (e.g., through WS API

a

ez2dz 320Q
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There arethree categories of cloud computing:

1 Software as a service (Saa®®)software offered by a third party provider, available on
demand, usually via thimternet configurable remotelyExamples include online word
processing and spreadsheet tools, CRM services and web content delivery s3aiesforce
CRM, Google Docs, &tc

9 Platform as a service (Paa%Jlowscustomers to develop new applications using APls
deployed and configurable remotelyhe platforms offerd include development tools,
configuration management, and deployment platforreBxamples ar&licrosoft Azure, Force
and Google App engine.

1 Infrastructure as service (laajrovidesvirtual machines and other abstracted hardware and
operating systems whitmay be controlled through a service API. Examples include Amazon
EC2 and S3, Terremark Enterprise Cloud, Windows Live Skydrive and Rackspace Cloud.

Clouds may also be divided into:
1 public: available publiclyany organisation may subscribe

9 private: senices built according to cloud computing principles, but accessible only within a
private network

9 partner: cloud services offered by a provider to a limited and sefined number of parties.

In general, the commaodity, cost, liability and assurance ofddawary according to the following
figure:
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FIGURHE: FEATURES OF PUBRRRTNER AND PRI¥AJLOUDS

QURVEY OF EXISTING R¥O

In compiling this report, we surveyed existing work on cloud security risks and their mitigation,
includng Security Guidance for Critical Areas of Focus in Cloud Comfttitag security Alliance (§5
Cloud Cube Model: Selecting Cloud Formations for Secure Collab@rationo Forum (3% and
Assessing the Security Risks of Cloud Comp@argner (57) in order to understand where to focus
its results for maximum added value.
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1. SECURITY BENEFITSODBUD COMPUTING

It is hardly necessary to repeat the many rain
forest) ¢ dfNdatérial which has been
written on the economic, technical and
architecturd and ecological benefits of cloud
computing. Howeverin the direct experience
of the membersof our expert group, as well as
FOO2NRAY3 (2 NBOSyid ySéa FNRBY G(G(KS WNBIf ¢g2NIRQX I
must be balanced by a riew of its specifisecurity benefitsCloud computing has significant potential

to improve security and resiliencé/hatfollows is adescriptionof the key ways in which it can

contribute.

Put simply, all kinds of security measures are
cheaper when implemented on a larger scale
Therefore the sam@amount of investment in
security buys better protection.

SECURITY AND THE BENB OF SCALE

Put simply, all kinds of secity measures are cheaper when implementaa alarger scaleTherefore

the same amount of investment in security buys better protectibiis includes all kinds of defensive
measures such ditering, patch management, hardening of virtual machine instsnand

hypervisors, human resources and their management and vetting, hardware and software redundancy,
strong authentication, efficient rokased access control and federated identity management

solutions by default, which also improves the network ef§eaf collaboration among various partners
involved in defenseOther benefits of scale include:

1 Multiple locations:mostcloud providers have the economic resources to replicate content in
multiple locations by default. This increageslundancy and indeendencefrom failure and
provides a level of disaster recovery enftthe-box

1 Edge networksstorage processing and delivery closer to the network edgganservice
reliability and quality is increased overall and local network problems are lesstdikedye
global sideeffects.

1 Improved timeliness of responsdargerto incidents: well-run largerscale systems, for
example due to early detection of new malware deployments, can develop more effective and
efficient incidentresponse capabilities.

1 Threat managementcloudproviders can also afford to hire specialists in dealing with specific
security threats, while smaller companies can only afford a small number of generalists.

SECURITY AS A MARKHFFERENTIATOR
Security is a priority concern for magloud customerssgethe survey:An SME perspective on Cloud
Computing ¢ customers will make buying choices on the basis of the reputation for confidentiality
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integrity and resilience, and the security services offered by a provider, more so than in traditional
environments. This is a strong driver for cloud providers to improve their security practices and
compete on security.

STANDARDISED INTERESGOR MAAGED SECURITY SERSIC
Large cloud providers can offer a
standardised, open interface tmanaged
security servicedS3 providers offering
services to all its customers. This potentially
creates a more opeand readily available
market for security servaswhere customers
can switch providers more easily amith
lower setup costs

The ability to dynamically scale defensive
resources on demand has obvious advantage
for resilience. Furthermore, the more all kinds
of individual resources can be scaled in a
granular way, withou scaling all of the
system resources, the cheaper it is to respon
to sudden (noAmalicious) peaks in demand.

RAPID SMART SCALING OF RHRCES

The list of cloud resources which can be rapidly scaled on demand already inelgdssorage, CPU
time, memory, web service requestsawirtual machine instanceand the level of granular control
over resource consumption is increasing as technologies mature.

A cloud provider has the potential to dynamically reallocate resources for filtering, traffic shaping,
encryption etc, in orderto increase support for defensive measuregy(,against DDoS attacks) when
an attack is likely or it is taking place. When #iidity for dynamic resource reallocation is combined
with appropriate resource optimisation methods, the cloud provider magble to limit the effect
that some attackgould have on the availability of resourdésat legitimately hosted services use, as
well aslimit the effectof increasing the use of resources by the security defence to combat such
attacks. Achieving this geiires however that the provider implements adequate coordination of
autonomics for security defence and for resource management and optimisation.

The ability to dynamically scale defensive resources on demand has obvious advantages for resilience.
Furtheemore, the more all kinds of individual resources can be scaled in a granular way, without scaling
all of the system resources, the cheajtes to respondo sudden (noamalidous) peaks in demand

AUDIT AND EVIDENCEATHERING

laaS offerings support ettemand cloning of virtual machines. In the event of a suspected security
breach, the customer can take an image of a live virtual macharevirtual components thereof for
offline forensic analysis, leading to less deativne for analysis. With storagen tap, multiple clones

can be created and analysis activities parallelised to reduce investigation time. This improves the ex
post analysis of security incidents and increases the probability of tracking attackers and patching
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weaknesses. However, it dopeesume the customer has access to trained forensic expatiliis
not a standard cloud service as of writing).

It can also provide more cosffective storage
for logs thusallowing more comprehensive
logging without compromising performance.
Pay as/ou go cloud storage brings
transparency to your audit storage costs and
makes adjusting to meet future audit log
requirements easier. This makes the process of identifying security incidents as they happen more
efficient (7).

Updates can be rolled out many times more
rapidly across a homogenous platform than ir
traditional client-based systems that rely on
the patchino model.

MORE TIMELY AND EFFIE AID EFFICIENT UPDARR® DEFAULTS

Virtual machine images and software modules used by customers cprelf@rdened andipdated
with the latest patches and security settingscording to finguned processes; moreovegaS cloud
service APIs also allowagrshots of virtual infrastructure to be taken regularly and compared with a
baseline €.g.,to ensure software firewall rules have not changé®)) Updates can be rolled out many
times more rapidly across a homogenous platform than in traditional ebased systems that rely on
the patching modelFinally in Paa&hd SaaS models the applications are more likely to have been
hardened to run outside the enterprise environment, which makes them likely to be more portable
and robustthan the equivalent entarise software (where it existsyhey are also more likely to be
regularly updated and patched in a centralized fashion minimizing the window of vulnerability

AUDIT ANCSL/A FORCE BETTER RIBKAGEMENT

The need to quantify penalties for various riskre@os in SLAs and the possible impact of security
breaches on reputation (see Securitynaarketdifferentiator) motivate more rigorous internal audit

and risk assessment procedures than would otherwise be exist. The frequent audits imposed on CPs
tend to expose risks which would not otherwise have been discovered, having therefore the same
positive effect.

BENEFITS OF RESOUROECENTRATION

Althoughthe concentrationof resources ndoubtedly has disadvantagés security (see
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Risk}it has the obvious advantage of cheamdrysicalperimiterisation and physical access control
(perunit resourcg andthe easierand cheapeapplication of a comprehensive security polayd
control over data management, patch management, incideahagementandmaintenance
processesThe extent to which those savings are passed on to customers will obviously vary.
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2. RISK ASSESSMENT

USECASE SCENARIOS

For the purposes of thigsk assessment of cloud computingg analyzed three usease scenarios
1 An SME perspective on Cloud Computing
1 The Impact of Cloud Computing on serviesilience
1 Cloud Computing and eGovernment (eHegjth

For the sake dbrevity we decided to publish the complete version of the SMEcase scenari(see
ANNEX)land a summary of theesilienceand eHealtlrscenariogseeANNEX )]

This selection was based on the rationale that

in Europe the cloud market is foreseen to have For the purposes of this risk assessment of
a great impact on newusinesss and star cloud computing, we analyzed three usmase
ups, as well asn the way current business scenarios:

models will evolve. Since EU industry is mainl 1 An SME perspective on Cloud
composed by SMES89% of companies Computing

according to EU source@®)) it makes sense to 1 The Impact of Cloud Computing on
focus on SMEs. Nevertheless, we have includ service resilience

several risks and recommendatiowkich 1 Cloud Computing and eGovernment
apply specifically to governments and larger (eHealth).

enterprises.

The SME scenario is based on the results of the survey: An SME perspective on Cloud Computing|(see
here), and it is NOT meant to be a road map for companies considering, planning or running cloud
computing projects and investments.

A mediumsized company was used as a-gsse to guarantee to the assessment a high enough level
of IT, legal and busass complexity. The aim was to expose all possible information security risks.
Some of those risks are specific to medisired businessgsthers are general risks that micoo
smallenterprisesare also likely to face when migrating to a cloud compytipproach.

The scenario was NOT intended to be completely realistic for any single cloud client or provider but all
elements of the scenario are likely to occur in many organisations in the near future.


http://www.enisa.europa.eu/act/rm/files/deliverables/cloud-computing-sme-survey/
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RISK ASSESSMENT PREXCE

The level of risks estimaed on the basis dhe likelihood of an incident scenario, mapped against the
estimated negativémpact. The likelihood of an incident scenario is given by a threat exploiting
vulnerability with a given likelihood.

The likelihood of each incident scenaasind the business impact was determined in consultation with
the expert group contributing to this report, drawing on their collective experience. In cases where it
was judged not possible to provide a well founded estimation of the likelihoath o€curence, the

value is N/A. In many cases the estimafdikelihooddepends heavily on the cloud model or
architecture under consideration.

The following shows the risk level as a functiothefbusiness impacind likelihood of thencident
scenario. The multing risk is measured on a scale of 0 to 8 that can be evaluated against risk
acceptance criteria. This risk scale could also be mapped to a simple overall risk rating:

T Lowrisk: e2
T Medium Risk: &

1 High Risk6-8

Likelihood of VeryLow Low Medium High Very High

incident (Very (Unlikely)  (Possible) (Likely)  (Frequent)

. Unlikely)
scenario

Very Low
Low 1 2
Medium 2 3
Business High 3 4
Impact Very High 4 S

We have based the estimation of risk levetsl SGIEC 27005:2008L0).
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3. Risks

to the descriptionsof riskbelow: to overall business opportunity and appetite
§ Risk should always be understood in for risk ¢ §omet|mes risk is compensated by
opportunity.

relation to overall business opportunity
and appetitefor risk¢ sometimes risk is
compensated by opportuty.

91 Cloudservices are not only about convenient storagecesible by multiple devicesbut
include important benefits such as more convenient communication and instant-paiitt
collaboration. Therefore, a comparative analys&ds tocomparenot only the risks of storing
data in different places (opremisesv the cloud) but also the risks when premisesdata
stored onpremises ¢ e.g. a spreadsheetis emailed to other persons for their contributiogns
againstthe security issues of a spreadshsétred in the cloud and open to collaboration
between those persond.herefore the risks of using cloud computing should be compared to
the risks of staying with traditional solutiorsuch as desktopased models

1 The level of risk will in many casesyaignificantly with the type of cloud architecture being
considered.

1 Itispossiblefor the cloud customer to transfer risk to the cloud provided the risks should
be considered against the cost benefit receifiemn the servicesHowevernot all riskscan be
transferred if a risk leads to the failure of a business, serious damage to reputation or legal
implications it is hard or impossible for any other party to compensate for this damage.

1 The risk analysis in this paper applies to cloud technologpes not apply to any specific
cloud computing offering or company. This paper is not meant to replace a psgectfic
organisational risk assessment.

perspectiveof the cloud customer. should be compared to the risks of staying
Where the cloud proder point of with traditional solutions, suchas desktop
view is considered, this is explicitly based models.

stated
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The following table shows the distribution of the risk probabilities and impacts
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FIGURR: RISK DISTRIBUTION
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The risks identified in the assessment are classifigmthree categories:

IMPACT
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Each risk is presented tableswhich include:
1 probabilitylevel However not all risks can be transferred: if a

risk leads to the failure of a business, serious
o damage to reputation or legal implications, it
T referenceto vulnerabilities is hard or impossible for any other party to

91 referenceto the affected assets compensate for this damage.

1 impactlevel

1 levelof risk

Furthermore where meaningfylwe have added a comparative probability and impact cell to compare
cloud computing risks and risks in standard IT approacidéshave not included comparative risk
since it is assumed that all the risks selected are higher

POLICY AND ORGANIZANALRISKS

R.1LOCKIN
Probability HIGH Comparative: Higher
Impact MEDIUM Comparative: Equal
Vulnerabilities V13 Lack of standard technologies and solutions

V46 Poor provider selection
V47 Lack of supplier redundancy
V31 Lack of completeness and transparency in terms of use

Affected assets ALl Company reputation

Ab. Personakensitive data

A6. Personablata

A7. Personablata- critical

A9. Servicaleliveryc real time services
A10 Servicedelivery

Risk HIGH

Thereis currently little on offer in the way of tools, procedures or standard data formats or services
interfaces that could guarantee data and service portabffyhough some initiatives do exist, .9.
see.(58)). This makes it extremely difficult facustomer to migrate fom one provider to another, or

to migrate data and servicde or from an inhouse IT environmen&urthermore, toud provides may

have an incentive to prevent (directly or indirectly) the portability of their customers services and data
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Thispotential dependencyfor service provision on a particular GRepending on the CP's
commitments,mayleadto a catastrophic business failusbouldthe cloud provider gdankrupt (see
R.5) andhe content and application migration path to another provider is toatlgaginancially or
time-wise)or insufficientwarningis given(no early warning).

The acquisition of thelgud provider(R.6)can also have a similar effestnce it increases the
likelihood of sudden changes in provider policy and-bording agreemets such aserms of use

(ToU.

It is important to understand thahe extent and nature of locin varies according to the cloud type:

SaaS ockin

1 Customer data is typically storedartustom database schema designed by the SaaS provider.
Most SaaS pragers offer API calls to read (and therébys E )JafsdFecdrds. However, if the
provider does not offer a readymade da&S E Lidguthid, e customer will need to develop a
program to extract their data and write it to file ready for import to anotipeovider. It should
be noted that there are few formal agreements on the structure of business records (e.g., a
customer record at one SaaS provider may have different fields than at another provider),
although there are common underlying file formats foe export and import of data, e.g.,
XML. The new provider can normally help with this work at a negotiated cost. However, if the
data is to be brought back4mouse, the customer will need to write import routines that take
care of any required data mapm unless the CP offers such a routine. As customers will
evaluate this aspect before making important migration decisions, it is in thetéong
business interest dEP40 make data portability as easy, complete and esfétctive as
possible

T Applicaton lockin is the most obvious form of loék (although it is not specific to cloud
services). SaasS providers typically develop a custom application tailored to the needs of their
target market. SaaS customers with a large dxese can incur very higlwitching costs when
migrating to another SaaS provider as the @rs@gr experience is impacted (e.g.straining is
necessary). Where the customer has developed programs to interact with the providers API
directly (e.qg., for integration with other appéitons), these will also need to be waritten to
take into account the neyroviderQAPI.

Paa3_ockin

PaasS locin occurs at both the API layer (jatform specific API calls) and at the component level. For
example, the PaasS provider may offer ahhcefficient baclend data store. Not only must the

customer develop code using the custom APIs offered by the provider, but they must also code data
access routines in a way that is compatible with the ba data store. This code will not necessarily
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be portable across PaaS providers, even if a

seemingly compatible APl is offere the data | ysing claid infrastructures, the client
access modeahay bedifferent (e.g., relational v necessarily cedes control to the CP on a
hashing). number of issues which may affect security.
1 PaaS locin at the API layer happens as For example ToUs may prohibit port scans,
different providers offer different APIS.  yyinerability assessment and penetration
I PaaS lockn happers at the runtime testing. Moreover, there may be conflicts
layer as¥a 0 | yfuRtimbiSra2 often between custome hardening procedures and
heavily customised to operate safely in  the cloud environment (see R 2@n the
a cloud environment. For example other hand, SLAs may not offer a commitmer
Java runtime may haw¢ R I y" 3 &aMN&R 19 provide such services on the part of the
removed or modified for security cloud provider, thus leaving a gap in security
reasons. The onus is on the customers' defenses.
developers 6 understand and take into
account these differences. Moreover the cloud provider may outsource
1 PaaS also suffers from data ldokin or subcontract services to thirgparties
the same way as in Sadft in this case (unknown providers) which may not offer the
the onus is completely on the customer Same guarantees (such as to provide the
to create compatible export routines. service in a lawful way) as issued by the clou
provider. Or the control of the cloud provider
laaSLockin changes, so the terms and conditisrof their
laas lockn varies dependig on the specific services may also change.

infrastructure services consumed. For example

a customer using cloud storage will not be
impacted by norcompatible virtual machine formats.

1

| 2YY2Y
d0SYyIl NA2zZ

laaS computing providers typically offer hypervisor based virtual machines. Software and VM
metadata is bundled together for portability typically just within theLIN2 @ XIBuf.NXD &
Migrating between providers is netnivial until open standardsuch aOVH11), are adopted.

laaS storage provider offerings vary from simplistic key/value basedsttats to policy

enhanced file based stores. Feature sets can vary significantly, hence so do storage semantics.
However application level dependence on specific policy features (e.g., access controls) may
fAYAOD GKS OdzaG2YSNXQNa OK2A0S 2F LINRPJDARSND
Data log-in is the obvious concern with laaS storage services. As cloud customers push more
data to cloud storage, data lodhk increasesinless the CP provides for data portability

€
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timeframe, somecustomerswill never be able to retrieve their data and applications.

R.2LOSS OF GOVERNANCE

Probability

VERY HIGH Comparative: Higher

Impact

VERY HIGH gplends on Comparative: Equal
organization)
(laaS VERY HIGH, SaasS Low)

Vulnerabilities

V34 Unclear roles and responsibilities

V35 Poor enforcement of role definitions

V21 Synchronizing responsibilities or contractual obligations external
cloud

V23 SLA clauses with conflicting promisedlifferent stakeholders

V25 Audit or certification not available to customers

V22 Crosscloud applications creatingidden dependency

V13 Lack of standard technologies and solutions

V29 Storage of data in multiple jurisdictions and lack of transparency
aboutTHIS

V14 No source escrow agreement

V16 No control onvulnerabilityassessment process

V26 Certification schemes n@adapted to cloud infrastructures
V30 Lack of information on jurisdictions

V31 Lack of completeness and transparency in terms of use
V44 Unclear asset ownership

Affected assets

ALl Company reputation

A2 Customer trust

A3. Employee loyalty and experience
A5. Personakensitive data

A6. Personalata

A7. Personabata- critical

A9. Servicadeliveryc real time services
A1Q Servicedelivery

Risk

HIGH
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In using cloud infrastructures, the client necessarilyesecbntrol to the CP on a number of issues
which may affect securitf-or example ToUs may prohibit port scandnerability assessmeiind
penetration testingMoreover, there may be

conflictsbetween customer hardening Certain organisations migrating to the cloud
procedures andhe cloud environmet (see R , . .
have made considerable investments in

20).0n the other hand, SLAs may not offer a o . _ .
commitment to provide such services on the achieving certification either for competitive
part of the cloud provider, thus leaving a gap i advantage or to meet industry standards or
security defenses. regulatory requirements (eg, PCI DSS).
Moreover thecloud providemay outsourceor
sub-contract services to thirgharties (unkiown
providers) which may not offer the same guarantegschas to provide the service mlawful way)as
issued by thesloud provider Or the control of thecloud providerchangessothe terms and conditions
of their services may also change.

The los ofgovernance and control could have a poterifjial S@SNBE A YLI Ol 2y GKS 2NBI
strategy and therefore on the capacity to meet its mission and goals. The loss of control and

governance could lead to the impossibilitfycomplyingwith the securityrequirements alackof

confidentiality, integrity and availability of datanda deterioration of performance and quality of

service not to mention the introduction of compliance challenges (Be8.

R.3COMPLIANCE CHALLENGES

Probability VERY HIGtHdepends on PCI, SO) Comparative: Higher
Impact HIGH Comparative: Equal
Vulnerabilities V25 Audit or certification not available to customers

V13 Lack of standard technologies and solutions
V29 Storage of data in multiple jurisdictions and lack of transparency
aboutTHIS

V26 Certification schemes n@adapted to cloud infrastructures
V30 Lack of information on jurisdictions

V31 Lack of completeness and transparency in terms of use

Affected assets A2Q Certification

Risk HIGH
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Certain organisations migrating to the cloud have made considerable investments in achieving
certification either for competitive advantage or to meatustrystandard or regulatory
requirements €.9.,PCIDS$ This investment may be put at risk by a migration to the cloud:

1 ifthe CP cannot provide evidence of
their own compliance to the relevant
requirements

Resouce sharing means that malicious
activities carried out by one tenant may affec

the reputation of another tenant.
9 if the CP does not permit audit by the

CC

In certain cases, it also means that usirgualiccloud infrastructure implieghat certainkindsof

compliance cannot be achieved and hence cloud hosted services cannot be used for services that need
them. For exampleEC2 says customers would be hardssed to achieve PCI compliance on their
platform. So EC2 hosted services cannot be used to handle credit card transactions.

R.4LOSS OF BUSINESS REZPWON DUE TO EENANT ACTIVITIES

Probability LOW
Impact HIGH
Vulnerabilities V6. Lack of resource isolation

V7. Lack of reputational isolation
V5. HYPERVISORJUNERABILITIES

Affected assets ALl Company reputation

Ab5. Personakensitive data

A6. Personalata

A7. Personalata - critical

A9. Servicadeliveryc real time services
A10 Servicedelivery

Risk MEDIUM

Resource sharing means that malicious activities carried out by one tenant may affect the reputation
of another tenant. For example, spamming, port scannintheserving of malicious content from
cloud infrastructure can lead to:
1 arange of IP addresses being blocked, including the attacker and other innocent tenants of an
infrastructure
9 confiscation of resources due to neighbour activities (neighbour subpoénaed
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The impact can be deterioration in service delivengldata loss, as well ggoblemsfor the
2 NBH | y A fepuiatior y Q a

R.5QLOUD SERVICE TERMINGW OR FAILURE

Probability N/A
Impact VERY HIGH Comparative: Higher
Vulnerabilities V46 Poor provider selection

V47, Lack of supplier redundancy
V31 Lack of completeness and transparency in terms of use

Affected assets ALl Company reputation

A2 Customer trust

A3. Employee loyalty and experience
A9. Servicaleliveryc real time services
A1Q Servicedelivery

Risk MEDIUM

Asin any new IT marketompetitive pressureaninadequate business strategy, lack of financial
support, et could lead some providers o out of business or at least to force them to restructure
their senice portfoliooffering.In other wordsit is possible that in the shodr medium term some
cloud computing services could be terminated.

The impact of this threat for the cloud customer is easily understandainiee it could lead to a loss
or deterioraion of service delivery performancand quality of serviceas well as loss of investment.

Furthermore failures in the services outsourced to t#may have a significant impact on theud

O dza G 2 abiftyNidrdeet its duties and obligations t@ibwn customers. Theustomer of the cloud
providermay thus be exposed to contractual and tortuous liability to its customers based on its
LINE @ néykybidoes Failures by tldoud providemay also result in liability by the customer to its
employees.

R.6Q.OUD PROVIDER ACQUISN

Probability N/A
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Impact MEDIUM Comparative: Higher

Vulnerabilities V31 Lack of completeness and transparency in terms of use
Affected assts ALl Company reputation

A2 Customer trust

A3. Employee loyalty and experience
Ad4. Intellectualproperty

Ab5. Personakensitive data

A6. Personatlata

A7. Personabata- critical

A8 HR data

A9. Servicadeliveryc real time services
A1Q Servicedelivery

Risk MEDIUM

Acquisition of the loud provider could increase the likelihood aktrategic shift and may put nen
binding agreements at rigle.g., software interfaces, securityvestmens, non-contractualsecurity
controls) THscould meke it impossibléo comply with the security requirement$he final impact
could be damaging for crucial assatsizOK | aY { K &putathd dustoinéror piafiedt yfuSta
andemployee loyalty and experience

R.7SUPPLY CHAIN FAILURE

Probability LOW Comparative: Higher
Impact MEDIUM Comparative: Higher
Vulnerabilities V31 Lack of completeness and transparency in terms of use

V22 Crosscloud applications creatinigidden dependency
V46 Poor provider selection

V47 Lack of supplier redundancy

Affected assets ALl Company reputation

A2 Customer trust

Ab5. Personakensitive data

A6. Personabata

A7. Personabata- critical

A9. Servicadeliveryc real time services

A10 Servicedelivery




x
f**

. * *
Cloud Computing x enisa

| European Network
and Information

Security Agency

33

BENEFIT,RISKS AND RECOMMENIDNS FOR INFORMANISECURITY

Risk MEDIUM

A cloud computing provider can outsource certapecialised tasks of itd LINE R d4@it th thiyt Q
parties. In such a situation the level of secudfythe cloud provider magepend on the level of
security of each one of the linked the level of dependency of the cloud provider on the third party
Any interruption or corruption in the chain ax

lack of coordinatiorof responsibilitiedetween  |n such a situation the level of security of the

all the partiesnvolvedcan lead to: cloud provider may depend on the level of
unavailability of servicesoss of data security of each one of the links and the level|
confidentiality, integrity and availability, of dependency of the cloud provider on the

economic and reputational losselsie to failure  third party.
to meet customer demandviolation of SLA,
cascading service failuretc.

An important example here is where a critical dependency exists on a third party-siggten or

identity management service. In this case, an interruption &thiil KA NR LJ- NJié &aSNIAOS 21
connection to the service or a weakness in their security procedures may compromise the availability

or confidentiality of a cloud customer or indeed the entire cloud offering.

In general alack of transparency in theontract can be a problem for the whole system. If a provider
does not declare whicbore ITservices are outsourcedt is not realistic that providers should list the
contractors since these may change frequentlye customer is not in a position tagperly evaluate
the riskhe is facingThis lack of transparency could decrease the level of inubke provider.

TECHNICAL RISKS

R.8RESOURCE EXHAUST(ONDER OR OVER PRGNNBNQ

Probability A. Inability to provide additional | Comparative: N/A
capacity to a customer:
MEDIUM
B. Inability to provide current Comparative: Higher

agreed capacity level: LOW

Impact A. Inability to provide additional | Comparative: N/A
capacity to a customer:
LOW/MEDIUM (e.gat Christmas)















































































































































































































































































