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1 Executive summary 

This ENISA report is part of the work conducted within ENISAΩǎ 2011 work programme. As part 
of this effort, ENISA has analysed economic drivers and barriers in a number of areas 
(including policy, research, technology and business) and has identified potential areas of 
improvement to boost security and resilience in public systems and networks and 
consequently in relevant products and services by taking into account the economic 
dimension. This effort contributes to the identification of topics in the area of Economics of 
Security in line with the efforts to boost 9ǳǊƻǇŜΩǎ ŜŎƻƴƻƳƛŎ ǇŜǊŦƻǊƳŀƴŎŜ ŀƴŘ introduce 
measures to reinforce the benefits of the single market, as announced in the Digital Agenda for 
Europe. 

Highlights of this work are: 
 

¶ A comprehensive analysis of the broad area of Economics of Security and an analysis of 
open issues and pending activities in each area. 

¶ Identification of the relevant stakeholders, their role and the activities they should 
contribute to. 

¶ Identification of the policy impact of the identified topics relating to the Economics of 
Security, thus providing a good basis for dialogue not only at the European level, but also 
at the level of Member States and the international community. 

¶ Identification of the effect of business challenges ς emanating from international 
developments in the market ς on the Economics of Security. Such challenges shed 
additional light on the extent to which decision-makers in both business and policy arenas 
take account of the identified topics. 

¶ Priorities of the identified topics relating to Economics of Security from multiple 
perspectives such as policy, business, research and maturity level of underlying concepts. 

¶ Last but not least, with this effort ENISA attracted contributions from various important 
multidisciplinary experts who have supported the agency in this work. These experts are 
an important source of knowledge and networking in the field of Economics of Security. 

These essential elements are discussed in detail in the body of the report. 

The task performed involved analysis as well as a synthesis of gathered knowledge. Once the 
analysis was completed, ENISA identified key issues that need to be addressed in the short 
term. As part of this work, ENISA identified particular stakeholders affected by this challenging 
environment, such as consumers, industry and the state. ENISA has established a working 
group to deepen discussion on the identified topics relating to the Economics of Security. 
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For each topic, the working group suggested several action points along with the stakeholders 
that seem to be best positioned to take action. Some of the most important action points that 
emerged through this work are:  

1. To harmonise EU resilience legislation and to achieve effective enforcement of such 
legislation across Europe. This is primarily the responsibility of the European 
Commission and the legislators of the European Union, namely the European 
Parliament and the Council. The national authorities also have an important role to 
play in this effort. 

2. With reference to behavioural economics, it seems that there is insufficient scientific 
material and empirical data. Research institutions and universities should study the 
economic relationships of the actors involved in fraudulent activities with a view to 
evaluating the efficiency of various intervention mechanisms (e.g. technical, social, 
organisational, etc.) to prevent such fraud.  

3. Another action point would be for incentives (penalties or rewards) to be established 
both at EU and national level for ISPs that detect and clean up infected computers. 

4. The sector regulators and authorities should conduct ex-post evaluation of the effects 
of current security policies. Such evaluations should have a short-term view but also 
some conclusions concerning the medium term, taking into account the specific 
sources of threats. 

5. Collection of data on security incidents is another key topic of Economics of Security. 
The European Institutions should put in place common incident taxonomy and a 
common data pool of security incidents along with their impact. On the other hand, 
national authorities and sector regulators should establish benchmarking methods 
with a view to facilitating effectiveness and efficiency. 

6. The European Institutions should issue a software liability programme to be 
introduced on a gradual basis, involving multidisciplinary stakeholder teams. 
Moreover, software developers and vendors should model realistic market scenarios 
related to software liability. 

7. In order to achieve wider adoption of ROSI techniques, governmental agencies and 
private enterprise organisations need to cooperate with one another. Government 
suppliers should implement the ROSI certification with a view to providing assurance 
on the methods applied for public spending on IT Security. 

8. Concerning IT security risk management of business processes, the key role is with the 
research institutions and universities. They should find methods to classify the 
economic value of IT assets, to identify the business impact of IT assets and to set the 
measurement parameters of business impact levels. 
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9. The national authorities should take the lead in enhancing the efficiency and 
effectiveness of information sharing and security notification schemes. They should 
adapt collected and disseminated information to the needs of participating 
organisations while maintaining statistics about all kinds of information collected. They 
should establish feedback loops with all types of stakeholders concerned and they 
should ensure that the economic perspective is duly taken into account when 
establishing the SNS. Finally, they should assess barriers and benefits of security 
notification schemes on an ongoing basis. 
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2 Introduction 

As outlined in its 2011 work programme, ENISA analysed economic drivers and barriers in a 
number of areas (including legal, policy, technical and educational) and identified potential 
areas of improvement to boost security and resilience in public systems and networks and 
consequently in relevant products and services. This effort also contributes to the 
identification of security requirements, particularly in public procurement for ICT products 
and services. This work also elaborates on economic issues (e.g. total cost of ownership, 
return on investment, etc.) arising from the fulfilment of such requirements. In this way, this 
ǿƻǊƪ ŎƻƴǘǊƛōǳǘŜǎ ǘƻ ǘƘŜ Ǉƻƛƴǘǎ ƻŦ ǘƘŜ 5ƛƎƛǘŀƭ !ƎŜƴŘŀ ŦƻǊ 9ǳǊƻǇŜΣ ǎǳŎƘ ŀǎ ōƻƻǎǘƛƴƎ 9ǳǊƻǇŜΩǎ 
economic performance and introducing measures to reinforce the benefits of the single 
market. 

There is an ongoing debate at the international level on these issues, which has resulted in 
several studies and analyses. ENISA collected and analysed the existing knowledge available, 
to avoid duplication of work, and thus created a solid view of the complex issue of ΨEconomics 
of SecurityΩ. For this purpose, experts in this area were contacted and their views on open 
issues in the area of Economics of Security assessed. 

The working group established for this study has acted as the main instrument to fulfil this 
task. To do this effectively ENISA adopted a multidisciplinary approach, with members 
combining a variety of skills pertinent to the area of Economics of Security (i.e. economists, 
legal experts, sociologists, representatives of consumer organisations and industry bodies). 
The working group has supported ENISA in the further analysis of the topics addressed by the 
expert community during the open consultation. 

Among the most common topics that emerged in this open consultation were: 

1. Information sharing and notification schemes 
2. Economics of resilience 
3. Behavioural economics of security  
4. Economic incentives for security: The role of public goods  
5. Economic incentives for security: The role of information asymmetry and lack of 

information 
6. Economic impact of intervention policies 
7. Collection of data on security incidents  
8. Software liability  
9. Return on security investment (ROSI) 

10. IT security risk management of business processes 

It is worth mentioning that the above priority topics of Economics of Security are not listed in 
priority order. The list rather reflects the sequence of topics as they were identified and 
processed within the working group. Priorities have been assigned to these topics according 
to a multidimensional scheme (see Chapter 6). 
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Furthermore, it should be noted that this list is non-exhaustive and reflects the material 
assessed by our initial stock taking. The above topics have built the foundation for the work of 
the ENISA working group. 

For the work conducted, previous ENISA deliverables have been taken into account; in 
particular the work on ΨSecurity Economics and the Internal MarketΩ 
(http://www.enisa.europa.eu/act/sr/reports/econ-sec/economics-
sec/at_download/fullReport). 

The present document is a consolidation of the work of the working group and provides a 
short description of the identified topics, together with a stakeholder mapping. In this 
document, we assess existing business challenges affecting the Economics of Security, as well 
as the policy impact of the identified topics. The document lists the identified topics relating 
to Economics of Security by priority according to a multidimensional approach. 

The contributions the members of the ENISA working group are presented in a separate 
document (named 'Economics of Security ς Full Length Contributions') as they were submitted 
by the experts. This document contains detailed information on each topic relating to the 
Economics of Security, including open issues, future activities, stakeholders involved and 
references to relevant work at international level. 

http://www.enisa.europa.eu/act/sr/reports/econ-sec/economics-sec/at_download/fullReport
http://www.enisa.europa.eu/act/sr/reports/econ-sec/economics-sec/at_download/fullReport
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3 The big picture 

This section presents an overview of the topics identified within the wider context of 
economic issues in line with the outcome of the deliberations within the relevant working 
group (see Figure 1). It also considers the context of the topics identified, with regard to 
Policy, Social, Process/People, and Technical dimensions. Because this overview reveals only a 
small part of the details and interrelationships of the topics, we have developed it in order to 
help readers to see at glance the main topics relating to Economics of Security, as assessed 
from the survey carried out for this study and the discussions of the working group. 

 

Macro
Economics

Micro
Economics

Finance/
Risk Management

Collecting Incident DataROSIEconomics of Resilience

Behavioural Economics

Economic Incentives: The role of public goods
Impact of

Intervention Policies

Software Liability

Risk Management of
Business Processes

Process/
People

Policy

Technical

Business
Administration

Metrics/KPIs for  ISMCyber insurance

Information Sharing and 
Notification Schemes

Social

Process/
People

Policy

Technical

Social

Research Research

Economic Incentives: Role of information asymmetry

Topic covered within WG
Legend:

Topic has not been covered within WG

 
Figure 1: Overview of identified topics of Economics of Security 

The axes in Figure 1 represent the following information: 

The horizontal axis shows various areas of economics, from Ψmacro-economicsΩ to Ψbusiness 
administrationΩ. The closer a topic to the macro-economics, the stronger is its relationship to 
economic theoretical issues. Example: Ψeconomic incentivesΩ is considered to be a topic that 
entails micro-economic issues but has macro-economic impact. The closer a topic to Ψbusiness 
administrationΩ, the stronger is its relationship to specialised applicability, e.g. within business 
practices. Example: Ψrisk management of business processesΩ is an activity that can be 
established within a company in order to identify risks connected to implemented processes. 

The vertical axis reveals the context of the various topics. The closer a topic to policy, the 
greater is its relevance to political decision-making and political action. For example, Ψimpact 
of intervention policiesΩ is a topic that needs to be part of political decision-making and be 
addressed at the level of policymaking. The closer a topic to technical issues, the more it can 
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be addressed by using existing technical solutions. For example, the collection of incident data 
is an issue that can be addressed by using existing technological solutions from the area of 
intrusion, incident detection, IT audit, forensics, etc. 

Another dimension that becomes apparent in Figure 1 is that of applicability and scope: it is 
obvious that topics closer to the corner Ψtechnical ς business administrationΩ are easier to 
implement and find solutions to, because their applicability is more specialised and the scope 
is reduced. Topics close to the other end (i.e. Ψmicro-/macro-economics ς policyΩ) will be more 
difficult to develop/apply as they have a very broad applicability and scope, and they involve 
macro- and micro-economic relevance and national/international scope. 

Not all topics relating to the Economics of Security identified during the ENISA survey were 
addressed by the working group. ΨCyber insuranceΩ and ΨMetrics for information security 
managementΩ have been left outside the current focus, as the available expertise led us to 
concentrate more on the other topics. 

The following sections give a short overview of the 10 identified topics of Economics of 
Security. In each case the topic is described and a list of activities given. The activities 
comprise a roadmap for each topic. Furthermore, for every topic there is a stakeholder 
mapping, visualising the indicative role of involved stakeholders. A distinction is made 
between two roles for the involved stakeholders, namely responsibility and contribution. The 
stakeholder mappings show which stakeholders are involved in which activities of a topic, 
under which role. 

The following material has been derived from the contributions of the members of the 
working group. The contributions are presented in full length in a separate document named 
'Economics of Security ς Full Length Contributions' that includes also tables with detailed 
stakeholder mapping. 

Bibliographical references have been omitted in the present report but they can be found in 
the full-length contributions of the working group members as mentioned above. For the 
topic ΨInformation sharing and security notification schemesΩ no contribution exists by means 
of a paper detailing this topic.  

3.1 Economics of resilience 

Resilience is a vital requirement for the internal market of the EU. Setting an EU policy frame 
and homogeneous legislation with due enforceability for a resilient IT will support future 
wealth even in the case of serious distortions and hazards. In any event, decisions should be 
compatible with an incentives regime. Realistic options should be based on state-of-the-art 
measures promising optimal resilience of identified critical infrastructures from a practical 
point of view. The balancing of utility (social wealth) and costs, while at the same time 
avoiding externalities, is crucial before decisions are made.  

A dedicated multidisciplinary team of stakeholders might prepare bundles of course of actions 
for numerous realistic scenarios applicable to the EU internal market and identify the most 
promising sets based on thorough, in-depth analyses. The results will then be the resilience 



 

14 Economics of Security: Facing the Challenges 

A multidisciplinary assessment 

tools for the decision-makers in alignment with existing policies and directives. However, an 
appropriate blend between the technical competence of the multidisciplinary team and the 
policy/regulatory competence is a prerequisite in order to achieve the appropriate result.   

The identified activities and stakeholder engagement for Economics of Resilience are as 
shown in Table 1. 
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Set a policy on EU 
resilience expectations of 
information infrastructure 
compatible with an 
incentives regime 

X (X) (X) (X)           

Issue an EU resilience 
programme with 
resilience objectives and 
involving multidisciplinary 
stakeholder teams 

X (X) (X) (X) (X) (X) (X) (X) (X) (X) (X) (X) (X) (X) 

Gain a common 
understanding of 
information infrastructural 
resilience on national and 
international level 

X X X X X X (X) (X) (X) (X) (X) (X) (X) (X) 

Harmonise EU resilience 
legislation 

X X  X (X) X       (X) (X) 

Ensure enforcement by 
compulsory resilience 
regulations on 
multinational level 

X X X (X)  X   (X)    (X) (X) 

Identify critical 
information 
infrastructures 

X X X X (X) X  X X   X (X) (X) 

Issue holistic incentives 
for a resilient information 
infrastructure 

X X       (X) (X) (X) (X) (X) (X) 

Model realistic scenarios 
of the internal market  

  X X X    X    (X) X 
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Balance utility (social 
wealth) and costs, 
avoiding externalities in 
the model 

  X X X    X     X 

Identify state-of-the-art 
measures promising 
optimal resilience 

  X X X  X (X) X X X X (X) (X) 

Identify most promising 
bundles of courses of 
action based on thorough 
in-depth analyses 

  X X X  X (X) X X X X (X) X 

Develop criteria for a 
resilient design and 
architecture of IT 
components, systems and 
networks 

  X X   
(

X) 
X X X X X (X) (X) 

Develop criteria for 
organisational and 
procedural resilience 

  X X   
(

X) 
X X X X X (X) (X) 

Table 1: Economics of resilience: Identified activities and stakeholder engagement  
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Figure 2: Economics of resilience: Overview of stakeholder engagement  

3.2 Behavioural economics of security 

The behavioural economics of security aims to advance the understanding of the struggles 
between attackers and defenders by integrating lessons from behavioural research conducted 
in the lab and field. It is possible to draw from a wide range of psychology research, usability 
and humanςcomputer interaction studies, as well as network security measurements, to 
formulate more realistic explanations of how economic incentives and human instincts 
interact. 

This complexity, as well as the frequency of situations with security relevance, is indicative of 
the significant cost of decision-making inflicted upon defenders and attackers. These costs are 
often unevenly distributed; for example because of strategic information advantages. As a 
result, making optimal security choices may be almost beyond the capacity of computers, let 
alone the human mind. 

Several existing approaches in the behavioural economics of security need to be developed 
more fully and others, such as field trials, pilots, etc., need to be be applied more widely in 
order to shed more light on this important area. 

The identified activities and stakeholder engagement for this topic are shown in Table 2. 
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Identified activities 
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Study economic relationships between actors 
behind current fraudulent activities. Objective is to 
evaluate efficiency of various intervention 
mechanisms (e.g. technical, social, organisational, 
etc.) 

 (X) (X) (X) (X) X 

Investigate abuse patterns based on certain human 
behavioural traits of the victims to gain a better 
understanding of such aptterns. Develop ways to 
reduce relevant abuse 

 (X) (X)   X 

Collect and evaluate information (including 
qualitative measurements) on attacker success of 
various attack vectors 

 X (X) (X)  (X) 

Develop security policies and controls, based on 
novel attack scenarios, to provide better protection. 
Evaluate and verify existing controls through 
exhaustive tests, including formal evaluation and 
verification methods 

(X) (X) (X) (X)  X 

Elaborate on the formalisation of psychological 
insights in economic models (i.e. modelling of 
preferences, risk evaluation and behaviour, 
understanding of information and ambiguity, etc.) 

(X) (X) (X)   X 

Elaborate on incentives that emerge from 
interdependencies in interactions of multiple 
decision-makers (e.g. according to topological or 
other structural rules) 

(X) (X)  (X)  X 

Develop intervention strategies in the area of 
behavioural economics (e.g. nudging) (X) X  (X)  (X) 

Table 2: Behavioural economics: Identified activities and stakeholder engagement  
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Figure 3: Behavioural economics: Overview of stakeholder engagement  

3.3 Economic incentives for security: The role of public goods 

The fact that higher security comes at an increasing cost is becoming more and more obvious 
to many decision-makers; therefore tolerance of some level of insecurity is necessary for 
economic reasons. From an economic perspective, the key question is whether the costs and 
benefits perceived by market players are aligned with the social costs and benefits of an 
activity.  

As the Internet itself can be seen as a public good, it is likely that ICT security shows public 
good characteristics as well. The consumption of public goods is not affected by rivalries in the 
domain or by excluding interested parties from involvement.   

Total security is neither achievable nor desirable. Hence, each actor will carefully make a 
trade-off between costs and benefits associated with ICT security investments. Some level of 
ICT security is, however, a prerequisite for the globally interconnected economy to work. This 
is also true for the IƴǘŜǊƴŜǘΩǎ services to function. Basically a secure ICT infrastructure 
resembles a functioning banking sector, which is essential for doing business. Malevolent or 
careless users can cause harm to other users. Further incentives to invest in security are often 
misaligned as parties do not have to bear the costs of their behaviour entirely, if at all.  

Due to these effects, ICT security can be regarded as a public good. If the existence of a public 
good is desired by society, its provision has to be safeguarded by means of regulatory 
intervention from some superseding level of governance. To these means pertain, e.g. 
legislation (such as liability laws), taxes, requirements, bans and rules and quotas, often 
designed to fight external effects. 
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The identified activities and stakeholder engagement for this topic are as shown in Table 3. 

Identified activities 
 
X: responsible 
(X): supporting 

Stakeholders 

E
u
ro

p
e
a

n
 in

stitu
tio

n
s 

N
a

tio
n
a

l a
u
th

o
ritie

s 

N
a

tio
n
a

l se
c
u
rity 

in
stitu

tio
n
 

S
e
c
to

r re
g
u

la
to

r 

N
o

n-g
o

ve
rn

m
e

n
ta

l 
o

rg
a

n
isa

tio
n
s 

L
a

w
 e

n
fo

rce
m

e
n
t 

a
g
e
n
c
ie

s 

In
d
ivid

u
al o

rg
a

n
isa

tio
n 

C
o

n
su

m
e
r org

a
n

isa
tio

n
s 

P
ro

fe
ssio

n
a

l 

asso
c
ia

tio
n
s 

R
e
se

a
rch

 institu
tio

n
s/ 

u
n
ive

rsitie
s 

More applied research on determining an 
appropriate level of IT security investments 
for firms (e.g. metrics) 

X X X  X  X  X X 

Embedded instead of added security 
architectures for ICT systems  X X X (X)  (X) (X) (X) (X) 

LƴǾŜǎǘƛƎŀǘƛƴƎ ŎƻƴǎǳƳŜǊǎΩ security-related 
behaviour and interventionist studies based 
on behavioural economics 

X X X  X  X X X X 

Legal review of ISPsΩ rights to intervene in 
privacy to prevent malware attacks  

X X X (X) X (X)  (X) X X 

Define harmonised standards for security 
and resilience (X) (X) (X) (X) (X)  (X)  (X) (X) 

LƳǇǊƻǾƛƴƎ ǳǎŜǊǎΩ ŀƴŘ ŦƛǊƳǎΩ awareness and 
education  X X X  X   X X (X) 

Establish third party certificates for 
stakeholders (ISPs, e-commerce, software 
vendors, etc.) when implementing state-of-
the-art security measures  

  (X) (X) X  X (X) (X) X 

Incentives (penalties or rewards) for ISPs to 
detect and clean up infected computers 
(notify and quarantine infected users as 
done by Dutch ISPs or by means of a 
nationwide call centre 
(https://www.botfrei.de) as done in 
Germany) 

X X X X X X  X  (X) 

Strengthen feedback loops by security 
breach disclosure laws  X X X X X X  X (X) (X) 

Security by law (such as replacing indexed 
TAN with mobile TANs) X X (X) X (X)   (X) X (X) 

Tightening of liability laws X X  (X) (X) (X)  (X) (X) (X) 

Table 3: Economic incentives/public goods: Identified activities and stakeholder engagement  
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Figure 4: Economic incentives/public goods: Overview of stakeholder engagement  

3.4 Economic incentives for security: the role of information asymmetry and 
lack of information  

Each single type of stakeholder (e.g. citizens, NIS operator, infrastructure operator, public 
administrator) defines its security level according to potential damages suffered in case of a 
breakdown in security. 

The current European policy debate and the most advanced studies on the economics of 
security have recently included the issue of responsibilities of protection and the attribution 
of the associated costs. In the separate document: ΨResults Analytics of Stock Taking by 
Stakeholder GroupΩ, a number of references are presented in support of the analysis of this 
issue. To this effect different stakeholder types with specific roles in the security of 
information systems can be identified. 

The identified activities and stakeholder engagement for this topic are as shown in Table 4. 
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Identified activities 
 
X: responsible 
(X): supporting 
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Define mechanisms to increase 
participation  (X) (X) X (X)   (X)  (X) X 

Harmonise incident reporting procedures 
and define appropriate reporting schemes  (X) (X) X (X)  X X  (X) X 

Identify liability issues of the different 
types of stakeholders in case of failures 
(see section 3.7) 

X X (X) (X)  X (X) (X) (X) X 

Define and adopt a long-term strategy for 
increasing awareness on security issues 

X (X) X  (X) (X) (X) (X) (X) X 

Table 4: Economic incentives/asymmetry: Identified activities and stakeholder engagement  

 

Figure 5: Economic incentives/asymmetry: Overview of stakeholder engagement  

 


















































