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1 Executivesummary

This ENISA repoig part of the work conducted withiBENISR 2011work programmeAs part

of this effort, ENISA has analysed economic drivers and barriers in a number of areas
(including policy, research,technologyand business) and has idengfl potential areas of
improvement to boost security and resilience in public systems and networks and
consequentlyin relevant products and serviceby taking into account the economic
dimension This effort contributes to the identification of topias the area of Economics of
Securityin line with he efforts to boost 9 dzNR2 LIS Q& S O2y 2 Y Aidroduds NF 2 NI |
measures to reinforce the benefits of the singlerket, as announced in the Digital Agenda for

Europe

Highlightsof this workare:

1 A comprehensive analysis of the broad area of Economics of Security and an analysis of
open issues and pending activitiesdach area.

1 Identification of the relevant stakeholders, their role atfé activities they should
contribute to.

1 Identification ofthe policy impact of the identified topia®lating to theEconomics of
Security thus providing a good basis ffdialoguenot onlyat the European level, but also
at the level of Member States and the international community.

1 Identification of the effect of business challengesmanating from international
developments in the markeg on the Ecanomics of Security. Such challenges shed
additional lighton the extent to whichdecisionrmakers in both business and policy arenas
take account of thedentified topics

1 Priorties of the identified topicselating toEconomics of Security from multiple
perspectives such as policy, business, research and matexsi of underlying concepts.

1 Last but not least, with this effort ENISA atteattontributions from various imprtant
multidisciplinary experts who have supportdte agencyn this work These expertare
an important source of knowledge and networkinghe field ofEconomics of Security.

These essential elements are discussed in detail in the body of the report

The task performedhvolved analysis as well as a synthesis of gathered knowl€dgee the
analysiswas completed, ENISA identified key issues that need to be addressed in the short
term. As part of thisvork, ENISAdentified particular stakeholders affected by this challenging
environment, such asonsumers, industry anthe state. ENISA has establishedvarking
group to deepen discussioon the identified topicgelating to theEconomic®f Security.
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For each topic, the working group suggested several action points along with the stakeholders
that seem to bebestpositionedto take action Some of the most important action points that
emerged throughhis workare:

1. ToharmoniseEU resilience legislation and to achieve effective enforcement of such
legislation across Europe. This is primarily the responsibility of the European
Commission and the legislators of the European Union, namely thep&an
Parliament and the Council. Tmational authoritiesalso have an important role to
play in this effort.

2. With reference tobehaviouraleconomics it seems that there is insufficiestientific
material and empirical data. Researttstitutions anduniversitiesshould study the
economic relationships of the actors involvedfraudulent activitieswith a view to
evaluaing the efficiency of various interventiomechanisms(e.g. technical, social,
organisational, etcfo prevent such fraud.

3. Another action point would be foincentives(penalties or rewards) to be established
both at EU and national levelf¢SPs that detect and clean up infected computers.

4. The sector regulators and authorities should conducpest evaluation of the effects
of current security policies. Such evaluations should hagaatterm view but also
some conclusions coeming the medium term, taking into account the specific
sources of threats.

5. Collection ofdata on securityincidents is another key topicf &conomics of Security.
The European Institutions should put in place common incident taxonomy and a
common data pool of security incidents along with their impact. On the other hand,
national authorities and sector regulatoshould establish benchmarking methods
with a view tofacilitatingeffectiveness and efficiency.

6. The European Institutns should issue a software liability programme to be
introduced on a gradual basis, involvingultidisciplinary stakeholder teams.
Moreover, software developers and vendors shoaoilddel realistic market scenarios
related to software liability.

7. In order to achieve wider adoption of ROSI technigugssernmental agencies and
private enterprise organisationseed to cooperatewith one another Government
suppliers should implement the ROSI certification with a viewrtwidingassurance
on the methods applied for public spending on IT Security.

8. Concerning I'Becurity risk management of businga®cessesthe key role is with the
research institutions and universitiesThey should find methods to classify the
economic value ofT assets, to identify the business impact of IT assets and to set the
measurement parameters of business impact levels.
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9. The national authorities should take the lead in enhancing the efficiency and
effectiveness ofinformation sharing and security notftion schemesThey should
adapt collected and disseminated information to the needs of participating
organisations while maintaining statistics about all lsnflinformation collected. They
should establish feedback loops with all types of stakeholderscerned and they
should ensure that the economic perspective is duly taken into account when
establishing the SNS. Finalljhey should assess barriers and benefits of security
notification schemes oan ongoingoasis.
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2 Introduction

Asoutlined in its 2011 work programme, ENISA analysed economic drivers and barriers in a
number of areas (including legal, policy, technical and educational) and identified potential
areas of improvement to boost security and resilience in public systand networks and
consequently in relevant products and serviceslhis effort also contributes to the
identification of security requirements, particularly in public procurement for ICT products

and servicesThis work also elaborates on economic issues (etgtal cost of ownership,

return on investment, etc) arising from the fulfilment of such requirements. In this way, this
g2N] O2yiNROGdzGSa (2 GKS LRAylda 2F GKS 5AIAI
economic performance andhtroducing measures to reinforce the benefits of the single
market.

There is arongoingdebate at the international level on these issues, which has resulted in
several studies andnaly®s. ENISA collectkand analysed the existing knowledge available
to avoid duplication of workandthus created a solid view of the complex issue \#iconomics

of Securitf2 For this purpose, experts in this aresre contacted and their views on open
issues in the area of Economics of Secuar#tgessed.

Theworking groupestablishedfor this studyhas acted ashe main instrument to fulfil this

task. To do this effectivelyENISAadopted a multidisciplinaryapproach with members
combining a variety of skills pertinent to the area of Economics of Security (i.e. economists,
legal experts, sociologists, representatives of consuprgangations and industry bodies).
Theworking grouphas supported ENISA tine further analysis of the topics addressed by the
expertcommunityduring the open consultation

Among the mostommontopics that emerged in this open consultatiorere:

Informationsharing and notification schemes
Economics of resilience

Behaviourabconomicsof security

Economidncentives for securityThe role of public goods
Economicincentives for security The role of information asymniy and lack of
information

Economic impact of intervention policies

Collection of data osecurityinciderts

Software liability

Returnon security investmentROSI)

10. ITsecurity risk management of business processes

arwbdE

© 0N

It is worth mentioning thathe abovepriority topics of Economics of Securdye not listed in
priority order. The list ather reflects the sequence of topics as thewre identified and
processed within thevorking group Priorities have been assigned to thes@itsaccording
to amultidimensional scheme (séghaptero6).



*
**r

Ecoromics of Security: Facing the Challenges " enisa

%
European Network

A multidisciplinary assessment iy ko

Security Agency

Furthermore, 1 should be noted that this list is noexhaustive and reflects the material
assessed by our initial stock taking. Theabtopics have built théoundationfor the work of
the ENISAvorking group

For the work conducted, previous ENISA deliverables have been taken into gcocount
particular the work on Becurity Economics and the Internal MaRet
(http://www.enisa.europa.eu/act/sr/reports/ecorsec/economics
sec/at_download/fullRepoit

The present documenis a consolidation of the work dhe working groupand providesa
short description of the identified topics, together with a stakeholder mappimgthis
document we assessxisting business challenges affectthg Economics of Securitgs well
as the policy impact of the identified topicEhe documentiststhe identified topicsrelating
to Economics of Securityy priorityaccording to anultidimensionalpproach.

The contributions the members of the ENISWorking groupare presented in a separate
documern (named 'Economics of Securgyull Length Contributionsgs theywere submitted
by the experts. Thislocument contains detailed information on each topielating to the
Economics of Security, including open issues, future actiyvisiekeholdersinvolved and
references to relevant work at international level.


http://www.enisa.europa.eu/act/sr/reports/econ-sec/economics-sec/at_download/fullReport
http://www.enisa.europa.eu/act/sr/reports/econ-sec/economics-sec/at_download/fullReport
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3 Thebig picture

This sectionpresent an overview of thetopics identified within the wider context of
economic issue# line wth the outcome of the deliberations with the relevantworking
group (see Figurel). It also considerghe context of thetopics identified, with regard to
Policy Social, Process/People, and Technical dimensRetsausehis overview reveals only a
small part of the details and interrelationships of the topics, we have developed it in order to
help readers to see at glance the main topiekatingto Economics of Security, as assessed
from the surveycarried out for this studpndthe discussions dhe working group

Research ‘ Behavioural Economlc# Research

Impact of
Intervention Policies ‘ Economic Incentives: The role of public goobs

Policy Policy

‘ Economic Incentives: Role of information asymmet*y

Social Software Liability Social

Process/ '”":?r?;?“‘z_” Srs‘af‘”g and Risk Management of Process/
otification schemes i
People Business Processes People
Cyber insurance Metrics/KPls for ISM
Technical Technical
‘ Economics of Resilienck ‘ ROSI‘ ‘ Collecting Incident Data
v \ 4
Macro Micro Finance/ Business
Economics Economics Risk Management Administration

‘ Topic covered within WG ‘
Legend:

Topic has not been covered within WG

Figurel: Overview of identified topics oEconomics of Security
The axesn Figure Tepresent the following information:

The horizontal axis shows various areasocbnomics, from#hacroeconomicsxo ‘Business
administratiorQ The closer a topic to themacroeconomics the strongeris its relationship to
economic theoretical issues. Examp¥conomic incentive@s considered to be a topic that
entailsmicro-ecoromicissues but hamacroeconomicimpact The closer a topic tdusiness
administratiorQthe strongeris its relationship tespecialsed applicability, e.g. within business
practices. Exampleisk management of business proceses an activity that can be
established within a company in order to identify risks connected to implenteptecesses.

The vertical axis reveals the context of the various topics. The closer a topic to policy, the
greateris its relevance to political decisignaking and political actior-or example Ynpact

of intervention policie€is a topc that needs to be part of politicalecisionrmaking and be
addressed at the level of poligaking.The closera topic to technical issues, the more it can
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be addressed by usirexistingtechnicalsolutions For example the collection of incident data
is an issue that can be addressed by using existing technological solutions from the area of
intrusion, incident detection, I&udit, forensics, etc.

Another dimension that becomes apparenthigurel is that of applicabhity and scope: it is
obvious that topics closer to the corné&échnical¢ business administratididare easier to
implement and find solutions tdecause their applicability is mospecialisecand the scope
is reducedTopics cloe to the other end (i.e‘thicro-/ macroecoromicsg policyQ will be more
difficult to develop/apply as they have a very broad applicability and scapethey involve
macro and micro-ecoromicrelevance anahational/internationalscope.

Not all topicsrelating to theEconomics of Security identified during the ENISA sumarg
addressed by theworking group €yberinsuranc&®and Wietrics for information security
managementhawe been left outside the current focus, as theailable expertise led us to
concentrate moreon the other topics.

The following sectiongive a short overview of the 10 identified topics of Economics of
Security In each casehe topic is describedand a list of activitiesgiven The activities
comprise a roachap for each topic. Furthermore, for every topicere is a stakeholder
mapping visualsing the indicative role of involved stakeholderA. distinction is made
between two roles for the involved stakeholders, namely responsibility and contribution. The
stakeholder mappings show which stakeholders are involved in which activities of a topic
under which role.

The following matedl has been derived from the contributions of the members of the
working group. The contributionsare presentedn full length ina separatedocumentnamed
'Economics of Security Full Length Contributionghat includes alsodbles with déailed
stakeholder mapping

Bibliographial references have been omitted in ehpresent report but theycan be found in
the full-length contributions of theworking groupmembersas mentioned abows. For the
topic Yhformation sharing and security notification schesfho contribution exists by means
of a paper detailing this topic.

3.1 Economics ofesilience

Resilience is a vitaéquirementfor the internal market of the EU. Setting an EU policy frame
and homogeneous legislation with due enforcedpiffor a resilient IT will support future
wealth even inthe case of serious distortions and hazards. In awgnt, decisions should be
compatible with an incentives regime. Realistic options should be based onddtdtie-art
measures promising optial resilience of identified critical infrastructurésom a practical
point of view. The balancing of utility (social wealth) and cogfisile at the same time
avoiding externalitiesiscrucialbeforedecisionsare mack.

A dedicatedmultidisciplinary team of stakeholders might prepare bundles of course of actions
for numerous realistic scenarios applicable to the EU internal market and idéméifgnost
promising sets based on thorougim-depth analyses. The relis will then be the resilience
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tools for thedecisionmakers in alignment with existing policies and directitéswever an
appropriate blend between the technical competencetioé multidisciplinary team and the
policy/regulatory competences a prerequisite in order tachievethe appropriate result.

The identified activitiesand stakeholder engagemeribr Economics of Resilience are as
shown in Table 1.

Stakeholders
il Z |5 2 w ez (& S (@] 0 3 3 3 3 5 3
S| Bgk|2KcgB2 |28 (8 |als| S| 2| BB
Identified activities 5| SES|g2e B |52 (2|3 %8 S| EQ
S R 1S s8s@3|s|32|2|2|8]| 2 = S a
. ; S|l o e |a |29 sl=|2|8 (8 |a 5] < =
X: reponsibe s| s |2 |< |83 e |2 |old|® |? b g g
(X): supporting 23| 5|8 » 3 3|8 |c | |© S | 3
=l = = - | =] S QL 0 o <
S | = < | 3 5 Al 2|2 ] @
o 8 = Q @ s} o 0,
2 3 5 2| =
= > =, [ 8
7 o
=]
Set a policyon EU
resilience expectations of
information infrastructure | x | x) | X) | (X)
compatible with an
incentives regime
Issue an Elksilience
programmewith
resilience objectivesand | X | )| ) | | | &) || X[ )] | X | X (X)

involvingmultidisciplinary
stakeholder teams
Gainacommon
understandingof
information infrastructural | x X X X X X LX) X )X X | X (X)
resilience omational and
international level

HarmoniseEU resilience

legislation XX | X X ) 0

Ensureenforcementby
compulsoryresilience
regulations on
multinational level

Identify critical
information X X X X | (X X X | X X x) X)
infrastructures

Issueholistic incentives
for a resilient information | x | x )Ll | X )
infrastructure

Model realistic scenarios
of the internal market

X X X | X X (X) (X) (X)

X | x| x X X) X
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Balanceutility (social
wealth) and costs,
avoiding externalities in
the model

X

Identify state-of-the-art
measurespromising
optimal resilience

*)

)

)

Identify mostpromising
bundlesof couses of
action based on thorough
in-depth analyses

*)

*)

Develop criteria for a
resilient designand
architecture of IT
components, systems and
networks

X)

)

*)

Developcriteria for
organisationaland
procedul resilience

X)

)

*)

Tablel: Economics ofesilience Identified activities and stakeholder engagement
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. National Governmen Law Individual | Consumer IT audit A
European | National ) Sector - . | IT T - .. |Institutions
P . security tal Enforceme |organisatio | organisatio . IT vendors organisatio . .
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M Responsible 7 5 9 9 5 4 2 3 7 4 4 5 0 3
O Supporting 0 1 1 2 3 1 4 4 4 3 3 3 11 9

Figure2: Economics ofesilience:Overview of stakeblder engagement

3.2 Behavioural economicsf security

The behavioural economics of security aims to advance the understanding etrtiggles
between attackers and defenders by integrating lessons from behavioural research teshduc
in the lab and fieldlt is possible taraw from a wide range of psychology researnabability

and humamrcomputer interaction studies, as well as network security measurements, to
formulate more realistic explanations of how economicentives and human instincts
interact.

This complexityas well as the frequency of situations with security relevamcendicative of

the significant cost of decisiamaking inflicted upon defenders and attackers. These costs are
often unevenly distbuted; for examplebecause ofstrategic information advantages. As a
result, makingoptimal security choicemay be almost beyond the capacity of computers, let
alone thehuman mind

Several existing approachestime behavioural economics of security need to teveloped
more fullyand others, such as field trials, pilottc., need to bebe applied more widelyn
order to shed more light on this important area

The identified activities and stakeholder engagementtiias topic are shown in Table 2.
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Table2: Behaviourakconomicsildentified activities and stakeholder engagement
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3.3 Economiancentives forsecurity: Therole of public goods

The fact that highesecurity comes atraincreasingostis becomingnore and moreobvious

to many decisionmakers therefore tolerance of some level of insecurity isecessary for
economic reasons=rom an economic perspective, the key question is whether the costs and
benefits perceived by marketlgyers are aligned witlthe social costs and benefits of an
activity.

As thelnternet itself can be seen as a public good, it is likely thatséCuirity shows public
goodcharacteristics as well. The consumption of public gosad®t affectedoy rivalries in the
domain or by excludinopterestedparties frominvolvement

Total security is neither achievable nor desirable. Hence, each actor will carefully make a
trade-off between costs and benefits associated wi@Tlsecurity investments. Some level of
ICTsecurityis, however,a prerequisite for the globally interconnected economy to work. This

is also true for thely (i S NJ§éBvic&sdto function. Basically a secure ICT infrastructure
resembles a functioning banking sectawhich is essential for doing business. Malevolent or
careless users can cause harm to other users. Further incentives to invest in security are often
misaligned as parties do not have to bear the costs of their behavioiregntif at all.

Due to these effects, ICT security can be regarded as a public good. If the existence of a public
good is desired by society, its provision has to be safeguarded by means of regulatory
intervention from some superseding level of goveroanTo these means pertain, e.g.
legislation (such as liability laws), taxes, requirements, bans and rules and quotas, often
designed to fight external effects
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Table3: Economiancentives/public goodddentified activities and stakeholder engagement



x
***

x

. enisa

European Network
and Information
Security Agency

Economics of Security: Facing the Challenges

A multidisciplinary assessment

Economic Incentives for Security: The Role of Public Goods

9
8
7
6 {
5 {
4 -
3 |
2 |
' l
0
< o Q> $ & od N & g o
QO‘\ k\‘}Q; &.\c \'S&Q QOQ OOQJ ‘-00 ;L\OQ ;&\oo ‘;\‘}E
= ¢ & > & o & &3 <3 &
N X X & N & & S & i
3 N & & & Na 2 o o &
N NS & & S & o® o® ¥ N
% & 3 Y N & > G 2
& %) & & S & S & s &
& & & ° & \O‘L & N &° S °
& 2 & & & & 5@ N
-{,\d\\ < Q}(‘ B A ® Q‘G &
84 «° W &
N &
& S
< @

European
Institutions

National
Authorities

National
Security
Institution

Sector Regulator

Non-
Governmental
Organisations

Law
Enforcement
Agencies

Individual
Organisation

Consumer
Organisations

Professional
Associations

Research
Institutions/
Universities

W Responsible

8

9

7

7

2

3

4

5

4

O Supporting

1

1

3

4

2

2

5

5

7

Figure4: Economidncentives/public goodverview of stakeholder engagement

3.4 Economic incentives for security: the role of information asymmetry and
lack of information

Each single type of stakeholder (e.g. citizens, NIS operator, infrastructure operator, public
administrator) defines its security level according to potentiamagessufferedin case ofa
breakdown insecurity.

The current European polf debate and the most advanced studies on the economics of
security have recently included the issue of responsibilities of protection and the attribution
of the associated costdn the sepaate document ‘Results Analytics of Stock Taking by
Stakeholder Grou@a number of references are preseutin supportof the analysis othis
issue To this effect different stakeholder types with specific roles ithe security of
information systems can be identified.

The identified aavities and stakeholder engagement fihis topic are asshown in Table 4.
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Table4: Economiancentives/asymmetryldentified activities and stakeholder engagement

Figure5: Economidncentives/asymmetryOverview of stakeholder engagement











































































