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1 EXECUTIVE SUMMARY  

ENISA undertook the task to identify and assess emerging and future risks of a particular IoT/RFID 

scenarioΣ ŀƭǎƻ ƛƴ ǘƘŜ ŎƻƴǘŜȄǘ ƻŦ 9bL{!Ωǎ ǊƻƭŜ ƛƴ ǘƘƛǎ ǎǇŜŎƛŦƛŜŘ ƛƴ 9/ /ƻƳƳǳƴƛŎŀǘƛƻƴ άInternet of Things ς 

An Action Plan for Europeέ ώ9].  ¢ƘŜ άLƴǘŜǊƴŜǘ ƻŦ ¢ƘƛƴƎǎέ όLƻ¢ύ, sometimes referred to as ubiquitous 

networking or pervasive computing environments, is a vision where all manufactured things can be 

network enabled, that is connected to each other via wireless or wired communication networks. The 

Internet of Things is envisaged to bring many benefits, but it also poses many new challenges and risks.  

Thanks to the advancement of ICT technologies, the number of different ordinary devices that 

increased their capabilities well beyond their original purpose is dramatically rising. These smart 

devices, which are the bricks needed to realize an IoT are 

poised to create significant impact on many areas of our 

lives, and will be illustrated in detail within this report in a 

case scenario of air travel. While IoT will inevitably play a 

major role in improving future air transportation, as it will 

in many other areas as well, there are critical issues to be 

identified and considered in depth. Smaller form factor and 

portability encourages mobility, which leads to frequent 

interaction between devices, sensors, and network 

infrastructures. The movement of travellers, airport/airline 

personnel, and luggage creates an increasing amount of 

continuous interaction between devices. As the result of 

these interactions, significant amounts of sensitive information will be generated and shared. The 

aspects of system security, safety, data sensitivity, usage and management all require further 

investigation and require addressing in any implementation of IoT environments. 

For the purposes of this work, an expert group was assembled to carry out a risk assessment on a 

complex scenario involving Internet of Things (IoT) / Radio Frequency IDentification (RFID) 

technologies in future air travel. Amongst the technologies, applications and devices considered in this 

scenario, in addition to RFID, are smart phones, netbooks and location-based services (LBS). The power 

of these technologies is greatly leveraged by their convergence and interoperability. The air travel 

scenario was selected to illustrate the convergence of these IoT technologies and the issues that arise 

as a result of this convergence and interoperability. 

For an Internet of Things / RFID vision 

to realise the benefits envisaged, the 

challenges and risks it poses should 

be identified and addressed in a 

proactive way. These risks do not 

always have to do with the 

technology per se but with the way 

we use it. 
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This report contains the result of this work. The risk 

assessment involved extensive detailed identification 

and measurement of the vulnerabilities and emerging 

threats for the entire scenario. Moreover, the report 

also includes appropriate recommendations to address 

the risks identified. 

The intended audience of this report is: 

¶ European Commission and European policymakers, 

to assist them on setting research policy (to develop 

technologies that mitigate risks) and to assist them 

in deciding on appropriate policy and economic 

incentives, legislative measures, awareness-raising 

initiatives, etc. vis-à-vis IoT/RFID technologies and applications; and in particular, on air travel; 

¶ Industry, to encourage them to secure their technologies and services, to make transparent to 

citizen-consumers their purposes and practices in collecting and processing personal data and to 

identify any third parties with whom they share such data; 

¶ Air transport stakeholders, such as airports, Airport Council International (ACI) and IATA; 

¶ Individuals or citizens, to enable them to evaluate the costs, risks and benefits of using the 

consumer version of these applications. 

1.1 RECOMMENDATIONS  

In order to mitigate the risks identified, appropriate recommendations were presented in the report. 

The recommendations were made for the various stakeholders, including technology and policy, 

research, legal and European Commission. The following contains a summary of the top 

recommendations identified within the report. Further details on the recommendations can be found 

in Chapter 6. 

POLICY RECOMMENDATIONS 

Rethink existing business structures and introduce new business models. It is recommended that air 

transportation businesses and agencies (e.g. airlines, airports, air cargos/logistics, and government 

aviation security agencies) proactively plan, design and stay alert on the introduction of new business 

models. 

 

This report explains how potentially this 

technology can be used in an air travel 

scenario; in the scenario we look at the 

benefits of this technology and 

environment, particularly in future air 

travel, and we identify the major 

security risks. We also cover the privacy, 

social and legal implications. Finally, we 

make concrete recommendations on 

how to address the risks, so as to 

maximise the benefits. 



 

Final Report 

 

6 

Flying 2.0 - Enabling automated air travel by identifying and addressing the 

challenges of IoT & RFID technology 

 

Identifying emerging and future risks in a future IoT/RFID air travel scenario 

User-friendliness of devices and procedures / be inclusive. The usability of the smart technical 

applications / devices has to be considered thoroughly. Processes have to be clear and 

comprehensible, and user interfaces have to be designed in such a way that the corresponding 

systems will be easy to use by their target groups. 

RESEARCH RECOMMENDATIONS 

Data protection and privacy. It is recommended to carry out research to examine the issues in relation 

to IoT deployments and to further extend security and privacy solutions.  

Usability. It is recommended to investigate the issues related to usability of security and privacy 

technologies, and consequently research and development in the related technical fields including 

human-device interfaces and assisted privacy policy (consent) specification and management. 

Managing trust. In a future IoT environment, trust should be a central consideration; an enterprise 

should identify and understand its own trust framework in order to be able to deal with the IoT 

challenges. It is also recommended to focus particularly on the appropriateness and the compliance 

aspects of trust policies into the IoT applications. 

Multi -modal person authentication. It is recommended to further investigate and develop biometric 

procedures for person authentication.  

Proposing standards of light cryptography protocols. It is recommended to set up light cryptography 

standards and give some time to the scientific community to test them before wide implementation. 

LEGAL RECOMMENDATIONS  

Support for Users. It is recommended that sufficient support is provided to data subjects so that they 

get adequate information relating to the processing of their personal data and they can better exercise 

their rights.  

Placing a high value on information and data. It is recommended that the entities that process 

personal data, including any governmental or commercial entity, such as electronic communications 

providers, road infrastructure providers, airline companies or any other entity in the air transport 

sector, shall value highly the security of the personal data of the data subjects and shall take all the 

necessary technical and organisational measures to ensure it. 

Harmonisation of data collection by airport shops. It is recommended that there be further 

harmonisation of the current practice and efforts be made to raise awareness among travellers as to 

the collection and processing of data when purchasing items from shops. 
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RECOMMENDATIONS TOWARDS THE EUROPEAN COMMISSION 

Enforcement and application of the European regulatory framework. It is recommended that the 

Commission prepare guidelines on the better enforcement and application of the European regulatory 

framework, especially in view of the challenges posed by technological developments. 

Alignment of research with industrial and societal needs while promoting the participation of 

industry, and in particular SMEs in research activities as FP7.  It is recommended that the Commission 

reinforce pilot activities in the line of the present CIP ICT-PSP programme with more ambitious targets 

and measures for participation of SMEs. 

Ethical limits research. It is recommended that the Commission encourage more (and better) research 

at EU level on the ethical limits of private data capture and circulation, and on the societal implications 

of developments in this regard, e.g. under the Science and Society programme of FP7. 

Need for impact assessment and trials of new technologies before deployment: privacy and security 

by design. To avoid rushed decisions and roll out of technologies that might create more security 

problems then they fix, it is recommended that any decision on the introduction of new technologies 

and new procedures should be taken only after a privacy and technology impact assessment and by a 

joint panel with representatives comprising all stakeholders (industry, civil society organisations, 

legislators, technology experts, health experts, data protection authorities etc.), which are truly tested 

and adopted jointly by all Member States. It is recommended that the European Commission 

appropriately endorse and steer such a process. 

1.2 TOP RISKS 

The most important risks discussed in this report are the following: 

Failure of reservation, check-in and boarding procedures ς Procedural / operational failures and other 

organisational interruptions; passengers and airlines may be unable to perform automated 

reservation, check-in, and boarding procedures due to procedural or operational errors, ill-designed 

procedures, introduction of erroneous data or even resource shortages from unexpected interruptions 

such as industrial action (e.g. strikes etc.). For more information, please refer to [R1]. 

Problems in issuing / controlling electronic visas ς The risk of statesΩ inability to issue and control the 

usage of electronic visas arises from system failures, procedural incompatibility, equipment failures, 

cyber attacks, identity theft or usage of erroneous data. As a result, citizens/passengers are unable to 

obtain an electronic visa for their travel. For more information, please refer to [R2]. 
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Loss / violation of citizen/passenger privacy ς The natural characteristic of IoT environment is the 

prevalence of devices, sensors, readers, and applications which have the potential to collect a 

multiplicity of data types of individuals as they move through such environments.  Many citizen data 

will be generated and collected for example, as well as other forms such as location, purchasing habits, 

as well as other preferences stored for ease of use in systems. This leads to concerns over the 

potential compromising of citizenΩs privacy via collecting/surveillance/profiting of ǘǊŀǾŜƭƭŜǊΩǎ activity. 

For more information, please refer to [R6]. 

Compromise and abuse of state-owned citizen/passenger databases ς States provide and collect 

citizen/passenger data throughout the air transport process; these data may also detail citizensΩ 

mobility patterns and as such open the possibilities for abuses through practices such as profiling, 

unwarranted monitoring or data in governmental databases being compromised due to accidental 

loss, fraud or other illicit or criminal activity. Of particular concern here would be corruption or 

unavailability of the state-owned citizen air transportation databases. Moreover, any inaccuracies of 

Řŀǘŀ Ƴŀȅ ƳŜŀƴ ǘƘŀǘ ŎƛǘƛȊŜƴǎ Ƴŀȅ ōŜ ƛƴŀŎŎǳǊŀǘŜƭȅ ƛŘŜƴǘƛŦƛŜŘ ŀǎ ΨǎǳǎǇƛŎƛƻǳǎΩ όŦŀƭǎŜ ǇƻǎƛǘƛǾŜǎύΣ ǿƘƛƭŜ 

perpetrators may not be appropriately detected (false negatives). For more information, please refer 

to [R7]. 

Repurposing of data / mission creep ς The risk here is that data will be used for purposes in addition 

or other to those originally specified. Repurposing of data can be in the cards even before data 

collection begins, e.g., law enforcement authorities or intelligence agencies may seek access to data 

collected by others for specified purposes. This is not just in relation to the violation of individual rights 

to privacy but also may impact on wider social and public acceptance. For more information, please 

refer to [R8]. 

Health process-related concerns ς Lǘ ƛǎ ŜȄǇŜŎǘŜŘ ǘƘŀǘ ǘƘŜ άLƴǘŜǊƴŜǘ ƻŦ ¢ƘƛƴƎǎέ ǿƛƭƭ ŎǊŜŀǘŜ ǎƛƎƴƛŦƛŎŀƴǘ 

impact to future delivery of healthcare. However, high dependability on the IoT technologies in e-

Health creates significant security and privacy risks; particularly with respect to patient identification 

and reliability of collected information. For more information, please refer to [R9]. 

User frustration and low user acceptance ς The sometimes complex procedures and sophisticated 

devices may overwhelm users, the travellers that are not IT friendly or even airport / airlines personnel 

can be potentially included in this category of persons. For more information, please refer to [R11].  

Aggressive profiling and social sorting leading to social exclusion ς In a highly interconnected 

environment as IoT is, the collection of data and profiling are both facts and not necessarily negative 

per se. However, excessive data collection and profiling, will inevitably lead to social sorting practices 

for commercial or other purposes, leading to exclusion of people from accessing services. Like 
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repurposing of data and mission creep, social sorting in an increasing temptation with increasing data 

collection. For more information, please refer to [R12]. 

Legislation lagging behind rapid technological advancements ς The rapid advance of technology is at 

variance with the slower pace of the legislative processes, which may lead to serious legal gaps in a 

future environment of Internet of Things, particularly in the context of air travel. These gaps pose a big 

challenge to Member States and the European Institutions to tackle, since inadequate legal protection 

may have severe negative impacts on the everyday lives of European citizens. For more information, 

please refer to [R17]. 

Non-compliance with data protection legislation ς Currently there is a strong data protection 

legislative framework in place, which is likely to be adapted by 2015 to better deal with the challenges 

posed by the technological developments, such as the Internet of Things. Nevertheless, there are 

certain concerns and risks relating to the processing of personal data. Some of them arise from the 

challenge of assuring compliance with the legislation, since as we experience every day it is not 

something easily achieved. For more information, please refer to [R18]. 
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2 INTRODUCTION 

2.1 BACKGROUND  

¢ƘŜ άLƴǘŜǊƴŜǘ ƻŦ ¢ƘƛƴƎǎέ όLƻ¢ύ, sometimes referred to as ubiquitous networking or pervasive computing 

environments, is a vision where all manufactured things can be network enabled, that is connected to 

each other via wireless or wired communication networks. While there is no single definition for the 

Internet of Things, a commonly accepted one is the ITU-T definition from 2005, arguing that the 

development of item identifications, sensor technologies and the ability to interact with the 

environment will create an Internet of Things. The Internet of Things is envisaged to bring many 

benefits, but it also poses many new challenges and risks.  

In view of this, ENISA undertook the task to identify and assess emerging and future risks of a 

particular IoT/RFID scenario, ŀƭǎƻ ƛƴ ǘƘŜ ŎƻƴǘŜȄǘ ƻŦ 9bL{!Ωǎ ǊƻƭŜ ƛƴ ǘƘƛǎ specified in EC Communication 

άInternet of Things ς An Action Plan for Europeέ ώ9].   

This report contains the result of an extensive risk assessment effort on a comprehensive scenario 

involving IoT and RFID usage in the context of air travel. The assessment involved extensive detailed 

identification and measurement of the vulnerabilities and emerging threats for the entire scenario. 

Moreover, the report also includes appropriate recommendations to address the risks identified. 

2.2 OPPORTUNITIES OF IOT/RFID IN THE FUTURE ς A CASE SCENARIO 

The Conferences1 άhƴ wCL5Υ ¢ƘŜ bŜȄǘ {ǘŜǇ ǘƻ ǘƘŜ LƴǘŜǊƴŜǘ ƻŦ ¢ƘƛƴƎǎέ ƘŜƭŘ ƛƴ [ƛǎōƻƴ ŘǳǊƛƴƎ ǘƘŜ 

Portuguese Presidency on 15-16th November 2007, and subsequently the Conference on άThe Internet 

of Things Europe 2009: Emerging Technologies for the Futureέ ƛƴ aŀȅ нллф concluded with a 

consensus for Europe to analyse, assess and develop common strategies for optimising the shift of 

RFI5 ǘŜŎƘƴƻƭƻƎȅ ƛƴǘƻ ǘƘŜ άLƴǘŜǊƴŜǘ ƻŦ ¢ƘƛƴƎǎέΣ ǿƘƛƭǎǘ ǎŀŦŜƎǳŀǊŘƛƴƎ ǎŜƴǎƛǘƛǾŜ ƛƴŦƻǊƳŀǘƛƻƴ ŀƴŘ ǇǊƻǘŜŎǘƛƴƎ 

the privacy of individuals.  

In parallel, thanks to the advancement of ICT technologies, the number of different ordinary devices 

that increased their capabilities well beyond their original purpose is dramatically rising. These smart 

ŘŜǾƛŎŜǎΣ ǿƘƛŎƘ ŀǊŜ ǘƘŜ ōǊƛŎƪǎ ƴŜŜŘŜŘ ǘƻ ǊŜŀƭƛȊŜ ŀƴ άLƴǘŜǊƴŜǘ ƻŦ ¢ƘƛƴƎǎέ όLƻ¢ύ ŀǊŜ Ǉƻƛǎed to create 

significant impact on many areas of our lives, and will in this be document be illustrated by the case 

                                                           

1
 http://ec.europa.eu/information_society/policy/rfid/index_en.htm  

http://ec.europa.eu/information_society/policy/rfid/index_en.htm
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scenario of air travel. It is clear that Airlines already improved significantly their operational efficiency 

by utilising Internet check-in, electronic boarding passes, RFID-enabled luggage handling, as well as e-

enabled airport check-in and boarding. The adoption and deployment of smart devices is bound to 

improve their efficiency even further. Similarly, border control and airport security agencies can make 

use of these technologies to achieve a more accurate and efficient screening process. From the 

ǇŀǎǎŜƴƎŜǊǎΩ ǇŜǊǎǇŜŎǘƛǾŜΣ ƛƳǇǊƻǾŜŘ ŎƻƴǾŜƴƛŜƴŎŜ ŎƻƳŜs from reducing or even eliminating the need to 

carry and manage various pieces of documents, certificates and other sensitive assets. 

While IoT will inevitably play a major role in improving future air transportation, as it will in many 

other areas as well, there are critical issues to be identified and considered in depth. Smaller form 

factor and portability encourages mobility, which leads to frequent interaction between devices, 

sensors, and network infrastructures. The movement of travellers, airport/airline personnel, and 

luggage creates an increasing amount of continuous interaction between devices. As the result of 

these interactions, significant amounts of sensitive information will be generated and shared. The 

aspects of system security, safety, data sensitivity, usage and management all require further 

investigation and require addressing in any implementation of IoT environments. 

Moreover, the overall system vulnerability landscape is not the mere sum of the vulnerabilities of 

single devices. As different components start to interact, seemingly minor vulnerabilities of one (e.g. 

malware on a smart phone), could potentially trigger a major risk of another (e.g. avionic system 

safety) and amplify the overall risk level. Because of thisΣ ƴŜǿ άŜƳŜǊƎƛƴƎέ ǾǳƭƴŜǊŀōƛƭƛǘƛŜǎ ŀǊŜ ŎǊŜŀǘŜŘ 

(i.e. A + B = A + B + Emerging Risks). The future air transportation processes must therefore address 

these compound emerging risks, as well as be in a position to predict them and manage them 

effectively in robust risk management procedures. 

2.3 WHY AN IOT/RFID AIR TRAVEL SCENARIO?  

In the context of our work in WPK3.12, identification of emerging and future risks, we carried out an 

exhaustive risk assessment on a complex scenario involving Internet of Things / Radio Frequency 

IDentification (RFID) technologies in future air travel. Given that we are already seeing the introduction 

and use of smart technologies and applications in air travel (e.g., RFID-enabled passports, electronic 

boarding passes sent using SMS and displayed using cell phones, etc.), we consider this as a 

representative, realistic yet emerging, showcase scenario within which we can identify and highlight 

important risks and challenges posed by IoT technologies. Amongst the technologies, applications and 

devices considered in this scenario, in addition to RFID, are smart phones, netbooks and location-

based services (LBS). The power of these technologies is greatly leveraged by their convergence and 

                                                           

2
 http://www.enisa.europa.eu/about-enisa/activities/programmes-reports/enisa_wp_2009.pdf  

http://www.enisa.europa.eu/about-enisa/activities/programmes-reports/enisa_wp_2009.pdf
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interoperability. The air travel scenario was selected to illustrate the convergence of these IoT 

technologies and the issues that arise as a result of this convergence and interoperability. 

2.4 TARGET AUDIENCE 

The intended audiences of this report are: 

¶ The European Commission, EU Institutions and EU Agencies (e.g. EASA), to assist them on setting 

research policy (to develop technologies that mitigate risks) and to assist them in deciding on 

appropriate policy and economic incentives, legislative measures, awareness-raising initiatives, 

etc. vis-à-vis IoT/RFID technologies and applications; in particular, on air travel; 

¶ Industry, to encourage them to secure their technologies and services, to make transparent to 

citizen-consumers their purposes and practices in collecting and processing personal data and to 

identify any third parties with whom they share such data; 

¶ Air transport stakeholders, such as airports Airport Council International (ACI) and IATA; 

¶ Shop owners and vendors who operate in airports; 

¶ Individuals or citizens, to enable them to evaluate the costs, risks and benefits of using the 

consumer version of these applications. 

2.5 SCOPE AND OVERVIEW OF THE SCENARIO 

This scenario is explorative and is set in the future, approximately five years from now in the year 

2015. It follows three passengers of different citizenships (EU, US, Japan) flying from European 

airports. The scenario depicts emerging automated procedures typically used in normal air travel, such 

as check-in and boarding. Different criteria have been used to select the passengers starring in the 

scenario, namely: 

¶ Nationality: Richard is a US citizen, Elena is Spanish and Akira is Japanese 

¶ Age: Richard, Elena and Akira, belong to different age groups: 52, 39 and 20 years old respectively.  

¶ Health: Richard is a diabetic and has serious heart problems, Elena is healthy overall, but has an 

allergy condition and Akira is healthy 

¶ IT άliteracyέ: While Richard and Akira are familiar with technology; Elena faces some basic 

problems with the use of technology and finds it quite overwhelming following the air travel 

procedures using smart devices.  



 

Final Report 

 

14 

Flying 2.0 - Enabling automated air travel by identifying and addressing the 

challenges of IoT & RFID technology 

 

Identifying emerging and future risks in a future IoT/RFID air travel scenario 

¶ Language skills: Elena does not speak German and has difficulties in communicating even in 

English. The others two can both speak English and Richard German as well. 

 

The scenario takes into account current work being carried out by Airport Council International (ACI) 

and the Simplifying Passenger Travel (SPT), an international interest group comprising of 

representatives from governments, security agencies, professional organisations, technology vendors, 

airports and airlines, which is driven by the International Air Transport Association (IATA), the 

international syndicate of airlines. The scenario considers the IATA-SPT Ideal Process Flow (IPF) [see 

Figure 1] and shows how new technologies such as smart phones, RFID and LBS can contribute to 

improving the flow of passengers through airports and onto the aircraft and thereby cutting costs for 

airlines, airports and other stakeholders while, at the same time, improving security.   

 

 

Figure 1 ς The technology response to the growing demand from airlines and airports for passenger 

automation.3  

                                                           

3
 See IATA:  http://www.iata.org/NR/rdonlyres/31BD66A2-4446-4514-A911-3EA9DDAC7CAA/0/IPF_V20_FINAL.pdf  

http://www.iata.org/NR/rdonlyres/31BD66A2-4446-4514-A911-3EA9DDAC7CAA/0/IPF_V20_FINAL.pdf
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In the context of the current and emerging procedures for handling passengers, the scenario also 

examines how the Internet of Things could be a pervasive element within future air transportation 

from the perspectives of industry and consumer stakeholders. 

The scenario tracks and is divided into several phases based on the air travel process and involves the 

following: 

2.5.1 GETTING TO THE AIRPORT AND PRE-FLIGHT ARRANGEMENTS  

On the day of travel, there are multiple ways of getting to the airport ς personal vehicle, buses, taxis, 

trains and shuttles. Smart IoT devices interact with various established services in helping passengers 

get to the airport safely, on time and cost effectively. These services can include on-line selection of 

travel options based on current position, traffic road conditions, flight schedules and updates, car-

pools and airport parking assistance.   

2.5.2 GETTING READY TO FLY: AIRPORT CHECK-IN, BOARDING, SECURITY CONTROLS 

!ǎ ŀ ǊŜǎǳƭǘ ƻŦ L!¢!Ωǎ {ƛƳǇƭƛŦȅƛƴƎ ǘƘŜ .ǳǎƛƴŜǎǎ ό{ǘ.ύ ǇǊƻƎǊŀƳ4, most carriers (99 per cent) have now 

adopted electronic ticketing (e-ticketing) measures, to replace costly paper boarding passes. 

Passengers are invited to check-in from home or at special airport counters and kiosks using electronic 

ticket codes. While carriers and airports are planning to implement more and more efficient self-

service kiosks, there is still a long way to go to fully implement a process based entirely on smart 

devices.  

AIRPORT CHECK-IN 

In future air travel, we envision that much, if not all, of the check-in process will be conducted via the 

Internet. A large percentage of the check-in process will involve IoT smart devices. The passengers will 

receive a token in the form of a 2D barcode or raw data depending on the capabilities of their devices 

and the transport medium. As a matter of fact, several airlines already give travellers the option to 

retrieve the electronic barcode directly on their cell phone. With this scheme, the travellers can simply 

display the barcode image on their cell phone to a reading device. Consequently, the barcode gets 

scanned and decoded, making the contained data available to the connected IT systems without the 

need of airport personnel processing paper copies. 

                                                           

4
 http://www.iata.org/stb/index.htm 
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SECURITY AND BORDER ACCESS CONTROLS 

The scenario does not examine security and border access controls in great depth, only briefly for 

completeness purposes, since these are an important phase in the air travel process, and cannot be 

left out of the scenario.  

Within the scenario, accompanying friends and family members are limited to the check-in zone of the 

airport. Only passengers and necessary personnel (e.g. crew members, airline agents, service 

personnel, restaurant and shop clerks) are allowed to enter the restricted zone for security reasons. 

Measures for the access control to the restricted zone are being accomplished in two steps: 

¶ Identification and authentication: Individuals are identified by comparing their physical traits 

(face, height, age, etc.) with those documented on a valid official identification document (e.g. 

passport, national ID card, crew pass, personnel pass). 

¶  Authorisation: This is the process of determining whether an authenticated entity is allowed to 

enter the restricted zone. For passengers, it is done by means of a boarding pass, valid for a flight 

in the current timeframe. The data on the boarding pass are communicated through 2D barcodes 

displayed on smart devices, printed on a paper strip or transmitted by near field communication 

(NFC)5 and verified by the departure control system of the airline. For the crew and service 

personnel, authorisation is granted based on a valid crew or airport personnel pass. If they contain 

a photo, valid passes often also support authentication.  

Passengers travelling within the Schengen area6 are normally exempt from passport checkings and 

visas required of non-Europeans. There is limited or no border control within the Schengen area. 

                                                           

5
 Near Field Communication (NFC) is a short-range high frequency wireless communication technology which enables the 

exchange of data between devices over about a 10 centimetre distance. An NFC device can communicate with both existing 

ISO/IEC 14443 smartcards and readers, as well as with other NFC devices. NFC is primarily aimed at usage in mobile phones. 

[This definition has been adapted from Wikipedia] 

6
 The Schengen Agreement of 1985 established an area where the free movement of persons is guaranteed. The signatory 

states to the agreement have abolished all internal borders in lieu of a single external border. Here common rules and 

procedures are applied with regard to visas for short stays, asylum requests and border controls. Simultaneously, to 

guarantee security within the Schengen area, cooperation and coordination between police services and judicial authorities 

have been stepped up. Schengen cooperation has been incorporated into the European Union (EU) legal framework by the 

Treaty of Amsterdam of 1997. However, the European Union and the Schengen area are two different zones: not all EU 

countries participate in the Schengen area and vice versa: 

http://europa.eu/legislation_summaries/justice_freedom_security/free_movement_of_persons_asylum_immigration/l33020

_en.htm.  

http://europa.eu/legislation_summaries/justice_freedom_security/free_movement_of_persons_asylum_immigration/l33020_en.htm
http://europa.eu/legislation_summaries/justice_freedom_security/free_movement_of_persons_asylum_immigration/l33020_en.htm
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A number of fast-track programs have enabled automated border controls based on e-passports. 

However, there is currently no standard technology used for automatic gates. Most of the systems are 

based on either fingerprints, with a prior enrolment in a government database, or face recognition 

based on the match between the passenger and the digital picture in her passport. Furthermore, some 

airports (e.g., London Heathrow) give travellers the option of using special gates that implement 

biometric checks (iris scans). Another example can be found in Amsterdam Schiphol airport, where 

travellers can register for the Privium service program. This is designed for frequent flyers who wish to 

travel without unnecessary delays. Within Privium, an iris scan is stored on the Privium card7. The 

traveller submits to an iris scan that is compared to the one on the card for a quick pass through the 

security checks. The iris scan even works when wearing glasses or contact lenses. 

The scenario highlights the automatic authentication of passengers by means of their biometric 

features (e.g., fingerprints and facial image of citizens8) stored in their passport as part of EU border 

control. The scenario does not enter into much detail about this authentication process. 

The implementation of an EU passenger name record (PNR) program is scheduled to enter into force 

from 2010, which will enable travellers to fill in Electronic Travel Authorisation (ETA) forms online 48 

hours before departure. The scenario assumes that this has taken place but refers to generic systems 

instead of specific named ones thus far mentioned in EU documents. We likewise make assumptions 

that the characteristics of this system will mirror those outlined currently, with the caveat that we 

accept there might changes in the manner and method of its implementation. This is particularly 

dependent on currently ongoing consultations between the European Parliament and the Commission 

on these systems. At many airports, a security check comes immediately after access to the restricted 

zone and before the passport and immigration control. The scenario depicts performance of security 

checks in smart corridors equipped with metal detectors, explosive detection systems (EDS) and liquids 

and gels (LAG) detectors to identify prohibited items such as weapons, liquids and explosives. 

WAITING TO BOARD 

Passengers often spend a lot of time waiting to board either due to flight delays or simply because 

they arrive earlier than necessary to avoid the risk of being late for the flight because of delays at 

security check points. Airports and several Commercial Services saw an opportunity in this and they 

                                                           

7
 http://www.schiphol.nl/Travellers/AtSchiphol/PriviumIrisscan.htm  

8
 Council Regulation EC 2252/2004 of 13 December 2004 on standards for security features and biometrics in passports and 

travel documents issued by Member States, OJ L385/1, 29.12.2004. For EU Member States, Art 1(2) of the Council Regulation 

EC 2252/2004 obliges the storage of the e-ǇŀǎǎǇƻǊǘ ƘƻƭŘŜǊΩǎ ŦŀŎƛŀƭ ƛƳŀƎŜ ƛƴ ǘƘŜ wCL5-enabled chip and include fingerprints in 

interoperable formats. 

http://www.schiphol.nl/Travellers/AtSchiphol/PriviumIrisscan.htm
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sought to turn this time gap into an advantage. Duty-free shops, kiosks, restaurants and information 

services compete to attraŎǘ ǘǊŀǾŜƭƭŜǊǎΩ ŀǘǘŜƴǘƛƻƴ ŀƴŘ ǘƘŜƛǊ ƛƴǘŜƴǘƛƻƴ ǘƻ ōǳȅΦ tŀǎǎŜƴƎŜǊǎ ƻŦǘŜƴ are 

interested in buying souvenirs, food, entertainment, network access and other services, while airports 

are increasingly happy to accommodate increased consumer spending as reflected in the design of 

airport retail space. The interesting challenge here is matching consumers to suppliers effectively 

(finding the right customer as well as the right product), efficiently (since time is relatively limited) and 

unobtrusively (not an open market). IoT smart devices could play a major role enabling the future of 

this environment.  They also have the capability to unobtrusively provide direction-related assistance, 

e.g. for locating gates, stores, restrooms, kiosks, police desks, wheel chair stations, access gates for 

people with reduced mobility (PRM) and airline service desks. 

Airport security may also monitor abnormal behaviour of passengers, e.g. lingering around in sensitive 

areas using localisation-enabled smart devices. They may also wish to identify potential emergency 

situations, e.g. of disabled passengers needing help, by detecting people not having moved for an 

excessive time.  

BOARDING  

The scenario depicts a seamleǎǎ άǎƳŀǊǘέ ōƻŀǊŘƛƴƎ ǇǊƻŎŜǎǎ ŀƛƳƛƴƎ at enabling efficient and secure 

passenger management. This process is based on the same principle that is used at the check-in stage, 

namely verifying 2D barcodes or tokens and biometrically authenticating passengers to prevent the 

exchange of boarding passes. 

 

By smart boarding, we mean that the passenger is already identified based on the link established 

between the check-in system and the ultimate boarding control via the departure control system (DCS) 

Smart boarding

DCS

Check in zone Boarding zoneEmigration, customs Aircraft 

zone 
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of the airline. The concept is quite straightforward: the passenger has completed the check-in using 

any technology ς e.g. Internet printing of the boarding pass, PDA validation of an electronic code, NFC 

interaction with a sensor. 

Several airlines have already implemented such a system to speed up boarding procedures. This 

requires a prior negotiation with data protection authorities, as private companies are not allowed to 

access the biometric data stored in the e-enabled passports. For these reasons, these airlines have 

launched proprietary systems, as Air France has done for flights between Paris and Amsterdam 

Schiphol9,10.   

2.5.3 IN FLIGHT 

/ƻƳōƛƴŜŘ ǿƛǘƘ ǘƘŜ ƛƴŎǊŜŀǎƛƴƎ ǇǊŜǾŀƭŜƴŎŜ ƻŦ άLƴǘŜǊƴŜǘ ƛƴ ǘƘŜ ŀƛǊέ ǎŜǊǾƛŎŜǎΣ ǎƳŀǊǘ ŘŜǾƛŎŜǎ ǿƛƭƭ have 

significant impact to both airlines and passengers. Broadband wireless communication will enable the 

download of flight and in-flight entertainment (IFE) data for travellers. During their flights, passengers 

will have access to the Internet via their netbooks, smart phones or the IFE screen. If desired, movies 

can be uploaded before the aircraft departs.  

2.5.4 ARRIVAL AND TRANSFER 

Upon arrival, passengers claim their luggage and proceed to local transportation to head toward their 

final destinations. IoT and smart devices are expected to further facilitate this process and, in 

particular, enhance services related for example with assistance on local arrangements for visitors. 

Also, from the local perspective, the arrival of a new passenger creates business opportunities (e.g., 

ground transportation, lodging or tourist services); is envisaged that IoT devices will facilitate the the 

exploitation of such opportunities. 

For passengers transferring to another flight, IoT devices can assist in providing connection and flight 

information and locating the correct gate. Therefore, ŀƴƻǘƘŜǊ ǊƻǳƴŘ ƻŦ άǿŀƛǘƛƴƎ ǘƻ ōƻŀǊŘέ ǎŎŜƴŀǊƛƻs is 

                                                           

9 Most of the carriers take advantage of government automated border control programs for international flights. But in the 

case of domestic/ intra-Schengen flights, they consider managing their own fast track system as a competitive advantage to 

increase their market share on highly competitive routes. This is the case of Air France for their ADP/ Schiphol flights; and 

same for Air France in their competition against the high speed train: Paris / Marseille / Nice, Toulouse, etc. But as the 

carriers are not allowed to control the biometrics of the passports, they need to launch their own system in agreement with 

local Data Protection Commissioners. This means that we might see different proprietary systems for intra-Shengen flights in 

ǇŀǊŀƭƭŜƭ ǘƻ ƎƻǾŜǊƴƳŜƴǘΩǎ !ǳǘƻƳŀǘƛŎ .ƻǊŘŜǊ aŀƴŀƎŜƳŜƴǘ ǎȅǎǘŜƳǎ ǎƘould the Data Protection Commissioners not allow the 

ŎŀǊǊƛŜǊǎ ǘƻ ŀŎŎŜǎǎ ǘƘŜ ǇŀǎǎǇƻǊǘǎΩ ōƛƻƳŜǘǊƛŎǎΦ 

10 See http://www.theregister.co.uk/2009/03/19/france_fingerprint_cards/  

http://www.theregister.co.uk/2009/03/19/france_fingerprint_cards/


 

Final Report 

 

20 

Flying 2.0 - Enabling automated air travel by identifying and addressing the 

challenges of IoT & RFID technology 

 

Identifying emerging and future risks in a future IoT/RFID air travel scenario 

played out in the gateway airport. In particular, for passengers who miss their connection, IoT devices 

can assist in flight re-booking, wherever required (some airlines, e.g. Delta airlines, currently provide 

automatic re-booking) and, if necessary, lay-over lodging and hotel transportation. Some airlines have 

systems already in place that re-book delayed passengers onto the next available flight and, in the 

future, passengers will receive the up-to-date information on rebooked flights automatically on their 

devices when they arrive at the airport. 

After leaving the aircraft, at the arrival gate, and particularly in big airports, passengers may be offered 

additional guidance if needed, through the arrival process and to the final destination by personal 

electronic devices, as well as airport infrastructure such as information kiosks and guidance systems. 

Moreover, booking applications may be available for taxis, public transportation or further travel-

related services. Data may be exchanged between fligƘǘ ƛƴŦƻǊƳŀǘƛƻƴ ǎȅǎǘŜƳǎΣ ǘƘŜ ǇŀǎǎŜƴƎŜǊǎΩ ǇŜǊǎƻƴŀƭ 

devices and those services in order to update schedules and to ensure seamless and comfortable 

transportation.   

2.6 WHATΩS OUT OF SCOPE 

¢ƘŜ ŦƻƭƭƻǿƛƴƎ Ŧŀƭƭ ƻǳǘǎƛŘŜ ǘƘŜ ǎŎŜƴŀǊƛƻΩǎ ǎŎƻǇŜΥ 

¶ National security issues were not considered: as ENISA worked in first pillar activities of EU11 at the 

time when this project was first conceived, it was not possible to enter into issues of national 

security that fell within the third pillar. For this reason, border control issues fall out of the scope 

of this assessment. Any border control mentioned in the scenario is only for completion purposes, 

as this is an inherent part of the air travel process, and we want to keep the scenario realistic.  

¶ The focus is mainly on passengers. Due to limited time and resources, the scenario does not 

consider in detail security personnel, airline crew and other airport personnel, who may have 

different access requirements. 

¶ Aircraft security and general aviation maintenance, repair and overhaul (MRO) procedures are not 

considered, as they would considerably increase the complexity of the scenario. 

 

                                                           

11
 For more information on the three pillars of EU, please refer to http://europa.eu/scadplus/glossary/eu_pillars_en.htm. It is 

noted that although the pillar structure have been abolished in the new Constitutional Treaty of Lisbon, at the time when this 

project was conceived in 2008, the pillars were still in effect and their restrictions had to be considered and respected. 

http://europa.eu/scadplus/glossary/eu_pillars_en.htm
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3 CAUTIONARY TALES ς FLYING 2.0 ς A ΨSMARTΩ IOT/ RFID AIR 

TRAVEL SCENARIO 

 

ENISA convened a group of independent experts to develop and analyse a scenario, the context of 

which was the use of new smart technologies, notably IoT technologies, in air travel. Once the scenario 

was reasonably stable (it went through several iterations), the group then analysed the scenario using 

9bL{!Ωǎ ƳŜǘƘƻŘƻƭƻƎȅΣ ƛƴ ǇŀǊǘƛŎǳƭar to identify assets, vulnerabilities, threats, risks and remedial actions 

as well as eventually recommendations to policy-makers and other stakeholders. 

Thus, the scenario is the foundation on which everything else is built. The scenario developed by the 

group can be found in Annex II.  

This section presents three cautionary tales, based on the somewhat longer scenario script. The 

cautionary tales are in two parts. The text in the right-hand column presents a streamlined scenario 

script, while the left-hand column provides some commentary, notably on possible risks arising from 

the actions taking place in the scenario script. Also in the left-hand column are some [R xx, where xx 

represents a number] which refers to the specific risks identified in section 5.2 of this document. 

A ς RICHARD 

LƴǘǊƻŘǳŎƛƴƎ wƛŎƘŀǊŘΧ ŀƴŘ 

his gadgets: a pace-maker, a 

sensor implant and a smart 

phone 

 

He depends on the reliability 

of his technologies and the 

ŎƻƳƳǳƴƛŎŀǘƛƻƴǎΩ 

infrastructure [R9], [R13] 

Richard is a 52-year-old US citizen who has been working in 

Frankfurt and now is flying back to Atlanta, with German Air (GA), 

for his vacation. He has had two heart surgeries over the years and 

carries a pace-maker. He also has a chronic diabetes condition for 

which his doctor has implanted an in-body blood sugar level 

monitoring sensor. The monitoring system can communicate with 

Ƙƛǎ ŘƻŎǘƻǊ ƛƴ ŎŀǎŜ ƻŦ ŀƴ ŜƳŜǊƎŜƴŎȅ ǳǎƛƴƎ wƛŎƘŀǊŘΩǎ ǎƳŀǊǘ ǇƘƻƴŜ ŀǎ ŀ 

gateway. This system is also capable of announcing itself to the 

surrounding environment and other devices (e.g., body scanners or 

smart corridors) in case they might disrupt his pacemaker or body 

area network.  

 

He similarly depends on the 

security of government 

As a non-EU citizen resident in Germany, Richard has enrolled in the 

registered traveller (RT) program at the German Ministry of Interior 


















































































































































































