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Responding to the crisis:
Opportunities in Adversity

All companies can be placed on a stress pendulum…

...and different business units within a company can also be plotted
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Changes in the importance of specific business activities, over the next 12 months*

*Source: Opportunities in adversity (Ernst & Young)

Responding to the crisis: Companies are 
focusing their activities in different areas



Value of information and need for protection

► Ernst & Young research show a trend for information security 
investments moving toward business objective alignment* 

► Cost of information loss due to human error is significant. 

► Highest cost: hardware failure 

► Second highest cost: human errors 

…and then the rest, including software corruption and computer viruses

► Security awareness improvements increase compliance and 
reduce risks, making security breaches less likely or less costly -
creating bottom-line business benefits

*Source: Annual Global Information Security Survey (Ernst & Young)



Understanding awareness in the context of 
corporate investment approval processes

► What to answer

► How much to spend

► What to spend it on

► How to reconcile the needs of different stakeholders

► Take a governance perspective

► Who makes investment decisions? 

► How are investment decisions measured in terms of effective 

management? 

► How will these decisions be captured and monitored in financial terms? 



Main activities

► Who will make the formal investment decision? 

► Who will fund the investment? 

► Which other stakeholders could have an impact on the decision? 

► What are the key targets and strategic goals for these stakeholders? 

► Define awareness programme costs

► Define business benefits relevant to the stakeholders

► Use quantitative data whenever possible

► Before making investment request:

► Validate that expected results are relevant to stakeholders 

► Validate that these results meet the strategic goals of the organisation

► During investment request:

► Clearly articulate the value of the awareness investment

► Structure proposal to effectively communicate with senior management
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Communicate

value of 
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Main business rationale 
 

Key questions to address 

Mitigate risk in current control 
environment 

 What business values are at stake? 
 Who decides which risk level should apply? 

 

Business-driven investment 

require security measures 

 What are the targets for the business-driven investment? 

 Who decides which risk level should apply? 
 

Opportunity for business 
improvement 

 What types of improvement effects are anticipated (asset utilisation, 
profitability or growth)? 

 Who decides which risk level should apply? 
 

 

Define investment rationale 
and stakeholders

► Why should we, as an organisation, invest in this awareness raising?

► What is the precise effort in question? 

► Who in the organisation will be affected by this effort? 

► Who do we need support and participation from? 

► What is the value of that effort to the organisation? 

► How are we going to substantiate or measure that value? 
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Develop business case: 
Example of awareness programme costs

Cost Description € Estimate 
 

60 000 Personnel Personnel working on the information security awareness initiative. 
Whether they are full or part-time depends largely on the size of 

the organisation and the importance of information security relative 
to other priorities.  

Operational Costs 
 

The operation costs include rent, website maintenance ï extranet 
and intranet -, information security awareness materials ï posters, 

briefing papers, office miscellaneous costs. 
 

25 000 

Promo material cost 2 000 

Promo distribution cost  

Advertisement creative cost  

Advertisement and 

Promotion 

Branded coasters, pens, 

prizes for information security 

tests, quizzes and 
competitions, coffee for 

brown-bag meetings and so 
on. 

 

Advertisement media cost  

Individual materials cost  Training 
 

In case an organisation 
organizes awareness training 

sessions. 
 

Training rooms cost per session 100 

Contingency Further funds may be needed to purchase additional security 

awareness materials, external training courses and so on.  

 

20% on total 

Total budget 

request 

 

 TOTAL 

 

Source: Common awareness costs, Airline Corporation (ENISA)
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Develop business case: 
Example of business benefits

► Benefits that cannot be measured quantitatively may mean less to senior management

► When analysing information security awareness initiatives that improve internal controls the 
principles for effective governance can be applied

► The maximum score for the investment is 100 and the minimum score is 20 

Based on: the Massachusetts Institute of Technology’s Sloan School of Management (ENISA)

Importance of information security investment 
 

How important are the following outcomes of your information security governance,  
on a scale from 1 (not important) to 5 (very important)  

 Importance Outcome 

  Cost-effective use of information security 

  Effective use of information security for growth 

  Effective use of information security for asset utilisation 

  Effective use of information security for business flexibility 

Importance of information security investment 
 

What is the anticipated influence of the p roposed information security investment in your business on the 
following measures of success, on a scale from 1 (not successful) to 5 (very successful)  

 Importance Outcome 

  Cost-effective use of information security 

  Effective use of information security for growth 

  Effective use of information security for asset utilisation 

  Effective use of information security for business flexibility 
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Calculate performance metrics
- iteration is essential

► Address relevant financial performance metrics

► Some formulas are clearly focused on asset 
utilisation, others on profit or growth. 

► No clear-cuts between many of the calculations

► Non-financial metrics help identify and quantify key 
performance indicators and variables used in the 
financial part of the cost benefit analysis. 

► The iterative process of using financial calculations 
and non-financial metrics are critical to success in 
this work.

► When financial metrics have been identified, the 
calculations are seldom challenging to a 
professional with a financial background. 
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Validate investment rationale

► Before presenting the investment request, the security manager should 
ensure an understanding of how the proposed investment will fit with the 
decision makers’ key strategies and goals. 

► The security manager should be able to answer the following:

1. What process changes or enhancements that are strategically important are 
included in the proposed investment? 

2. What are the distributions in the current and proposed project portfolios? Will the 
acceptance of this investment keep the portfolios consistent with the enterprise’s 
strategic objectives? 

3. What is the relative importance of enterprise-wide versus business unit 
investments? Does the proposed investment reflect their relative importance?
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Communicate value of investment 
in the management meeting

► Set the stage
► Brief statement to focus and frame the discussion

► “in support of the business decision to…”

► Document your understanding
► Management should conceptually agree to the existence of the threat or problem

► Understand the threat in terms of this organization, e.g. unnecessary costs

► Realise this is properly understood by you

► Document the opportunity
► General value proposition, e.g. “lowered risks of…” or “improved management of…”

► Share the vision
► High level description of proposed awareness initiative and activities

► Identify the business value
► Restate the value proposition in positive terms

► Measurable outcomes related to business goals, e.g. cost reduction or increased profit

► Determine next steps
► Clarify why this presentation was given to senior management

► Identify any final steps that are needed, or determine what is missing

► Now is the time to ask for senior management support
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Conclusions

► Security awareness improvements create bottom-line business benefits

► Information Security initiatives come in two categories 

► improving profitability or enabling growth by better managing risks or threats 

► support efficient asset utilisation or cost reduction through process improvement or 

increased automation 

► Information security is assessed alongside other investments, therefore it 

helps to use similar or the same methods of financial cost projection

► Benefits that cannot be measured may mean less to senior management

► Understand how the proposed investment will fit with the decision makers’ 

key strategies and goals before presenting the investment request
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Appendix

Guiding examples 



Define investment rationale 
and stakeholders

► Impact on a core information security metric
► Rate of loss of equipment (laptops, backup tapes, and so on)

► Virus and malware infection rates

► Patch and remediation effort times

► Impact on a knowledge benchmark
► Survey awareness before and after

► Measurable improvement goals

► Reduction in employee-time spent on corrective controls
► Sample measuring of time spent on corrective controls

► If the organisation uses time-tracking systems; measure the before and after effect of the awareness initiative

► Incident avoidance benefits
► Understand how managers with a P&L responsibility measure (or estimate) their costs for incidents per annum

► Consult security professionals in peer organisations

► Public research reports on frequency and cost of incidents for your industry, geography or company size

► Contact suppliers and consultants, who often provide reports for free

► Incident cost-reductions
► Cost of business disruption

► Cost of time and direct cash spent responding to the incident

► Direct financial cost of incident, such as loss of assets, fines and so on

► Estimated cost of damage to reputation

► Negative impact of brand value
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Develop business case: 
Example of awareness programme costs

Cost Description € Estimate 
 

60 000 Personnel Personnel working on the information security awareness initiative. 
Whether they are full or part-time depends largely on the size of 

the organisation and the importance of information security relative 
to other priorities.  

Operational Costs 
 

The operation costs include rent, website maintenance ï extranet 
and intranet -, information security awareness materials ï posters, 

briefing papers, office miscellaneous costs. 
 

25 000 

Promo material cost 2 000 

Promo distribution cost  

Advertisement creative cost  

Advertisement and 

Promotion 

Branded coasters, pens, 

prizes for information security 

tests, quizzes and 
competitions, coffee for 

brown-bag meetings and so 
on. 

 

Advertisement media cost  

Individual materials cost  Training 
 

In case an organisation 
organizes awareness training 

sessions. 
 

Training rooms cost per session 100 

Contingency Further funds may be needed to purchase additional security 

awareness materials, external training courses and so on.  

 

20% on total 

Total budget 

request 

 

 TOTAL 

 

Source: Common awareness costs, Airline Corporation (ENISA)
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Develop business case: 
Example of awareness programme costs

► Cost elements need to be put into financial context of the organisation

► When security investments are assessed alongside other investment projects, it helps 
to consider them on an equal footing

► Use of similar (or ideally the same) methods of financial cost projection

► To perform a Total Cost of Ownership calculation, add: 
► # of training sessions (in this case 20 training sessions were run at a cost of € 100 each) 

► How long the awareness initiative is run to normalize all investments (in this case, 2 years)

Source: Common awareness costs, Airline Corporation (ENISA)
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Develop business case: 
Example of business benefits

Source: Example of results from a Consumer products manufacturer (ENISA)

Importance of information security investment 
 

How important are the following outcomes of your information security governance, on a scale from 1 (not 
important) to 5 (very important)  

 Importance Outcome 

 4.2 Cost-effective use of information security 

 2.2 Effective use of information security for growth 

 4.6 Effective use of information security for asset utilisation 

 3.2 Effective use of information security for business flexibility 

Importance of information security investment 
 

What is the anticipated influence of the proposed information security investment in your business on the 
following measures of success, on a scale from 1 (not successful) to 5 (very successful)  

 Importance Outcome 

 4.0 Cost-effective use of information security 

 1.1 Effective use of information security for growth 

 3.5 Effective use of information security for asset utilisation 

 3.0 Effective use of information security for business flexibility 
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Calculate performance metrics: 
Example of return on investment

Source: Investment values from a technology company (ENISA)

Investment Rationale:  
To increase the effectiveness in daily operations by lowering the costs related to time spent on corrective 

controls, per annum.  
 

Projected Costs  

Onetime costs ú 87 000 

External cost for training during project ú 11 000 

Cost of employee time for training ú 20 328 

Initial cost (sum of cost elements above) ú 118 328 

Project duration (months) 8 months 

Recurring costs after project (contingency), per annum ú 35 498 

  

Projected Benefits  

Current average total cost for corrective controls, per annum ú458 784 

Expected improvement 22 % 

Cost-reduction in corrective controls, per annum ú 101 887 

Improvement period (months) 24 months 

  

Company prerequisites  

Time to measure costs and benefits 24 months 

Companyôs rate of return 10 % 
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